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DocumentSign Digital IDs for Adobe GCC ePKI Certificate
Installation Guide Rev.1.0

BEFORE YOU BEGIN- REVIEW SYSTEM REQUIREMENTS

1. Software Requirements
Your computer must contain one of the following Microsoft Operating System:
e Windows XP Professional (SP 2)
e Windows Vista
e Windows 7
e  Microsoft Internet Explorer V5.5 SP2 or higher
e At this time support for the iKey supports both 32 bit and 64 bit versions of the Vista

operating system

2. Hardware requirements for the SafeNet iKey 2032 USB token

e An available USB port for your USB iKey token
e  Minimum of 128 MB of RAM

3. Software requirements for Adobe Acrobat Reader.
http://www.adobe.com/products/reader/productinfo/systemreqs/index.html

4. Software requirements for the Adobe Acrobat Family.
http://www.adobe.com/products/acrobatpro/productinfo/systemreqs/

5. Vista and Internet Explorer Users @

1. Due to the added security that Microsoft has introduced to Vista you will need to make sure all the
following steps are completed before installing your certificate. Missing even one step can cause an
error at the final stage of installing the certificate, which will result in the entire process needing to be
restarted.

2. Before you install your certificate you must make the following changes, as described below:
Open Internet Explorer

Go to “Tools”

Select “Internet Options”

Select the “Security Tab”

Check off “Enable Protected Mode” in the Security level for this zone section (if listed)

Oogoodg

Click to Highlight “Trusted Sites” (green check mark) and select “Sites”
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[] Add the following website names in the “Trusted Sites” list:

i. https://system.globalsign.com

ii. https://systemeu.globalsign.com

g (o

7 N
‘m@uyﬁwaq« I Content I Connections I Programs | Advancedl

Internet Options

i
S8

e | —

Select a zone to view or change security settings. I

@ & v 0O

Internet  Localintranet Trusted sites  Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

‘You have websites in this zone.

/

v

Security level for this zone

Yfou can add and remove websites from this zone, Al websites in
this zone will use the zone's security settings.

bsite to the zone:
Add

Custom
Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level,

https://211. 11,143,172
https: /secure. globalsign.net

https:/system. globalsign. com

https: /fwww.globalsign.net

»

Remave

« [

able Protected Mode {requires restarting Internet Explorer)
I [ Custom level. .. ] [ Default level ] I

[ Reset all zones to default level ]

Apply

equire server verification (hittps:) for al sites in this zone

AN
N\

Check off “Require server verification” if listed

Close and re-start Internet Explorer, you’ll need to reopen Internet Options and click “trusted sites”

and then click on the security table and click “Custom Level”.

Scroll down to the “Active X controls and plug-ins” and change the following default settings.

Security Settings - Intemnet Zone [ %€ |

Settings

() Disable -
@ Enable (not secure)
) Prompt {recommended)
|#| Download unsigned ActiveX controls (not secure)
(") Disable (recommended) m
@) Enable (not secure)
) Prompt
|#| Initizlize and script ActiveX controls not marked as safe for s
() Disable {recommended)
@) Enable (not secure)
) Prompt
|#| Run ActiveX controls and plug-ins
() Administrator approved
) Disable
@) Enable

=1 Drewnnt

< [T | 3

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto:  (Megium-high (default) | Reset.. |

Cancel

J |

[ o

|

: set to Enable

] Allow previously unused ActiveX controls to run
without prompt: set to Enable

] Allow Scriptlets: set to Enable

[] Automatic prompting for ActiveX controls: set
to Enable

[ Binary and Script behaviours: set to Enable

] Display video and animation on a webpage that
does not use external media player: set to
Enable

] Download Signed ActiveX controls: set to
Enable

[0 Download unsigned ActiveX controls: set to
Enable

L] Initialize and script ActiveX controls not
marked as safe for scripting: Enable

] only allow approved domains to use ActiveX
without prompts - Enable

O] Run ActiveX controls and plug-ins set to Enable

] Script ActiveX controls marked safe for scripting

L] Click Ok (if any security pop ups occur you will want to Allow/OK them)
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O click Apply (if any security pop ups occur you will want to Allow/OK them)
] Close and re-open IE7 or IE8

INSTALLING YOUR DOCUMENTSIGN DIGITAL CERTIFICATE

*Before beginning the installation process you must have your SafeNet USB iKey token in hand.

Step 1: Run Token Drivers: http://www.globalsign.com/document-security-

compliance/adobe-cds/fag.html#22

You will need to select the appropriate driver depending upon if you are running a 32 or 64
bit operating system and save the appropriate driver to you computer.

1. With token unplugged, unzip Token Drivers and double click on “ikeydrver.msi”

= B X
'\JU [0 « Users » Lila » Documents » Unzipped » IKEYDRVR v [ %3] [ Search ikevDRVR 2|
Organize « Include in library « Share with = Burn MNew folder =~ [ @
i MName : Date modified Type Size
4 Libraries _ o . —
‘ﬁ! IKEYDRVR.MSI 2/16/2009 6:02 AM Windows Installer ... 1873 KB
@ Documents
& Music i
[ Pictures
E Videos )
ﬂ% Homegroup
1% Computer
‘ 1 item
- v e
’ L
4 SafeNet iKey Driver v4.10.1006 - InstallShield Wizard S5
Welcome to the InstallShield Wizard for 2. Follow all default

Safellet iKey Driver v4.1.0.1006 o
prompts by clicking
" 7

The Installshield(R) Wizard will install SafeMet iKey Driver Next” when
v4, 1,0, 1006 on your computer. To continue, dick Mext, prompted

WARMING: This program is protected by copyright law and
international treaties.

< Back ( Mext = D[ Cancel
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3. Accept Subscriber Agreement then click Next

i Bl
%) SafeNet iKey Driver v4.1.0.1006 - InstallShield Wizard st ]

License Agreement

Please read the following license agreement carefully.

SafeMet, Inc -
SOFTWAREDRIVEE. LICENSE AGREEMENT |:|

Please read this license carefully before using the software. By using the
software, you are agreeing to be bound by the terms of this license. If vou do

not agree to the terms of this lcense, promptly return the unused software to the
place where vou obtained it.

1 DEFINITIONS.

"SafelNet Software" - The software package includes the computer programs and -

I accept the terms in the license agreement
(711 do not accept the terms in the license agreement

InstallShield

[ < Back gﬂ' Mext = D[ Cancel ]

—

4. Begin the installation by clicking “Install”

F A
5] SafeNet iKey Driver v4.1.0.1006 - InstallShield Wizard = 23 |

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

InstallShield

< Back (]:r Install D[ Cancel
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5. Click “Yes” to the User Account Control” prompt.

e*_'i‘i' the wizard

8] SafeNet iKey Driver v4.1.0.1006 - InstallShield Wizard =B B

Installing Safelet iKey Driver v4.1.0.1006

The program features you selected are being instal

Please wait while the InstallShield Wizard
v4, 1.0, 1006. This may take several minu

Status:

H

Installshield

'@' User Account Control

%) Do youwantto allow the following program to install
&/ software on this computer?

@ Program name:  ab4b793.msi
Verified publisher: SafeMet, Inc.

File origin: Hard drive on this computer

() Show details L Yes D[ ne |

Change when these notificaticns appear

< Back

6. Complete installation and insert token when prompted

Step 2: Run Token Utilities: http://www.globalsign.com/document-security-compliance/adobe-

cds/fag.html#22 Run documentsign.msi by clicking “Run”

.
File Download - Security Warning

2]

Do you want to run or save this file?

A Mame: documentsign.msi
- __l
Ii‘# Type: Windows Installer Package, 4.52MB

From: www.globalsign.com

R D

Save ] [ Cancel

potentially ham your computer. f you do not trust the source, do not

|,9 While files from the Intemet can be useful, this file type can
b,
= run ar save this software. YWhat s the risk?
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1. Click “Run” at the following prompt

-

Internet Explorer - Security Warning

Do you want to run this software?

| | @ MName: DocumentSign Utilities for iKey token
Publisher: GlobalSign Ltd

" More options d Run D[ Don't Run J

|'Jx While files from the Internet can be useful, this file type can potentially harm
. your computer. Only run software from publishers you trust, What's the risk?

2. Click Next at the InstallShield Wizard prompt:

.
15 SafeNet Barderless Security PK Client - InstallShield Wizard [

Welcome to the InstallShield Wizard for
Safellet Borderless Security PK Client

The Installshield(R) Wizard will install SafeMet Borderless
Security PK Client on your computer. To continue, dick Next.

Continuing the installation may disable Fast User Switching and
replace the Windows welcome screen.

WARMNIMG: This program is protected by copyright law and
international treaties.

= Badk @ext = D[ Cancel ]
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3. Begin Installation by clicking “Install”

) SafeNet Borderless Security PK Client - InstallShield Wizard [

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

Installshield

<Back ([ Instal ) cCancel

4. Click “Yes” at the User Account Control prompt:

-

ﬁ SafeMet Borderless Security PK Client - InstallShield Wizard

= 2 |

Installing Safellet Borderless Security PK Client
The program features you selected are being installed.

F@' User Account Control

Installshield

Please wait while the InstallShield Wizard installs SaFeh‘

Security PK Client. This may take several minutes.

Status:

Do you want to allow the following program to install
software on this computer?

@ Program name:  DocumentSign Utilities for iKey token
Verified publisher: GlobalSign Ltd
File origin: Downloaded from the Internet

() Show details [ Yes D[ nNo |

Change when these notifications appear
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5. Click “Finish” to complete the Token Utility Installation

L b

-

e |

ﬁ SafeMet Borderless Security PK Client - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SafeMet
Borderless Security PK Client, Click Finish to exit the wizard.,

Step 3: Initialize your Token

1. Go to the Start Menu > Programs > SafeNet > Borderless Security PK > SafeNet Token Utilities

2. Click on the “Token” menu and select “Initialize Token...”

\ it Token Lhilities
Token Options Help

Change Passphrase...

Cirl+P

Initialize Taoken...
Token Status

Exit Ctr+x
Type |iKey 2032
— Token Operations
Login | Dizplay Objects |

Token Status I

Certificates

Change Passphrasel

— Reader

Current [Slot 10 - Rainbaw Technologies k.ewirtualReader O

EOETEEN Slot 10 - Bainbow T echnologies iK.eyyitualR eader 0

Slat 11 - Rainbow Technologies iKeyirtualReader 1
Slot 12 - Rainbow Techhologies iKevirtualReader 2
Slot 13 - Rainbow Techhologies iKeyirtualReader 3
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3. When the WARNING! screen opens, click “Continue Initialization”

4. Your token passphrase will now be set to the default of Password#1 (remember this passphrase as
you will need it for the next step) Click “OK”

0 Mew Passphrase = Password#1
Waming! The new Passphrase is a default value and not secure.
IUser should change the Passphrase to a secure value.
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5. Click the “Change Passphrase” button

ol

Token Optionz Help

— Taken
Serial |aes4a1 73

Label |My Taoken

Fieut Sacurily

e |iKe_-,- 2032

— Token Operations — Reader
. . . Current [Slot 10 - Rainbow Technologies KewirtualReader O
Login | Diizplay Objects |
POETEIEN ot 10 - Rainbow T echnologies iK.eyyitualR eader 0
Token Status | Certficates | Slot 11 - Rainbow Technologies iKeyirtualReader 1

Slat 12 - Rainbow Technologies KeyirtualReader 2

@Pas@) Slat 13 - Rainbow Technologies iKeyitualReader 3

5. Enter the Old Passphrase (Password#1) Then select a new password for your token, this password
is important as it allows access to your token. Then click “OK”

(Change | x|

0ld Pazzphraze

Mew Pazsphraze

Reenter Pazsphraze

m Cancel

6. Your token password has now been changed

Step 4: Install your DocumentSign Certificate

1. Pick up your Certificate
Your Administrator will register you for a DocumentSign Digital ID through the GlobalSign
ePKI digital certificate portal. As part of the registration, your ePKI Administrator will
establish a one-time only certificate pick up password you’ll need to install the Digital ID on
the USB token also supplied by your Administrator.
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nﬁ' .J Ay e s ENROLLMENT_FOR_INVITE/MDS201011108380 : ¢PKICDS Doc
G l I s - -/' Meisage Adobe POF
obalSign. D (XD D e B (Y A
g —d —#‘1 — aree) BP T S HE By sete s = = o Related -
Reply Reply Fonwsrd | Delete Moveto Creste Othar | Blot ¢ Categodize Follow Mark ai
o Al Folger= Rule Adtions= Sender ¥ Up= Uncead || = Sefest =

Fespend Adirons Burr E-mmail 0 Opisans - Find

Extra line breaks in (his message wern removed.

Fiom ke 1 G on. com
Toe il ke Bghobaisign, com
Cc
Subject: _FOR_BVITEMD #8350 : «FAT 005 D enial
H H H * Windows 2088 & XP Users: We recommend you use the Internet Explorer browser
2‘ You WI” receive an emall from your * Windows Vista Users: We recommend you use the FireFox browser, otherwise additional m

Internet Explorer. Please consult the GlobalSign support pages http://www. globalsign.c

Administrator via GlobalSign’s ePKI service using the Internet Explorer browser.
inviting you to install your DocumentSign
CDS digital ID on the previously provided USB
token. Do not begin this process until you
have completed the System Requirement
readiness steps.

The enrollment period will expire:

- 12/19/2818

Click on the link below to initiate the Certificate generation and installation process

hitpssd/syaten. globalsign com/er/public/eartificate/”

Make sure the abowve link is wnbroken and complete. Copy and Paste the entire link inte

Contact your ePKI Administrator for additiomal information.

lakgel@ren, con
HWeb:http://wwi.globalsign.com

From STAFF IN CHARGE

3. Click on the link inside the email to “pick up” GlobalSign - Over 16 years of secuning Tdentities, Web Sites and Transactions
your certificate. Please note, install must be pagizese_takeer
done in Internet Explorer if you have another
browser set as your default then you will want to copy and paste this URL into Internet
Explorer.

4. Enter your pickup password and click “next”

Yahoo! Search

File Edit View Favorites Tools Help

W o [%Flg GlobalSign Certificate Cen... | & GlobalSign Certficate .. ]_1 B v B v & v [ Page v i
o GIObaIs|gn' Technical Support Center @ GlobalSign Home

TEL | US 1-877-55LGLOBAL | EMEA +32 16 891900 | UK +44 1622 766766

Install Certificate

You will now go through the Certificate generation and installation process.
Note that if you continue on this computer, your Certificate will be installed on this computer.

Password is
case sensitive <

Step One: Enter your Pickup Password

ckup Password will have been set by the applicant during the application

Enter the Pickup Password to continue

Forgotten the Pickup Password? Contact Support immediately for assistance.

DocumentSign GCC Certificate Enrolment Guide



o GlobalSign.

5. Any Active X control
windows that open click

W@ || 8 Globaltign Certificate Cen... | @8 GlobalSign Centificate ..

“« ” “« ” . o GIobaISign.
Yes” or “Allow” to continue

the install process. The

Cryptogra P hic Service Step Two: Select the Gryptographic Service Provider [GSP)
Provider will be listed as Webou e o ) IR ——
If yau are mstalling yo ¥ A Ak ol on B 5 3F Juppon Guide

rtrmes wih cther panta of the page. D you wart i
sl i rtevaction?

“SafeNet RSA CSP” or \ ——
“eToken Base Cryptographic 5"'“,‘5:",: | Gorem

US8S 10 Install your ST O TON T Cer T ar
Up and follow the mnstucions.

Service Provider” Click
“Next”

Cryptographic Service Provider - SafeNet RSA CSP

Plense cBck Next ond wait Do not click Next 83ain 3nd oo not cioge the browser, e process may take a few seconds.

6. Next, Accept the GlobalSign Subscriber Agreement

U FOR U NG 0oL e NSUUCIons.

Cryptographic Sgrvice Provider eToken Base Cryptographic PromderE

ePKI Service Agreeme\t

GlobalSign Subscr@iber Agreement for PersonalSign Certificates =

=1
Version 1.4
PLEASE READ THIS AGREEMENT CAREFULLY BEFCRE USING THE DIGITAL CERTIFICATE ISSUED

This GlobalSign PersynalSign Subscriber Agreement ("Agreement™) is effective as .
GlobalSign CPS is incdorporated by reference hereto and is available at www.globa

1. Definitions

4 1]
GREE TO THE SUBSCRIBER AGREEMENT

Please click Next and wait. Do not click Next again and do not close the browser, the process may take a few minutes

® GlebslSign All rights reserved.

7. Accept the Web Access Confirmation

P

Web Access Confirmation .
: o This Web site is attempting to perform a digital certificate operation on

LIA yeur behalf:
3 https://system.globalsign.com/cr/public/certificate/install.do
! You should only allow known Web sites to perform digital certificate
i operations on your behalf,
Do you want to allow this operation?
Yes N
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8. Log into the USB Token using your Passphrase set during the token initialization process.
Please note after you click next it may take several moments, do not close the browser.

Token Login Ed

Enter Pazephraze ||

| ] | Caricel I

9. Next, click “Install my Certificate”

"> GlobalSign Certificate Center. - Internet Explorer provided by Dell

Yahoo! Search

File P08 View Favorites Tools Help

W [@ GlobalSign Certificate Center. ] } fir ~ B v @ v [} Page v &
o GIObaISEgrh Technical Support Center @@ GlobalSign Home
TEL | US 1-677-SSLGLOBAL | ENMEEA +32 16 891200 | UK +44 1622 766766

Install Certificate

Install your Digital Certificate and the GlobalSign CA for Adobe CDS

Please note that this process can take several minutes
Your Certificate has been generated, click the Install My Certificate button to install the Certificate
You will be prompted by the USB Token software to install the Certificate. /

Click the Install My Certificate button to install your Certificate:

Install My Certificate o

What to do next.
Mow you have your Certificate please review the Product Guide support pages for instructions on how to use your Certificate

> Go to DecumentSign Product Guide pages
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DIOUGIIYN LETLINLGLE SETILET. — WLETIEL CADIOTET rOVILEU Uy Lei
-

.~

File FEdit View Favorites Tools Help

(Sl Yahoo! Search

e o [ggl'lg GlobalSign Certificate Cen... l (& GlobalSign Certificate .. % l l

' GlobalSign.

P N —

Technical Support Center (@ GlobalSign Home
TEL |US 1-877-SSLGLOBAL | EMEA +32 16 891900 | UK +44 1622 766766

Install Certificate

Install your Digital Certificate and the GlobalSign CA for Adobe CDS

Your Certificate has been generated, click the Install My Certificate button to install the Certificate.
You will be prompted

Internet Explorer ‘Al

An ActiveX control on this page might be unsafe to
interact with other parts of the page. Do you want to
allow this interaction?

Certificate:

What to do next.

Mow you have your Certificate please review the Prpduct Guide support pages for instructions on how to use your Cerlificate
= Go to DocumentSign Product Guide pages

10. If an Active X window pops up click “Yes” or “Allow”

11. Click “Yes” at the Web Access Confirmation Prompt

= GlobalSign Certificate Center. - Internet Explorer provided by Dell -
a2 =

w3 (CAll Yahoo! Search

File Edit View Favorites Tools Help

wod [BB]']@ GlobalSign Certificate Cen... l & GlobalSign Certificate ... I }

By v B) v @ v [ Page v
o GlobalSign.

Technical Support Center (@ GlobalSign Home
TEL | US 1-877-SSLGLOBAL | EMEA +32 16 891900 | UK +44 1622 76676

Install Certificate

Install y S Y .Y D W V. S SR N

: Web Access Confirmation ‘m g
Your Certi — -

You will be

©  This Web site is adding one or more certificates to this computer,
y lé\ Allowing an untrusted Web site to update your certificates is a security
risk. The Web site could install certificates you do not trust, which could

allow programs that you do not trust to run on this computer and gain
access to your data.

Do you want this program to add the certificates now? Click Yes if you
trust this Web site. Otherwise, click No.

What to do next.

Mow you have your Certificate please review the Product Guide support pages for instructions on how to use your Cerificate.
= Go to DocumentSign Product Guide pages
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12. Click “Yes” to Import Certificate Chain

Import Certificate Chain

Do you want ta impaort Certifizate Chain 7

ez [ |

[~ Remember my selection

13. Once the process has been completed, you will receive a confirmation “Installation Success”,
click “OK”

/= GlobalSign Certificate Center. - Internet Explorer provided by Dell

Yahoo! Search

W [@ GlobalSign Certificate Center. l_l oo~ v = v )b Page v {J Tools v >

o GlobalSign. Technical Support Center @ GlobalSign Home

TEL | US 1-877-3SLGLOBAL | EMEA +32 16 891900 | UK +44 1622 766766

Install Certificate

Install Certificate

‘Windows Intemet Explo... ﬁ

© GlobalSign All rights reserved

< (1] | +

/" Trusted sites | Protected Mode: Off *,100%

8 Gobal.. T TED S <& SEWC = W
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* After successful installation of the DocumentSign digital ID, re-establish your Internet Explorer
security settings back to the original default settings by clicking on the "Default level". This can only
be done AFTERyou have installed your certificate. You can do this by in the Internet Explorer
browser going to Tools > Internet Options then click the “Security” tab at the top. Then click the
“Trusted Sites” Icon.

General Security |Privaq¢| Contentl Connections I Programsl Advan

Select a zone to view or change security-settings.

@ &4/ v O
Internet  Local intranet\ Trusted sites / Restricted
sites

Trusted sites site
ites |
This zone contains websites that you

trust not to damage your computer or
your files,
You have websites in thiz zone.

Then in Security Settings, click the

— Security level for this zone
Alowed levels for His nes Al “Reset all zones to default level”

- [ - Medium button
- - Prompts before downloading potentially unsafe

N - content
_ I _ - Unsigned ActiveX controls will not be downloaded

¥ Enable Protected Mode (requires restarting Internet Explorer) /

Custom level... Default level | M
( Reset all zones to default level \J>

oK | Cancel | Apply |

Once reset you can click “OK” and close both the Security Settings and Internet Options windows.

17. Verify the certificate has been properly installed onto the USB Token by logging into the SafeNet
Client Authentication tools found in your Program files (Start >Programs > SafeNet Client
Authentication Tools)

PROCEDURE COMPLETE.

You are now ready to start signing Adobe PDF documents. Consult your Acrobat help for further
details.
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