GlobalSign Solutions

PersonalSign Digital Certificates

Installation Guide

0 GIobaIS|gm

GMO Internet Group



TABLE OF CONTENTS

[[aiaeTe [Vl 4 o] o U TP PP P PRSP PRP PR 3
Installing Your Certificate USiNg INTEINET EXPIOIEr .....cccuviiiieiie et et eetee et e et e e e eee e s sve e e e s ta e e e esaeeesnnseeessreaennnes 3
BEfOre YOU INSTAIL. ..ottt b e bbb s bt e s b e e b e et e saeesbe e s bt et s st saeenbeebeenes 3

B CUIITY SN S, et ———————aaaaaaaaaaeas 3

F YT o1 o1 | =X o = SN 4

ol LT TN =31 o T 11 PSS 5
INSTAIlING YOUE COITITICATE .oiceviie ittt e ettt e e ettt e e ettt e e e stbe e e eeataeeeeabaeeeesbaeaeessaaeeanteeeeansaeeeans sensaeas 5
Installing Your Certificate USing MOzZilla FIr€fOX.......cc.eeiiiiiiiiiiieiieee ettt ettt st s e 9
BEFOIE YOU INSTAIl ...ttt et s b e s b e b e et e s e e sbeesbe e bt emeesmee aesneenbeensesneene 9
APPIOVAI EMAIL ...eeiiieeeieece ettt e e et e e e ettt e e e taee e e eabeeeeeabaeeeesaeaeebaeaeetbaeeens senraeeeanreaaann 9

PICK UP EMAIl ..ttt ettt st e et e st esab e e sab e e bt e e bt e e bt e s be e e bt e sat saneesnbeenneeenne 10
LI T Yo oYU =T o a1y T oF: | o USSPt 10
GRELING HEIP ettt et e e ettt e e et e e e eete e e e e tbeeeeetseee e aseee e sbeseassaeeesbeaeaasbaee aeeeansaeesasteseannsaeeeansaeas 14



INTRODUCTION

This guide outlines the steps for installing your GlobalSign PersonalSign Certificate. Before following the steps given
below, you must first purchase a PersonalSign Certificate. You can view the full range of GlobalSign PersonalSign
Certificates at http://www.globalsign.com/authentication-secure-email/digital-id/index.html

INSTALLING YOUR CERTIFICATE USING INTERNET EXPLORER

(If you are using Firefox, please visit page 9)

BEFORE YOU INSTALL

There are a few steps that need to take place before you will be ready to install your Certificate. Please review the
sections below to facilitate your installation process.

SECURITY SETTINGS

Due to the added security Microsoft has added to newer version of Internet Explorer, you will need to make sure the
following steps are completed before installing your Certificate. Missing even one step can cause an error at the
final stage of installing the Certificate, which will result in the entire process needing to be restarted.

1. Open Internet Explorer, click the Tools dropdown (located in the upper right corner of your window), and
select Internet Options from the very bottom of the list.

2. Click the Security tab at the top of the Internet Options window and then click the Custom level... button in
the middle of the window.

-
Internet Options — — M

| General | Security |Priwar:3|I | Content | Connections I Programs I Aduancedl

Select a zone to view or change security settings.

@ & v 0O

Local intranet Trusted sites  Restricted
sites

Internet

This zane is for Internet websites,
except those listed in trusted and
restricted zones,

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

Enable Protected Mode {requires restarting Internet Explorer)
[ Custom level... [£[ Default level ]

[ Reset all zones to default level ]

3. This will bring up the Security Settings — Internet Zone window. Scroll to the ActiveX controls and plug-ins
section.



Security Settings - Internet Zone @
—

Settings

|| ActiveX controls and plug-ins -

@) Prompt
|# Automatic prompting for ActiveX controls

|#| Binary and script behaviors
dministrator approved
isable
nable

4| Mienlzu viden and srimstion an 2 wehnans et dnee nek e

< 1 +

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto:  [Megium-high (default) v [ Reser.. |

4. Please ensure that your settings match those listed below.
a. Allow previously unused ActiveX controls to run without prompt: Enable
Allow Scriptlets: Enable
Automatic prompting for ActiveX controls: Disable
Binary and Script behaviors: Enable
Display video and animation on a webpage that does not use external media player: Disable
Download Signed ActiveX controls: Prompt
Download unsigned ActiveX controls: Prompt

S @ o a0 T

Initialize and script ActiveX controls not marked as safe for scripting: Prompt

Only allow approved domains to use ActiveX without prompt: Enable
j. Run ActiveX controls and plug-ins: Enable
k. Script ActiveX controls marked safe for scripting: Enable

5. Click OKin the Security Settings — Internet Zone window and then Apply in the Internet Options window.

6. Close and re-open your Internet Explorer window.

APPROVAL EMAIL

Since all PersonalSign Certificates are tied to an email address, you will first need to approve the use of the email
address for the Certificate. After placing your order, you will receive an email at the address listed in the Certificate
asking for approval. Click the link provided in the email and follow the instructions to approve the email address.
Please ensure that you complete the email approval step, as vetting and Certificate issuance cannot begin until after
we receive approval of the email.

From: suppor t @globalsign. com Sent: Wed 1/4/2012 10:28
To johin smh@mad con
Cc
Subject: Order ID PC201201041575 GlobalSign PersonalSign 1 <Test> - Approve Application
Cear Customer,

An application for a PersonalSign 1 <Test> Certificate has been placed with GlobalSign for john.smith@mail.com (-) énd Order ID PC201201041575.

In order for GlobalSign tc issue the Certificate, the email address must be validated. Please follow the below link to choose to APPROVE or NOT APPROVE the
application.

Only if you approve the application will the Certificate be issued.

https://regist.globalsign.com/ra/arrivaiMailapproval/arrivalMailapproval/ArrivalMailapproval.de?
r=91500f2d8e=224516562991 &c=ac301109aaf7




PICK UP EMAIL

To being installation, you will need to open your “pick up” email notification. If you have no yet received a pick up
email notification, this means your order is still in the vetting process. All orders placed go through a vetting process
to confirm the identity details of the Certificate holder. Once the vetting is completed you will receive an email
notifying you that your Digital Certificate is ready for “pick up”.

Certificate Type Average Issuance Time
PersonalSign 1 Same business day, issued as soon as the
automated approval email has been
approved.
PersonalSign 2 Issued within two to three business days

(dependent on the user providing the signed
order request and a copy of a government
issued ID card).

PersonalSign 2 Pro/Department Issued within two to three business days
unless supporting documentation is needed
during the vetting process.

INSTALLING YOUR CERTIFICATE

1. Click the installation link provided in your “pick up” email.
2. Enter your Pickup Password. You created this password during the application process. Click Next once
complete.

_ Install Certificate

You will now go through the Certificate generation and installation process.
Note that if you continue on this computer, your Certificate will be installed on this computer.

Step One: Enter your Pickup Password

Your Pickup Password will have been set by the applicant during the application
Enter the Pickup Password to continue.

Forgotten the Pickup Password? Contact Support immediately for assistance

3. Next, enter the Certificate Password (this is different than the pickup password you created in the step
above), which was also created during the application process, review the Subscriber Agreement, and check
the ‘l agree’ box. Click Next once complete.

Install Certificate

Certificate Password s sasssssssanes

Corficate Password [fe216r] fecuims | sssssssssssss

)y i3 effective sz of the

¥} 1 AGREE TO THE SUBSCRIBER AGREEMENT

Please chick Next and wail. Do not click Hed again and

ot cloe the browses, the process may take @ few seconds



4. You will then be prompted to download your Certificate. Click Download My Certificate.

Install Certificate

Install your Digital Certificate and the Intermediate CA Certificates

Your Certificate has been generated, click the Download My Certificate button to download the Certificate onto your computer.

We have detected that you are using Internet Explorer.
Please click the Download My Cerlificate button to download your Certificate and all
appropriate Intermediate CA Cerlificates that enable the Cerlificate to be trusted

Download My Certificate O

A File Download window will appear. Click Save. When the Save As window appears, navigate to the location on
your computer where you would like to save the Certificate file and click Save.

.
File Download [

Do you want to open or save this file?

= Name: PC201201041589.pfx
_|,/.=°) Type: Personal Information Exchange, 3.86KE
From: system.globalsign.com

QOpen ][ Save [ﬁ[ Cancel ]

[ 5 While files from the Intemet can be useful, some files can potentially
harm your computer. f you do not trust the source, do not open or
save this file. What's the risk?

5. The download process will begin. Once it is complete, click Open.

/&

= Download Complete

PC201201041589.pfx from system.globalsign.com

Downloaded: 3.86KBin 1sec
Download to: C:\Usershjulieo GLOB.. \PC201201041583 phe
Transfer rate: 3.86KB/Sec

[ Close this dizlog box when download completes

Open RJ lOpen Fclderl [ Close ]

t|  SmartScreen Fiter checked this download and did not report any
threats. Report an unsafe download

6. An Internet Explorer Security window will appear. Click Allow.

F _—E—i
Internet Explorer Security

A website wants to open web content using this
program on your computer

This program will open outside of Protectsd mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

MName: Crypto Shell Extensions
| Publisher:  Microsoft Windows
l [] Do not show me the warning for this program again

\iw Details Don't allow

= o ———————— 3




7. You will now be guided through the Certificate Import Wizard. At this point your Certificate has been
downloaded to your computer, but before you can use it, you need to import it into a Certificate Store.
Click Next to begin the import process.

.
Certificate Import Wizard =

Welcome to the Certificate Import
Wizard

This wizard helps you copy certficates, certificate rust
lists, and certificate revacation lists from your disk to a
certificate stare.

A certificate, which is issued by a certification authority, is fl
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

8. The next screen prompts you to select the file you want to import. The correct file should automatically be
pulled in, but you can browse for another file if you need to. Click Next when you have the appropriate file
selected.

!F Certificate Import Wizard =

Fite ta Import
Specify the fie you want to port. |

PCA0101041589.pfx Browse... .

Mote: More than one certificate can be stored in & single file in the folowing formats:
Personal Information Exchange- PXCS #12 (PFX, P12} |
Crypiographic Message Syntax Standard- PKCS 27 Certficates (P78)
Mcrosoft Serisized Certificate Store {.SST)

Learn more about certificate fle formats l:

<Back | et 1y [ Coocd

9. Next you will be asked to enter the password for the private key. This is the same as the Certificate
Password used in Step 3. You also have a few Certificate options.

Password

To maintain security, the private key was protectsd with a passward.

Type the passiord for the private key.

Password:
I

[] Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[¥] Include all extended properties.

Learn mare about protecting private kevs

<Back || mext> ) [ cancel |




a. Enable strong private key protection: If you select this option you will be notified each time an
application uses your Certificate. If you have multiple Certificates installed on your computer, you
will see a list of all available Certificates, with the option to select which one you would like to use.

Windows Security =5

Select a Certificate

k
5

i | julieclenski@globalsignco_

alSagn B

- T b 1C
B J Valid Frome 1472012 to 232012

Julie Olenski

b N e GiobatSign Personsign Cls..
2 Valid Freeme 12072011 to 1/2172012
ra ; > - [

Lok || conce

b. Mark this key as exportable: This allows you to back up or transport your keys at a later time. We
recommend selecting this option so you do not lose your Certificate in the event of computer

problems.
c. Include all extended properties: This ensures that all details of the Certificate are included during the

import. We recommend selecting this option so you do not lose any Certificate functionality.
Once you have entered the password and selected the desired Certificate options, click Next.
10. Next you will be prompted to select the certificate store where you would like to keep your Certificate. We

recommend using the default ‘Automatically select the certificate store based on the type of certificate’, but
you can browse for another store if necessary. Click Next when finished.

Certificate Import Wizard [

-

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(@) Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

Learn more about certificate stores

<Back | Mext> [\ [ cancel




11. To complete the Certificate Import process, click Finish on the final screen.

- ~
Certificate Import Wizard =

—

Completing the Certificate Import
I Wizard fl

|
g %.: The certificate will be imported after you dick Finish.

f,-::y You have spedified the following settings:

Automatically determined by t
Content PFX

File Name C:\Users'julieo. GLOBALSIGNY]

< Back ][ F‘"‘Shhl\J[ Cancel

12. You will receive a notification that the import was successful.  Your Certificate has now been properly
installed on your computer and is ready to use with all Digital Certificate compliant programs.

“
Certificate Import Wizard ﬁ

:] The import was successful,

For help using your PersonalSign Certificate to digitally sign Microsoft Office document and emails, please see our
Guide to Signing Microsoft Office documents:
http://www.globalsign.com/resources/userguides/guide-to-signing-microsoft-documents.pdf

INSTALLING YOUR CERTIFICATE USING MOZILLA FIREFOX

(If you are using IE, please visit page 3)

BEFORE YOU INSTALL

There are a few steps that need to take place before you will be ready to install your Certificate. Please review the
sections below to facilitate your installation process.

APPROVAL EMAIL

Since all PersonalSign Certificates are tied to an email address, you will first need to approve the use of the email
address for the Certificate. After placing your order, you will receive an email at the address listed in the Certificate
asking for approval. Click the link provided in the email and follow the instructions to approve the email address.
Please ensure that you complete the email approval step, as vetting and Certificate issuance cannot begin until after
we receive approval of the email.



From: suppor t @globalsign. com Sent Wed 1/4/2012 10:23
To fohin smghi@mad com
(<
Subject: Order ID PC201201041575 GlobalSign PersonalSign 1 <Test> - Approve Application
Cear Customer,

An application for a PersonalSign 1 <Test> Certificate has been placed with GlobalSign for john.smith@mail.com (-) énd Order ID PC201201041575.

In order for GlobalSign tc issue the Certificate, the email address must be validated. Please follow the below link to chonse to APPROVE or NOT APPROVE the
application.

Only if you approve the application will the Certificate be issued.

https://regist.globalsign.com/ra/arrivaiMailapproval/arrivalMailapproval/ArrivalMailapproval.de?
r=91500f2d8&e=224516562991 &c=ac301109aaf7

PICK UP EMAIL
To being installation, you will need to open your “pick up” email notification. If you have no yet received a pick up

email notification, this means your order is still in the vetting process. All orders placed go through a vetting process

to confirm the identity details of the Certificate holder. Once the vetting is completed you will receive an email

notifying you that your Digital Certificate is ready for “pick up”.

Certificate Type Average Issuance Time
PersonalSign 1 Same business day, issued as soon as the
automated approval email has been
approved.
PersonalSign 2 Issued within two to three business days

(dependent on the user providing the signed
order request and a copy of a government
issued ID card).

PersonalSign 2 Pro/Department Issued within two to three business days
unless supporting documentation is needed
during the vetting process.

INSTALLING YOUR CERTIFICATE

1.
2.

Click the installation link provided in your “pick up” email.
Enter your Pickup Password. You created this password during the application process. Click Next once
complete.

_ Install Certificate -

You will now go through the Certificate generation and installation process.
Hote that if you continue on this computer, your Certificate will be installed on this computer.

Step One: Enter your Pickup Password

Your Pickup Password will have been set by the applicant during the application.
Enter the Pickup Password to continue.

Forgotten the Pickup Password? Contact Support immediately for assistance.

Next, enter the Certificate Password (this is different than the pickup password you created in the step
above), which was also created during the application process, review the Subscriber Agreement, and check
the ‘l agree’ box. Click Next once complete.

10



Install Certificate

Certificate Password Asauired LLAALLL LIl

Certifl (re-2nier) Auguied

3 1 UED TO ¥OU
O YOUE OB TION. BY USING T ITAL CERT . 10U ARE AGREELN E BOUND BY
THE TEEMS OF THIS AGREEMENT. IF YOU DO NOT AGREE HE TERME OF THIS AGREEMENT, PROMFILY
RETURN THE UNUSED *ITAL CERTIFICATE CR CANCEL THE CRIER WITHIN 7 DAYS OF ISSURNCE TO

GLCBALSIGH FOR A BEFUNT. IF ¥OU HAVE PROBLEMS UNDERSTANDING THIS AGREEMENT, E-MAIL
03 AT legalBylobasign.com

This Glebal3ign PeracnalSign Subscriber Rgrecment {“Rgreement™) ia effective as of the -

[#) AGREE TO THE SUBSCRIBER AGREEMENT

Please click Next and wait Do not dick Ned again and do not dose the browser, the process may ke a few seconds

4. You will then be prompted to download your Certificate. Click Download My Certificate.

Install Certificate

Install your Digital Certificate and the Intermediate CA Certificates

Your Certificate has been , clickthe My Certificate button to download the Certificate onto your computer.

We have detected that you are not using Internet Explorer.
Please follow the below instructions to download your Certificate.
Click the Download My Certificate button to download your Certificate.

Download My Certificate

The Downloads window will appear. Double-click the Certificate file (extension .pfx).

- e &
[ S —

PC201201041575.pfx
BT 39 KB — globalsign.com

Llear List Search. e

5.  You will now be guided through the Certificate Import Wizard. At this point your Certificate has been
downloaded to your computer, but before you can use it, you need to import it into a Certificate Store.
Click Next to begin the import process.

[

Certificate Import Wizard
Welcome to the Certificate Import
Wizard
e This wizard helps you copy certificates, certificate trust |
{ lists, and cartificate revocation lists from your disk to a
Ey certificate store.
5 e e =N rEuch s resaeil oy e e T eescn ea i ousty s f

a confirmation of your identity and contains information
used to protect data o to estabish secure network

connections. A cerfificate store is the system area where f
certificates are kept.

To continue, dick Next.

11



6. The next screen prompts you to select the file you want to import. The correct file should automatically be
pulled in, but you can browse for another file if you need to.  Click Next when you have the appropriate file

selected.

{Ceﬂi!’m Import Wizard

| File to Import

| Spedfy the fie you want to import.

File name:
PC201201041589.pf Browse... |

Note: More than one certificate can be stored in a single file in the followang formats:
Personal Information Excharge- PKCS #12 (FFX,.P12)
Cryplographic Message Syniax Standard- PKCS =7 Certificates (.P78)
Microsoft Serisiized Certficaie Store (.55T)

7. Next you will be asked to enter the password for the private key. This is the same as the Certificate
Password used in Step 3. You also have a few Certificate options.

s oo v ==

|| Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[#]Indude all extended properties.

Learn more about protecting private keys

[ < Back ][ Next>§[ Cancel ]

a. Enable strong private key protection: If you select this option you will be notified each time an
application uses your Certificate. If you have multiple Certificates installed on your computer, you
will see a list of all available Certificates, with the option to select which one you would like to use.

Windiows Eecurity [~}

Select a Certificate

| julieclenski@globalsign.co..
wser: GlibalSagn Persorsfiign 1 ...
F-i Valid Froem: Li/2012 to 23/2002

juliealenski@globalsign.co...
8 Insues: GlobatSagn Personatiign 1 C...

Valid Froem: 17472012 to 2/3/2012

= Julie Olenski
P Issuer: GlobatSign Personatiign Clas...
E WValid Froeme 1/20/2011 ta 1/21/2012 h
P S e
[ o ]
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9.

Mark this key as exportable: This allows you to back up or transport your keys at a later time.

recommend selecting this option so you do not lose your Certificate in the event of computer
problems.

We

c. Include all extended properties:

This ensures that all details of the Certificate are included during
the import.

We recommend selecting this option so you do not lose any Certificate functionality.

Once you have entered the password and selected the desired Certificate options, click Next.

Next you will be prompted to select the certificate store where you would like to keep your Certificate. We

recommend using the default ‘Automatically select the certificate store based on the type of certificate’, but
you can browse for another store if necessary. Click Next when finished.

Certificate Import Wizard [

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select 3 certificate store, or you can specify a location for
the certificate.

® Automatically select the certificate store based on the type of certificate

(7 Place all certificates in the following store

o
a
h

Learn more about certificate stores

< Back ][ Next > hl[ Cancel ]

To complete the Certificate Import process, click Finish on the final screen.

Certificate Import Wizard (]

Completing the Certificate Import
I Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

TR EERRE ] Automatically determined by t|
Caontent PFX
File Name:

C:\Jsersjulieo. GLOBALSIGNY]

[ < Back I[ Finish !}][ Cancel

13



10. You will receive a notification that the import was successful.  Your Certificate has now been properly
installed on your computer and is ready to use with all Digital Certificate compliant programs.

“
Certificate Import Wizard @

:] The import was successful,

For help using your PersonalSign Certificate to digitally sign Microsoft Office document and emails, please see our

Guide to Signing Microsoft Office documents:

http://www.globalsign.com/resources/userguides/guide-to-signing-microsoft-documents.pdf

GETTING HELP

GlobalSign provides technical support through our Client Service departments around the world.  You can find more

technical support for our PersonalSign product at: www.globalsign.com/support/personalsign.php

GlobalSign US & Canada GlobalSign EU
Tel: 1-877-775-4562 Tel: +32 16 891900
www.globalsign.com www.globalsign.eu

sales-us@globalsign.com sales@globalsign.com

GlobalSign UK
Tel: +44 1622 766766
www.globalsign.co.uk

sales@globalsign.com

GlobalSign FR GlobalSign DE GlobalSign NL

Tel: 433182880124 Tel: +49 30 8878 9310 Tel: +31 20 8908021
www.globalsign.fr www.globalsign.de www.globalsign.nl
ventes@globalsign.com verkauf@globalsign.com verkoop@globalsign.com

14



		2012-01-26T14:23:20-0500
	Marketing




