Lotus Domino - Installing a certificate

From the main menu, select “Install Trusted Root Certificate into Key Ring”
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Press CTRL-V to paste the clipboard contents into the field. including the Begin and End lines

& Merge Trusted Root Certificate Into Keyring - IBM Lotus Notes

File Edit Wiew Create Actions Text Tools Help

PEl- ML) | -biZABEEE CUEOULF D]
Q6 &l

% Ham... IﬁSer... XIB W xl L Ho... XI P e xl.&bout... X] -;EUsi... Xl ';EME... X] ';;;EME!... Xl ';EME... X] q‘E Cer... XI ';EEIB... )(l ';EEre... Xl Server... Xl '};L@Me... Xl_g
Py

Certificate from

Clipboard:
LS BEGIN CERTIFICATE----- Faste clipboard contents
MITDATCCAL ZgAwIBAGTLAARRLLL NI Z1ATMD Q¥ TKoZThvecHANEEE QAWY=ELMAL & into this field.

) (<8 (2

ALUTEBRMCOE T GTAXEgNVEACTEEdsba Thb Fip 2 2dgbn¥ tc 2EXEDAOE gNVELSTE L Tw Note: The pasted

I] bI0gO0EXGEAZEgNVEANTEE dsb 2 ThbFNpZ24qTaSwdCED 0 TAeFwl SO0 ASMDE M ] A Y
= MDEBaFwOxNDAN oM AvMDEaMFeox CzAJBgNVEAYTAR TFMEEwFw YDV QFEXEHR GO 1 "Begin Certificate” and "End
I?:] B T Taldulzs 2 LR ATDgTD V00 LEwdSh 29 0 IENEMRE swG] YD VOODEX THh GI1 T T T -
L4 aldul FIvh3 0 gQ0EwggE iMAOGCS qGS Th3DIEEAQTAAATED AW gERLD TEAQDaDUAZ :
Job] A04EL i ANl atp IH/EgqsLnVEQ 395G Rdndnzxzdax t IEHONI Y barymd & avp
Xy 05vEscTHAHOTOFMMOV I U/ 43dSMUETC 7 1Dux C7 3 /0155 p FRAGSVNTC kN 8k Hp
— AWy sokeVikdbw¥3iGlbEk3Fp 15 4h TnMn /k 8y if TSP I T4l thed GETRGHES cdG
i!] snlllhugZi £V ehNV4AFpWi 6 cgK00wy JTENP c 1ATE A6 6 TweNLULE Yy Sd hux 2x Sk as T

TzE0zns3dl 1wRSEiTMTeat rEERCHgZEIF Gk JWECrXg=T / LCrEbE 1D S geFSONE
SiFo?+rylpd Ak SDPAGMEALGI QI BAMAAGAITdDWEE /wlEAw AR AdE gNVHOAEFg QT
THEnGEUN1SqIUCSSEMO0gP A5/ UswD FDVROTANH /BATwAWEE / 2 4WE gk qhk 1 G9wlE
AQQFAAOCANEAY qof /LES v 9 E05k o GT A0y Phu rwZEIw ik SThp tyld TogUn¥ £0g7
ShCAPThbIwVR AwkxFh/dixeeDy5s10Tthsulil+EAk 2hai oteduubyul g0S0HE 10
gkwkr33pbTINg/050de3¥431v6aiAU62cDbEY EnGZZHpzmmi IsEd/ SGYEdTZiHR
rHSJokvuw2 dZL70ED s svancgnwlwdh /1acx 0k 5] Qe C LEBRNI =T 1 DNPYPhyk 7
ncJiTh3w/ chrPad+D 6 qplRFEPXS ITF1 /mt¥nHGzHEdS 6] TN /EBgHc LS TLLEL 2o
ZgeC3Z]LisJETyEge/L3ayx2EVRGini jdu==

5
=

herge Trusted Root Cerificate into Kew Ring I

(] <) [0 41 [ 2 <) [Orine SIE=R|

When you click “Merge Trusted Root Certificate into Key Ring”, you will be presented with a summary of the certificate
you are importing.



Merge Trusted Root Certificate Confirmation

This certificate will be merged into your key ring as a Trusted Root. Check the
information below. then click OK to install the certificate. or Cancel to stop the

operation. Cancel |

Key ring file name:

C:xkeyring.kvr

Certificate Information:

Certificate Subject: Certificate Issuer:
SubjectCountry: BE IssuerCountry: BE
SubjectOrg: GlobalSign nv-sa IssuerOrg: GlobalSign nv-sa
SubjectOrgUnit. Root CA IssuerOrgUnit: Root CA

SubjectCommonName: GlobalSign Root CA IssuerCommonName: GlobalSign Root CA

StartDate: 09-01-1998 12:00 GMT

EndDate: 01-28-2014 12:00 GMT

Now, you will get confirmation of a successful import.

Certificate received into key ring and designated as trusted root

The trusted root certificate haz been merged into your key ring.
MNext Step:

You can now ingtall cerificates signed by thiz CA into vour key
ting. To abtain vour cerificate, go to the URBL provided by waur
Ca, or choose "Pick Up Cenificate” from the Cerificate Autharity
zite and provide the Pickup |D of the signed cerificate.

You must repeat this process for every certificate in the chain. Please do not be confused by the term “root” as all
root and intermediate certificates go in here. These must done in a very specific order, as per below:

GlobalSign Root CA
GlobalSign Cross Certificate
GlobalSign Intermediate Certificate

Once all of those certificates have been installed, you can then proceed to install the end entity certificate.

Click “Install Certificate into Key Ring”
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When you hit “Merge Certificate into Key Ring”, you will get confirmation of a successful import.

Certificate received into key ring

The certificate has been merged into your key ring.
MNext Step:
You are now ready to enable S50 an vour server. See "Lotusz

Domino &dminigtrator Help" for more information about zetting
up vour Serer to use S5L.

You are now taken back to the main menu.
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teps below to create an SSL key ring and
jith certificates.

Server Certificate
Administration 1. Create Key Ring

2. Create Certificate Request

3. Install Trusted Root Certificate into Key Ring

View & Edit
Key Rings 4. Install Certificate Into Key Ring

View
Certificate Request
Log

You can also quickl
= with a self-certified ¢

a key ring
ificate for testing purposes.

e Create Key Ring, with Self-Certified Certificate
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