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Introduction

Biotechnology, pharmaceutical, drug and medical manufactures regulated by the FDA need to be aware of the federal
regulations surrounding the protection and privacy of consumer data, management of electronic documents and the
acceptance requirements for electronic documents and signatures.

The FDA has imposed various regulations in response to soaring costs associated with managing the distribution, storage,
and retrieval of records. Additionally, security concerns around hand written signatures emerged as it became increasingly
evident that these signatures, including the content they were assigned to, could be easily falsified.

Title CFR 21 Part 11 regulates electronic records and electronic signatures or ERES. Part 11 in particular outlines the criteria
for which ERES are considered trusted, reliable, and equivalent to paper records. The following guide walks through the
regulations and provides explanations on how implementing electronic signatures using GlobalSign’s PDF Signing
Certificates can help organizations meet some of the requirements associated with CFR 21 Part 11.

GlobalSign’s PDF Signing Certificates

GlobalSign’s PDF Signing Certificates; Adobe Approved Trust List (AATL) and Adobe’s Certified Document Services
(predecessor to the AATL) produce explicitly trusted signatures in Adobe Reader and Acrobat Standard and Professional
software. The type of certificate license you will require will depend on the number of users and volume of PDF documents
which will require signatures:

e Individual: ideal for an individual with the need to sign PDFs (<2,000 signatures per year). If this is the solution
you are looking for please proceed to Appendix B: Purchasing Individual PDF Signing Certificates.

e  Enterprise PKI (EPKI): ideal for organizations with multiple individuals with the need to sign PDFs and have the
added benefit of managing all certificates in a central location. This centralizes lifecycle management including
issuing, renewing, revoking, and reissuing. If this is the solution you are looking for please proceed to the next
step, Appendix C: Purchasing Multiple PDF Signing Certificates.

Title CFR 21 Part 11 Audit Support

The following sections go through the regulations outlined in Title CFR 21 Part 11 which are related to and/or directly
addressed by the usage of GlobalSign’s PDF Signing Solutions. It is important to note, complete Title CFR 21 Part 11
compliance will require other resources and organization activity beyond the use of GlobalSign’s certificates.

The following text is taken directly from the Title CFR 21 Part 11 guidelines. The complete regulations can be found on the
U.S. Food and Drug Administration (FDA) website.

CFR 21 Part 11 Requirements mapping to GlobalSign PDF Signing service.

Subpart A — General Provisions

Section 11.1 Scope

(a) The regulations in this part set forth the criteria under which the agency considers electronic records, electronic
signatures, and handwritten signatures executed to electronic records to be trustworthy, reliable, and generally equivalent
to paper records and handwritten signatures executed on paper.

(b) This part applies to records in electronic form that are created, modified, maintained, archived, retrieved, or
transmitted, under any records requirements set forth in agency regulations. This part also applies to electronic records
submitted to the agency under requirements of the Federal Food, Drug, and Cosmetic Act and the Public Health Service


http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?CFRPart=11

Act, even if such records are not specifically identified in agency regulations. However, this part does not apply to paper
records that are, or have been, transmitted by electronic means.

(c) Where electronic signatures and their associated electronic records meet the requirements of this part, the agency will
consider the electronic signatures to be equivalent to full handwritten signatures, initials, and other general signings as
required by agency regulations, unless specifically accepted by regulation(s) effective on or after August 20, 1997.

(d) Electronic records that meet the requirements of this part may be used in lieu of paper records, in accordance with
11.2, unless paper records are specifically required.

(e) Computer systems (including hardware and software), controls, and attendant documentation maintained under this
part shall be readily available for, and subject to, FDA inspection.

(f) This part does not apply to records required to be established or maintained by 1.326 through 1.368 of this chapter.
Records that satisfy the requirements of part 1, subpart J of this chapter, but that also are required under other applicable
statutory provisions or regulations, remain subject to this part.

[62 FR 13464, Mar. 20, 1997, as amended at 69 FR 71655, Dec. 9, 2004]

Section 11.2 Implementation

(a) For records required to be maintained but not submitted to the agency, persons may use electronic records in lieu of
paper records or electronic signatures in lieu of traditional signatures, in whole or in part, provided that the requirements
of this part are met.

(b) For records submitted to the agency, persons may use electronic records in lieu of paper records or electronic
signatures in lieu of traditional signatures, in whole or in part, provided that:
(1) The requirements of this part are met; and
(2) The document or parts of a document to be submitted have been identified in public docket No. 925-0251 as being
the type of submission the agency accepts in electronic form. This docket will identify specifically what types of
documents or parts of documents are acceptable for submission in electronic form without paper records and the
agency receiving unit(s) (e.g., specific center, office, division, branch) to which such submissions may be made.
Documents to agency receiving unit(s) not specified in the public docket will not be considered as official if they are
submitted in electronic form; paper forms of such documents will be considered as official and must accompany any
electronic records. Persons are expected to consult with the intended agency receiving unit for details on how (e.g.,
method of transmission, media, file formats, and technical protocols) and whether to proceed with the electronic
submission.

Note: It is the responsibility of the client to determine document applicability to CFR 21 Part 11.

Section 11.3 Definitions

(a) The definitions and interpretations of terms contained in section 201 of the act apply to those terms when used in this
part.

(b) The following definitions of terms also apply to this part:
(1) Act means the Federal Food, Drug, and Cosmetic Act (secs. 201-903 (21 U.S.C. 321-393)).
(2) Agency means the Food and Drug Administration.
(3) Biometrics means a method of verifying an individual's identity based on measurement of the individual's physical
feature(s) or repeatable action(s) where those features and/or actions are both unique to that individual and
measurable.
(4) Closed system means an environment in which system access is controlled by persons who are responsible for the
content of electronic records that are on the system.



(5) Digital signature means an electronic signature based upon cryptographic methods of originator authentication,
computed by using a set of rules and a set of parameters such that the identity of the signer and the integrity of the
data can be verified.

(6) Electronic record means any combination of text, graphics, data, audio, pictorial, or other information
representation in digital form that is created, modified, maintained, archived, retrieved, or distributed by a computer
system.

(7) Electronic signature means a computer data compilation of any symbol or series of symbols executed, adopted, or
authorized by an individual to be the legally binding equivalent of the individual's handwritten signature.

(8) Handwritten signature means the scripted name or legal mark of an individual handwritten by that individual and
executed or adopted with the present intention to authenticate a writing in a permanent form. The act of signing with
a writing or marking instrument such as a pen or stylus is preserved. The scripted name or legal mark, while
conventionally applied to paper, may also be applied to other devices that capture the name or mark.

(9) Open system means an environment in which system access is not controlled by persons who are responsible for
the content of electronic records that are on the system.

Subpart B — Electronic Records

Section 11.10 Controls for Closed Systems

Persons who use closed systems to create, modify, maintain, or transmit electronic records shall employ
procedures and controls designed to ensure the authenticity, integrity, and, when appropriate, the confidentiality
of electronic records, and to ensure that the signer cannot readily repudiate the signed record as not genuine.
Such procedures and controls shall include the following:




(a) Validation of systems to ensure accuracy,
reliability, consistent intended performance, and
the ability to discern invalid or altered records.

Organization to perform periodic checks.
Adobe Acrobat using PDF Signing certificates implements
Data Integrity by:
The hash of the entire file is computed, using the bytes
specified by the real ByteRange value
— Using a hash algorithm SHA-256. Acrobat always
computes the hash for a document signature over the
entire PDF file, starting from byte 0 and ending with
the last byte in the physical file, but excluding the
signature value bytes.
— The hash value is encrypted with the signer’s private
key and a hex-encoded PKCS#7 object signature
object is generated.

To validate a signature, the
validator simply retrieves the signer’s certificate and
compares it to their own list of trusted certificates:

1. The recipient’s application generates a one-way
hash of the document using the same algorithm the
signer used, excluding the signature value.

2. The encrypted hash value in the document is
decrypted using the signer’s public key.

3. The decrypted hash value is compared to the locally
generated hash value.

4. |If they are identical, the signature is reported as
known.

(b) The ability to generate accurate and complete
copies of records in both human readable and
electronic form suitable for inspection, review, and
copying by the agency. Persons should contact the
agency if there are any questions regarding the
ability of the agency to perform such review and
copying of the electronic records.

Organization to document storage and retrieval methods
for documents, policy, and procedures.

Adobe Acrobat PDFs signed with PDF Signer digital
signatures produce human readable and tamper evident
PDFs




k| CFR 21 Part 11_CDS_ Hectronic Signature_certified.pdf - Adobe Acrobat Pro

File Edit View Window Hel

Create ~ | @ |.'

§ coniedby LiaAkee

Signer Info

) @® | 1] 78 | Ix I % Document certification s valid, signed by Lila A Kee <lilakee@globalsign.com>.
Signing Time: 2011/01/19 10:57:18 -05'00°

Validity Summary

@ Signatures The Document has not been modified since it was certified.
- The certifier has specified that Form Fill-in and Signing is allowed for this
[:P - Validate Al document. No other changes are permitted.
+ § Certified by Lila A Kee The signer's identity is valid.
,@ The sig includes an embedded timestamp. Timestamp time:
2011/01/19 10:57:18 -05'00°

Signature was validated as of the secure (timestamp) time:
2011/01/19 10:57:18 -05'00°

The path from the signer's certificate to an issuer's certificate was successfully
built.

The signer's certificate is valid and has not been revoked.

Advanced Properties...

Show Signer's Certificate...

]

Validate Signature Close

(c) Protection of records to enable their accurate
and ready retrieval throughout the records
retention period.

Organization to document record retention and retrieval
methods, policy, and procedures.

Adobe Reader and Acrobat default signature validations
requires validation based on revocation check made at
time of initial signature. This check is captured in the
signature properties of the signed PDF. The signature
will remain valid even past the signer and TSA certificate
expiration date therefore supporting long term
validation.




Verify signatures when the document is opened

[ 1When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:

(®) Use the document-specified method; prompt if unavailable
(") Use the document-specified method; if unavailable, use default method

() Always use the default method: Adobe Default Security

Require certificate revocation checking to succeed whenever possible during signature verification
[ ]lgnore document validation informaticn
Verification Time
Verify Signatures Using:
(®) Time at which the signature was created
() Secure time (timestamp) embedded in the signature
() Current time

Use expired timestamps
Verification Information
Automatically add verification information when saving signed PDF:
(®) Ask when verification information is too big
() Always
() Never

Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:

[ ]validating Signatures
[]Validating Certified Documents




This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[] Show all certification paths found

Adobe Root CA Summary | Details-l Revocation | Trust Ji Policies | Legal Notice
= GlobalSign Primary SHA2Y | - '
Office of the Registrar % The selected certificate is valid
Details

The selected certificate is considered valid because it has not A
been revoked as verified using the Online Certificate Status
Protocol (OCSP) response that was embedded in the

signature,

The OCSP Response was signed by "GlobalSign Primary

SHAZ256 CA for Adobe OCSP responder - 2" on 2014/06/06
NRNONN _NS'DN' and ic walidk until 2014/0A712 ARNNNO _NS'NN'

Signer Details... Problems encountered...

W

Check revocation

(d) Limiting system access to authorized individuals.

Organization should only issue PDF Signing digital
certificates onto GlobalSign furnished SafeNet eTokens to
authorized individuals using internal HR or other identity
verification policies. Once an authorized user is
identified, the Organization EPKI administrator, acting as
a local Registration Authority will register the user for a
PDF Signer certificate and furnish a SafeNet USB eToken
to perform the on token key generation and subsequent
certificate installation.




Gl )

1o install “Microsoft Certificate

yoTSTT TR TTeTe Ty

Enter the Token Password.

Token Name:

GlobalSign CDS Token

Token Password:

Current Language: EN
This is an unlicensed copy for evaluation use only.

AT legall@globalsign.com

(e) Use of secure, computer-generated, time-
stamped audit trails to independently record the
date and time of operator entries and actions that
create, modify, or delete electronic records. Record
changes shall not obscure previously recorded
information. Such audit trail documentation shall be
retained for a period at least as long as that
required for the subject electronic records and shall
be available for agency review and copying.

Signature Details

Hash Algorithm: SHA1

Timestamp Details

Ti bedded in the si

Signature was created using Adobe Acrobat 10.0.0.

GlobalSign RFC 3161 trusted time clock is utilized in lieu

of signer’s local system clock. Organization is responsible

for audit trail outside of PDF signatures.

signature.

the Tu

Timestamps are signed just as documents are signed. For a
timestamp signature to be valid you must have trusted the
Timestamp Authority that signed the timestamp. Click Show
Certificate to view details regarding verification of the imestamp

Timestamp Authority: m

Timestamps are created with specific policies that are defined by

Show Certificate...

p Authority. A
indicate how reliable the time source is. The policy for this
timestamp is represented by the identifier
1.3.6.1.4.1.955.1.10.1.101.1. To understand timestamp policies, you
must contact the Timestamp Authority.

other things, a policy can

Close

(f) Use of operational system checks to enforce
permitted sequencing of steps and events, as
appropriate.

Organization to document system checks.

Adobe Acrobat-Reader Signature panel provides exact
order of signature sequence and document status after
each signature was applied.

10




File Edit View Window Hel

Ip

ﬁ}&eate"@[l@%@l@

Dlsr] ™ (G| ©

® [ss7%[-]| [

Certified by Lila A. Kee <lila.kee@globalsign.com>, GlobalSign Inc,, certificate issu
and all signatures are valid. Please fill out the following form.

Signatures

@ [

V

Validate All

VS = O

[+ Signature Details

Signature is valid:

= | Certified by Lila A. Kee <lila.kee@globalsign.com>
Only form fill-in, signing and page adding actions are allowed
Valid certified Document:
Changes have been made to this document that are permitted b
Signer's identity is valid
The signature includes an embedded timestamp.

Signature is LTV enabled

Last Checked: 2014.11.13 20:43:42 -05'00'
Field: Signature5 (invisible signature)

= % Rew. 2: Signed by Lila A Kee <lila.kee@globalsign.com>

Document has not been modified since this signature was applie

(g) Use of authority checks to ensure that only
authorized individuals can use the system,
electronically sign a record, access the operation or
computer system input or output device, alter a
record, or perform the operation at hand.

Organization to document policy around how systems
are accessed and utilized to perform electronic
signatures by only authorized personnel.

Following is an example:

Internal vetting of personnel or non-organization
Contingent workers assigned to Organization is done in
the context of <XXX’s> overall Human Resource (HR) and
Security programs. Only current employees or
contingent workers with active assignments in the
Organization are eligible to receive a digital certificate
issued by the Organization. Their identity is confirmed by
the presence of their Employee Identification Badge. All
employees are issued a photo identification badge and
are requested to wear it at all times when inside the
Organization facility. The Organization launched a
program of Pre-Employment Background Screening.
Screening has been implemented to verify the
backgrounds of all job candidates to whom contingent
job offers are made. A standard background screen
includes Social Security verification, verification of
highest level of education, and criminal conviction
records. Optional background screens may also be
requested based on the candidate’s duties: employment,
professional license/certification, and driving record.
Organization also requires background checks and

11




identity verification be completed on contract personnel
working at Organization locations.

Note the use of Adobe seed values is one method to add
further controls around signatures.

http://www.adobe.com/devnet-
docs/acrobatetk/tools/DigSig/Acrobat DigitalSignatures

in PDF.pdf

PDF's support for seed values provides authors with field-level control over document behavior once it
has been routed to the signer. A seed value specifies an attribute and attribute value, and the author can
control whether the specified parameter is optional or required for any particular field.

For example, you can use seed values to limit a user’s choices when signing a particular signature field,
such as requiring signing with a certificate issued by a particular CA. When a signer signs a “seeded”
field, the author-specified behaviors are automatically invoked and enforced.

If a field dictionary contains an SV entry referencing a seed value dictionary then that dictionary is used
when the field is signed. An Ff entry specifies whether the other entries in the dictionary shall be
honoured or whether they are merely recommendations. Acrobat'’s default handler supports all the
seed values defined by the PDF standard. Acrobat provides APIs for seeding fields.

(h) Use of device (e.g., terminal) checks to
determine, as appropriate, the validity of the source
of data input or operational instruction.

Per organization policy.

(i) Determination that persons who develop,
maintain, or use electronic record/electronic
signature systems have the education, training, and
experience to perform their assigned tasks.

Per organization training policy.

(j) The establishment of, and adherence to, written
policies that hold individuals accountable and
responsible for actions initiated under their
electronic signatures, in order to deter record and
signature falsification.

Organization to develop and administer written policies
to individuals.

GlobalSign certificate enrollment requires individual to
accept certain obligations outlined in the Subscriber
Agreement such as reporting compromises, providing
truthful information. Organization can add additional
obligation associated with company policy to this
agreement through the EPKI Administrator interface.

12



http://www.adobe.com/devnet-docs/acrobatetk/tools/DigSig/Acrobat_DigitalSignatures_in_PDF.pdf
http://www.adobe.com/devnet-docs/acrobatetk/tools/DigSig/Acrobat_DigitalSignatures_in_PDF.pdf
http://www.adobe.com/devnet-docs/acrobatetk/tools/DigSig/Acrobat_DigitalSignatures_in_PDF.pdf
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(k) Use of appropriate controls over systems documentation including:

(1) Adequate controls over the distribution of, Organization specific
access to, and use of documentation for system
operation and maintenance.

(2) Revision and change control procedures to Organization specific

maintain an audit trail that documents time-

sequenced development and modification of Adobe provides an audit trail of changes to the PDF after
systems documentation. each signature.

Each additional signature will cover the entire PDF file, from byte 0 to the last byte, excluding only the
signature value for the current signature value. Figure 5 shows how signatures are created for a file with
three signatures.

Figure 5 Multiple signatures and incremental updates

signature 1
%PDF applies to
Original these bytes
version
signature 1 signature 2
SOBEOF applies to
these bytes
Changes for
version 2
signature 2 signature 3
%% EOF applies to
these bytes
Changes for
version 3
signature 3
%%EOF

Section 11.30 Controls for Open Systems

Regulation:

Persons who use open systems to create, modify, maintain, or transmit electronic records shall employ procedures and
controls designed to ensure the authenticity, integrity, and, as appropriate, the confidentiality of electronic records from
the point of their creation to the point of their receipt. Such procedures and controls shall include those identified in 11.10,

13



as appropriate, and additional measures such as document encryption and use of appropriate digital signature standards to
ensure, as necessary under the circumstances, record authenticity, integrity, and confidentiality.

Response:
To address Section 11.30 please reference the response in Section 11.10.

Additionally, encryption can be added to PDF documents in one of two ways:

1. Encrypt with Certificates via Public Key Infrastructure technology: http://blogs.adobe.com/security/2011/08/pdf-
encryption-options.html

2.  Encrypt with Passwords: https://helpx.adobe.com/acrobat/using/securing-pdfs-passwords.html

GlobalSign PDF Signing certificate use strong cryptography based on 2048 RSA keys and SHA-256 Hashing algorithms.
Private signing keys are stored on minimum FIPS 140-2 level 2 cryptographic hardware.

Section 11.50 Signature Manifestations

(a) Signed electronic records shall contain information associated with the signing that clearly indicates all of the
following:

PDF Signing example using GlobalSign CDS certificate
(1) The printed name of the signer;

Digitally signed by Lila A Kee

DN: c=US, st=NH, I=Portsmouth,
o=GlobalSign, Inc., cn=Lila A Kee,
email=lila.kee@globalsign.com
Reason: | approve this request
Date: 2014.11.14 11:21:04 -05'00'

(2) The date and time when the signature was See screen shot above. Note timestamp is based off GlobalSign
executed; and RFC 3161 compliant trusted Time-stamping clock.

(3) The meaning (such as review, approval, See screen shot above, specifically “Reason”. See Appendix A
responsibility, or authorship) associated with the for an overview of how to add a reason (meaning) code to a
signature. signature.

(b) The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of this section shall be subject to the same controls as for
electronic records and shall be included as part of any human readable form of the electronic record (such as electronic
display or printout).

See screen shot above. Note all information is in human readable format.
The record is embedded in the PDF (not detached).

Section 11.70 Signature/Record Linking

Regulation:

Electronic signatures and handwritten signatures executed to electronic records shall be linked to their respective
electronic records to ensure that the signatures cannot be excised, copied, or otherwise transferred to falsify an electronic
record by ordinary means.

14



http://blogs.adobe.com/security/2011/08/pdf-encryption-options.html
http://blogs.adobe.com/security/2011/08/pdf-encryption-options.html
https://helpx.adobe.com/acrobat/using/securing-pdfs-passwords.html

Response:

Adobe Signatures are linked to PDFs through recording all cryptographic and other related functions in the signature
properties embedded in the Signature Panel of the PDF.

POF Signing sxample using GlobalSign COS certificate

Digitally signed by Lila A Kee
DN: c=US, st=NH,
I=Portsmouth, o=GlobalSign,

—Ade A e Inc, cn=Lila A Kee,
email=lila.kee@globalsign.com
Reason: | authored this
document
Date: 2014.11.14 11:38:24
-05'00'
Section 11.100 General Requirements
(a) Each electronic signature shall be unique to one Signatures are cryptographically tied to a verified identity
individual and shall not be reused by or reassigned to (GlobalSign as the RA for the organization and the
anyone else. Organization as the LRA for the individual). A unique serial
number and Issuing CA tied to the subject distinguish name
included in the digital certificate binds the individual’s identity
to the signature.
[ approval anly signatures multiple_with fill in forms.pdf - Adobe Acrobat
File Edit View Window Help
ﬁﬁaaﬁc' | @ = @ % @ ez 'E’} ® B g ([}

[za] ™ G|

® (s« |5 B | 1S

are valid. D

%ﬁyﬂmﬂ‘ i 5 upd

after signing. Open Sig P

—

|| | Signatures ] [
N B Validate All
g
" This dialog allows you to view the details of and its hain. The details correspond to
the selected entry.
["] Show all certification paths found
hrca Summary | Details | Revocation | Trust | Policies | Legat Notice
Sign Primary SHA258 CA for A
balSign SHA256 CA for Adobs Certificate data:
Lila A Kee <filakee@globalsic
HName Value A
B3 Version 3
F2 Signature algorit..  SHAZ256 RSA
a3 Subject cn=Lila A Kee, 0=GMO GlobalSign Ing, ...
3 lssuer en=GlobalSign SHA25E CA for Adabe, ...
B Serial number 1121 FF2FDDOABDE1 701972 D0 8D...
+ B Validity starts 2013/05/24 14:3613 -05'00
= F3  Validity ends 2014/05/25 14:36:13 -05'00° 2|

(b) Before an organization establishes assigns certifies
or otherwise sanctions an individual's electronic
signature or any element of such electronic signature
the organization shall verify the identity of the
individual.

The organization verifies the individual through its normal HR
or contracting processes. Here the organization would specify
how that is does i.e. background check, examination of
government furnished ID, references, etc.

15




Verified individuals are often depicted in the Organization’s
directory e.g. Active Directory. The EPKI Administrator follows
the appropriate identity verification process e.g. check
employee badge, directory, manager etc. and issues
certificates to approved individuals.

Certificate ldentity Details

Common Name Required Julie Olinski
Organization GMO GlobalSign Inc

Organizational Unit

Country United States - US

Email Address Required julie olinski@globalsign com

Pickup Password Required
Password must be a minimum of 8 characters. Alpha-numeric values only (A-Z, 0-9)

Password Generation

When the rd aut iti i butten is pressed, a random password
automatic construction/is set

Pickup Password (re-enter) Requied | [sssssssans
Memo I gxamiined Julie's employee badge
checked active status in directory
and obtained approval from her manager|
Y
e —
e

(c) Persons using electronic signatures shall prior to or Submit certification
at the time of such use certify to the agency that the
electronic signatures in their system used on or after
August 20 1997 are intended to be the legally binding
equivalent of traditional handwritten signatures.

(1) The certification shall be submitted in paper Submit certification

form and signed with a traditional handwritten

signature to the Office of Regional Operations (HFC-

100) 5600 Fishers Lane Rockville MD 20857.

(2) Persons using electronic signatures shall upon Provide necessary information upon request

agency request provide additional certification or

testimony that a specific electronic signature is the

legally binding equivalent of the signer's

handwritten signature.
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Section 11.200 Electronic Signature Components and Controls

(a) Electronic signatures that are not based upon biometrics shall:

(1) Employ at least two distinct identification
components such as an identification code and
password.

Signers must authenticate with both a PIN and a physical USB
token before signing. Prior to accessing Acrobat, user should
also be required to log in with desktop password or alternative

[Please type your Passphease
and prezs the Enter key, or
|click OK:

E'..-..“.’

88055305

=N
\:_,.s

(i) When an individual executes a series of signings
during a single, continuous period of controlled system
access, the first signing shall be executed using all
electronic signature components; subsequent signings
shall be executed using at least one electronic signature
component that is only executable by, and designed to
be used only by, the individual.

SafeNet Authentication Client (SAC) can be configured so the
PIN (password) is required each time the Token is being
accessed while in a Windows authenticated desktop.

(ii) When an individual executes one or more signings
not performed during a single, continuous period of
controlled system access, each signing shall be executed
using all of the electronic signature components.

Defining Automatic Logoff

You can determine whether tokens are automatically logged off
following a period of token inactivity, even if the tokens are not
disconnected.

After a token is logged off, the user must enter the Token Password
again before the token contents can be accessed.

To define the automatic logoff setting:

Open SafeNet Authentication Client Tools Advanced View.

See Opening the Advanced View on page 14.

In the left pane, select Client Settings.

In the right pane, select the Advanced tab.

In the Automatic logoff after token inactivity drop-down list, select

one of the following:

+ Never: The Token Password must be entered once, and the
token remains logged on as long as it remains connected.

— + Always: The Token Password must be entered each time the
token contents are accessed.

+  After: The Token Password must be entered if the number of
minutes set in the text box has passed since the last token
activity.

Set the number of minutes in the text box (1 - 254),

Do one of the following:

+  To save your changes, click Save.

+ Toignore your changes, click Discard.

(2) Be used only by their genuine owners; and

USB tokens are furnished to individuals and not to be shared.
Each Token has a serial number that should be assigned and
recorded to the individual. Only the individual has knowledge of
the Token PIN.

(3) Be administered and executed to ensure that
attempted use of an individual's electronic signature by
anyone other than its genuine owner requires
collaboration of two or more individuals.

GlobalSign configures USB tokens to require the individual log
on to the token with their unique PIN. Unsuccessful attempts
greater than 9 will permanently lock out the user. Replacement
certificates are free of charge, therefore locked out tokens can
be initialized by the user or Administrator and replacement
certificates enrolled through EPKI reissue function.
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Cetificate action information

Action details

lakes]
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_lakee1

Revoke CeniMcale Relssue Cenificas

(b) Electronic signatures based upon biometrics shall be
designed to ensure that they cannot be used by anyone
other than their genuine owners.

Not applicable to PDF Signing certificates.

Section 11.300 Controls for Identification Codes/Passwords

Persons who use electronic signatures based upon use of identification codes in combination with passwords shall
employ controls to ensure their security and integrity. Such controls shall include:

(a) Maintaining the uniqueness of each combined
identification code and password such that no two
individuals have the same combination of identification
code and password

Organization policy.

(b) Ensuring that identification code and password
issuances are periodically checked, recalled, or revised
(e.g., to cover such events as password aging).

The Password Quality feature enables the administrator to set
certain complexity and usage requirements for Token
Passwords. The SafeNet Authentication Client allows for forced
periodic password reset and password strength.

& sfeiet Authentiaton lient Toos — = M

| R
| @afeNet

. SafeNet Authentication Client @ @ [ ? &
Pasoword Quality | Advanced

| Minimurn benath (characters) £ &
| * SafeNet Authenticati.. Maximum length (characters) 16 =
o5 Tokens Minimum wsaqe period (days) 0 =
* Rroad Maxirmem usace period (davs) [ -
fOACEDM Lo Expination werning pesiod (d 2 s
Chient Sattings Hi size 10 -
Maximism consecutive repetitions. =
Must meet complesity requirements. s

Manual Complexity Rules
MNurrerats
Uppercase letters
Lower-case letters.
Spedal characters

Set to Default Save Discard

(c) Following loss management procedures to
electronically de-authorize lost, stolen, missing, or
otherwise potentially compromised tokens, cards, and
other devices that bear or generate identification code
or password information, and to issue temporary or
permanent replacements using suitable, rigorous
controls.

GlobalSign configures USB tokens to require the individual log
on to the token with their unique PIN. Unsuccessful attempts
greater than 9 will permanently lock out the user. Replacement
certificates are free of charge, therefore locked out tokens can
be initialized by the user or Administrator and replacement
certificates enrolled through EPKI.

Lost or suspected compromised keys should be immediately
reported to the EPKI Administrator who shall immediately
revoke the user’s certificate through the EPKI Portal.
GlobalSign provides for 10% spare USB token for immediate re-
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provisioning of the signing credential

tificate action infoomation

Action details

User |d

ReEvoke CeniMcale Relssue Cenimicas

(d) Use of transaction safeguards to prevent
unauthorized use of passwords and/or identification
codes, and to detect and report in an immediate and
urgent manner any attempts at their unauthorized use
to the system security unit, and, as appropriate, to
organizational management.

GlobalSign configures USB tokens to require the individual log
on to the token with their unique PIN. Unsuccessful attempts
greater than 9 will permanently lock out the user. Replacement
certificates are free of charge, therefore locked out tokens can
be initialized by the user or Administrator and replacement
certificates enrolled through EPKI.

Revoked certificates will no longer be able to produced trusted
signatures. Signatures produced prior to revocation as long as

the revocation check was embedded at time of authorship will
remain valid.

(e) Initial and periodic testing of devices, such as tokens
or cards, that bear or generate identification code or
password information to ensure that they function
properly and have not been altered in an unauthorized
manner.

Not applicable to PDF Signing.

Appendices

Appendix A — Configure Reason Code in Adobe Acrobat

The following screenshots display how you can configure Adobe Acrobat to include a reason (meaning) code with the

signature. This is required in Section 11.50 Signature Manifestations.

Creation and Appearance Preferences
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Categones: :
Digitd Creation
3D & Multimedia
Accessibility 9 Defoutt Signing Method: | Adobe Defautt Security v
Action Wizard :
Adobe Online Services Default Signing Format: | PKCS2T - Detached v
Catalog : :
Color Management When Signing:
Content Editing vi
Convert From PDF _5 el
Convert To PDF [] Show location and contact information
Email Accounts [¥] Include signature's revocation status
:!:::;y I [ View documents in Preview Mode
I"lm Enable Review of Document Wamings: | When certifying a document v
JavaScript : :
Language Prevent Signing Until Warnings Are Reviewed: | Never vl
Measuring (2D) ; =
Measuring (3D) |
Measuring (Geo) Appearances
Multimedia (legacy)
Multimedia Trust (legacy) Created 2014.07.29 15:59:17 -04'00 s
Reading scnpt only s
Reviewing Created 2014.07.31 18:27:27 -04'00
Search CFR signature s
Security f
Security (Enhanced) | Duplicate |
Signatures
Spelling | Delete
Tracker :
Trust Manager
Units & Guides
i - Help @ Cancel |
Sign Document — Reason Field
= PDF Signing example using GlobalSign CDS cartificate_reasoncode. pdf - Adobe Acrobat Pro - i
File Edit View Window Help 3

B e | (3 1) [

L ¢ LJ I I Ik Sign As: | Lita A Kee (GlobaiSign SHA256 CA for Adobe) 2015.06.06 v @ |Tools

Certificate lssuer: GlobalSign SHA256 CA for Adobe Info...

Customize ~ | [;j

Sign | Comment
» | Need to Sign

» Get Others to Sign

v Work with Certificates

Appearance: | CFR signature v
R—. sl e 2
Digitally signed by Lila A Kee

DN: c=US, email=lila.kee@globalsign.com,

0=GMO GlobalSign Inc, cn=Lila A Kee @
Date: 2014.11.13 19:11:51 -05'00'

Adobe Acrobat version: 11.0.0

[:'@ Time Stamp Document

[ Lock Document After Signing @
[
Additional Signature Information @
Reason: v
[ Sign J . Cancel

Appendix B — Purchasing Individual PDF Signing Certificates

The type of certificate license you will require will depend on the number of users and volume of PDF documents which
will require signatures. This section is to explain the ordering process for individuals with the need to sign PDFs (<2,000
signatures per year). If you are looking for a greater volume of certificates please review the section on GlobalSign
Certificates.
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1. Navigate to https://www.globalsign.com/pdf-signing/ . Click Buy Now

2. Click Select Individual Certificates
3. Select your region from the dropdown menu and click Select & Continue.

4. Your order will then be processed and the Certificate Application will appear. Complete all required information of the
application and click Next. Note: this is not the vetted certificate information.

Account Details

Please specify details for your account. Your account contact will receive notices regarding your Cenrtificate application
and will be the main contact associated with your GlobalSign Certificate Center (GCC) account. If you are applying on
behalf of someone else, enter their details, and you can specify an additional Technical Contact for yourself later in
the application process.

First Name R=quird
Middle Name or Initial
Last Name Required

Email Address Requirsd

Phone Number Requirzd

Fax Number

Organization Name Required

Specify the

Department

Street Address 1 Reguired

Street Address 2

City Required

State / County Requirsd

You will also need to choose a username and password. An account number (PAR####) will be appended to the
username you choose. Click Next to continue.

GlobalSign Certificate Center (GCC) Login Details
Your GCC account allows you to manage all your GlobalSign Certificates and provides fast access to ordering additional
products and renewing, reissuing and revoking current Cerificates. Please create a memorable Username and Password.

Username Requirsd

Password Required

Password(re-enter) Rzquir=d

5. Confirm your account information and review the Terms of Service Agreement. Be sure to double check that all
information is entered correctly. Click Next to continue.

6. Choose a validity period to be applied to your license pack (1-3 years). Click Next.
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7. Next, complete the Certificate Identity Details. These details will be vetted and included as the certified identity within

your issued certificate.
Important - make sure the details entered are correct as GlobalSign will vet the details you include.

Important - Establish a one-time Pickup Password. You will need this password to install the certificate onto your
device. If you forget this password, you will need to resubmit your order. Please copy it somewhere safe.

Optional - Add an additional technical contact (this is commonly used when you are applying on behalf of someone

else).

Click Next to continue.

Create Temporary Pickup Password
Please create a temporary pickup password. You will only need this during the installation process.
This is notthe same as your account password.

Ifyou forget this passwaord you will need to resubmit your arder. Please copy it somewhere safe.

Pickup Password Requir=d
a minimum of & characters. Alpha-numeric values only (A-Z, 0

@

Pickup Password (re-enter) Rzquirzd
¥|Required | have copied this password to a safe location
Specify an Additional Technical Contact
Ifyou are applying on behalf of someone else, you may specify an additional Technical Contact.
The Technical Contactis typically the person who is responsible for the application process and collection of the issued Certificate.
Click the Enter Technical Contact Details link to create the additional contact.

If you are applying for yourself, you do not need an additional Technical Contact, so please click Next.
NOTE: For PersonalSign 3 Pro applications the issued certificate will not be sent to the Technical Contact

iEnterTechnicaI Contact Information|
e
S

8. Complete the payment details.
9. Confirm the details you have entered and agree to the DocumentSign Subscriber Agreement. Click Next to continue.

10. A confirmation email will now be sent to the email address you provided earlier. To approve the application, you need
to click the approval link within the approval email. Only if you approve the application will the certificate be issued.
11. Review the application details and APPROVE the application.

Once you have successfully ordered your PDF Signing Certificate and your application will be sent to our vetting team.
Vetting your application details can take up to 2-3 business days. Once the vetting process is complete, you will receive an
email notifying you of its completion. Once the vetting process is complete please proceed to Step 3 — Installing Your

Certificate.

Appendix C - Purchasing Multiple PDF Signing Certificates

Step 1 — Establishing an EPKI Account
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If you do not already have a GlobalSign EPKI Account, you will need to register for an EPKI account and setup a Certificate
Profile. A Certificate Profile will serve as a pre-vetted organization template containing the organization’s identity records
(such as organization name, city, state, etc.) that end user certificate requests will be issued from. Verifying the
organization’s identity associated with a profile typically takes between 2 and 3 business days.

If you already have an EPKI Account, please proceed to Step 2- Registering Users for PDF Signing Certificates.

If you do not already have an EPKI Account, please contact your Account Manager or email sales-us@globalsign.com
to obtain the EPKI Account signup link.

1. Using the EPKI signup link, register for an EPKI account by entering your account details. Note: this is not the vetted
profile information.

Account Details

Please specify details for your account. Your account contact will receive notices regarding your Certificate application
and will be the main contact associated with your GlobalSign Certificate Center (GCC) account. If you are applying on
behalf of someone else, enter their details, and you can specify an additional Technical Contact for yourself later in
the application process.

First Name Required
Middle Name or Initial
Last Name Requird

Email Address Reguir=d

Phone Number rRequired

Fax Number

Organization Name Required

e in full, including Ing, Lid, NV,

Department

Street Address 1 Required

Street Address 2

City Required

State / County Requir=d

2. Choose a username and password. An account number (PAR####) will be appended to the username you choose. Click
Next to continue.

GlobalSign Certificate Center (GCC) Login Details
Your GCC account allows you to manage all your GlobalSign Cerlificates and provides fast access to ordering additional
products and renewing, reissuing and revoking current Certificates. Please create a memorable Username and Password.

Username Requirzd

Password Requir=d

Password(re-enter) Required

Next (]

3. Confirm your account information and review the Terms of Service Agreement. Be sure to double check that all
information is entered correctly. Click Next to continue.

Choose the license pack size of Identity Certificates you wish to purchase. Click Next.
5. Choose a validity period to be applied to your license pack (1-3 years).
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Optional - Add an additional technical contact (this is commonly used when you are applying on behalf of someone
else). Click Next to complete.

6. Enter the Certificate Profile Details. These details will be vetted and included as the certified identity within your issued
certificates. Click Next to continue.

Important - make sure the details entered are correct as GlobalSign will vet the details you include.

Certificate Profile Details

These details will be vetted and included as the cerified identity within your issued Cerificate. Make sure the details entered
are caorrect - we will vet the details you include. To assist you, some details will be pre-populated from previous pages or from
your GCC account details, you may overwrite these if needed.

Mote Within the farm below you have the ability to define the certificates Distinguishedhame (DM} One optional element

is a freeform Crganizational Unit (QU) description. The OU field allows you to enter a value that suits your business needs with

a description such as “Marketing Team Building 5° for example. It is not mandatory to enter this but please note that

ifyou choose to ‘Lock a unique OU' then this means that the description you have chosen cannot be used again and is

unique to this profile. An example of where you might choose to do this is for client authentication situations where each cerificate
needs one or two fixed unique strings to allow access such as ‘0" and ‘OU".

Organization Requirzd The Max, Inc.

Organizational Unit Optional unless locked as

unigue
[Z] Lock a unique OU

Locality Optional Bayside

State or Province Optional CA

Country Requir=d United States - US E

0Bk J _ Nem o]

7. Complete the payment details.
8. Confirm your order details. Review and agree to the EPKI Service Agreement. Click Next when finished.
9. The next screen will display your username and information about your profile. Save this information for your records.

Application Completed

User ID PAR96168_savedbythebell
License ID ML201312032352
Profile ID MP201312031637

Once you have successfully created an EPKI account, your information will be sent to our vetting team. Vetting your
organization details can take up to 2-3 business days. Once the vetting process is complete, you will receive an email
notifying you of its completion.

Once your EPKI account is setup and established, please continue to Step 2 — Registering Users for PDF Signing
Certificates.

Step 2 — Registering Users for PDF Signing Certificates

There are a few options that the EPKI Administrator can use to “invite” users to apply for pre-approved digital certificates:
e Individual — Order Certificates: /deal for issuing up to 25 Certificates
e  Multiple — Order Certificate BULK: Ideal for issuing more than 25 Certificates

The following steps will walk you through the individual invite process using the Order Certificates function. For additional
instructions please view the REGISTER USERS FOR CERTIFICATES VIA EPKI ADMINISTRATOR section of the EPKI Administrator
Guide: https://www.globalsign.com/support/ordering-guides/globalsign-epki-admin-guide.pdf
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1. Login to your GlobalSign Certificate Center (GCC) account at www.globalsign.com/login/.

2. Select the “Enterprise PKI” tab found on the top menu bar.

A ENTERPRISEPKI ™=

Please note: if this is your first time logging in your menu options will be limited. For first time users, you will need to enroll
for an “EPKI Administrator Certificate”, which is an authentication certificate needed to access secure areas of GCC such as
the Certificate Management section. Please follow the steps below to enroll for your administrator certificate.

a. Click the View Admin Menu Options link in the left hand menu to start the enrollment process.
Follow the prompted steps to enroll and install your certificate.

c. Ifyou need further assistance and detailed instructions on how to enroll for your EPKI Administrator
Certificate, please see our administrator guide located at
https://www.globalsign.com/support/ordering-guides/globalsign-epki-admin-guide.pdf

3. Inthe left hand menu, select Order Certificates under My Certificates.

0 GlobalSign, PARGZ36_EvanTest Looout @Tec

TEL | US +1 877 775 4562 | EMEA

ACCOUNT & FINANCE & SSLCERTIFICATES [ MANAGEDSSL [ | OB, R A Sich,

|
ebkl Honse License Selection
MY CERTIFICATES

© Order Certificates
© Order Certificate BULK Enterprise PKI - Home
© Search Certificates
© PRCS#12 Bulk
Registration and Pickup

© Search PKCS#12 Bulk s —_—
Order Histery A | a ! /
© Approve Pending — .- O /

Certificates i =
Find Licenses Configure Profile Manage Portal Edit Email Templates

MY LICENSES

© Order | icenses

4. Next, select the Profile and License pack that you want to issue the certificate from. In most cases there will be only
one option for each area. Click Next.

1. Product Details ‘

ELERGGIE ) Certificate Identity Details 3 Confirm Details

Product Details

Profile
Profile 1D BaseDN Organization Organization Unit
*  MP201320927 IR Disabled GlobalSign, Inc
License
Service License Unused number
® |Enterprise PKI AATL Signing For Adobe PDF 1 year 1

6. Next, complete the Certificate Identity Details.
Provide the end-user identity details.

a. Important - Establish a one-time Pickup Password. The user will need this password to install the
certificate onto their device; you must deliver this Pickup Password in an out-of-band method.
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b. Optional - enter a reason or note associated with the registration. This note will appear in the Order
History section of EPKI and may be useful for audit purposes.

Click Next to continue.

CODE SGKING, PERSOMALSIGH,
POF SIGHING far ADDBE C05

Product Selection

Select Profie 3 DENHEEIERGERNGWEETEY 3% Confirm Detalle

Certificate Identity Details

SSLCERTIFICATES [© MANAGED 550

Common Hame Reguined

Organization GhobalSkgn Teet
Organizational Unit [Profie] AD Cliznt Auth Test
Organizational Unit

Lecality Partsmauth

State or Province MH

Country Uniled States - US

Emall Address Feouined

Plckup Paeasword S=quind
Password must be 8 minimum of 8 chanaciers. Alpha-umeric values only (A-Z, 0-5)

[Password Generation| |
Wihen the password sutomatic operation gemerafion ufton i presced, & random password
auicmatc construcionis set.
Plckup Paesword (re-enter) Reguned
Mamo -
-
1 1 | ¥

- — — —




7. Review and confirm registration details. If satisfied, click Next to complete the registration.

PARSZ316_kimj Logout ##Technicsl Support Center ge=<Contact Us
TEL | US +1 877 775 4562 | EMEA +22 18 801900 | UK +44 1822 TEE785

C = = CODE SIGNING, PERSONALSIGN, |
El SSLCERTIFICATES [ MANAGED S5L [ PDF SIGHING for ADOBECDS ~

Product Selection
2. Completed )

Select Profile %) Cerfificate ldentity Details. 33 (St

Confirm Details

Product Details
Profile ID MP201 204040870
License IO ML201404212667

Certificate ldentity Details

Common Name PDF Signing

Organization GlobalSign Test

Organizational Unit AD Client Auth Test

Locality Portsmouth

State or Province MH

Country United States - US

Email Address : i@globalsign.com
Memo

S S —

The registration is now complete and as indicated the Enrollment Invite will be sent to the email address specified in the
Certificate Identity Details. Please continue to Step 3 — Installing Your Certificate to see how the user will complete the

certificate pick-up and installation.



*) : [* . = CODE SIGNING, FERSONALSIGN,
o SSLCERTIFICATES MANAGEDSSL Bl D

Product Selection

D, 2. Completed

Application Completed

Application Completed

Order Number MP 5201404246166

What happens next?

An Enrollment Imvite will be sent to the email address specified in the Certificate |dentity Detsils.

The recipient will need the “Pick up Password” to complete the cerificate installation. Please provide the Pick up Password
n & secure and out-of-band method.

Global Sign Certificate Center (GCC)

Use the GlobalSign Cerificste Center to:

- Reissue your Certificate

- Purchasze additional Caificates quickly

- Download issued Certificates in multiple formats:

- Easily renew expiring Cerificates (and reporting of upcoming renewals)
- Change your contsct information

- Add new Users & manage exdsting Users

Step 3 - Installing Your Certificate

Now that you have issued a PDF Signing Certificate it will need to be installed on a USB token. GlobalSign has standardized
on offering SafeNet iKey USB tokens which will be shipped to you once the vetting process has been completed.

Once you receive the tokens you will need to take the following steps to complete the installation:
e Install the GlobalSign SafeNet Utility Drivers
e Initialize the USB token and set your USB token password
e Install the GlobalSign certificate on the USB token

Note the certificate must be installed within thirty (30) days from the date the order was placed.

For detailed instructions on the steps outlined above please review the GlobalSign PDF Signing Certificates Installation
Support guide: https://support.globalsign.com/customer/en/portal/articles/1999625-download-and-install-aatl-or-cds-

certificate
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Conclusion

Title CFR 21 Part 11 regulates electronic records and electronic signatures or ERES. This regulation has been imposed by the
FDA in response to soaring costs associated with managing the distribution, storage, and retrieval of records as well as
security concerns around hand written signatures as it has become increasingly evident that these signatures, including the
content they were assigned to, could be easily falsified.

Part 11 in particular outlines the criteria for which ERES are considered trusted, reliable, and equivalent to paper records.
GlobalSign’s PDF Signing certificates can be implemented to address many of the requirements to be Part 11 compliant.

GlobalSign Contact Information

GlobalSign Americas
Tel: 1-877-775-4562
www.globalsign.com

sales-us@globalsign.com

GlobalSign EU
Tel: +32 16 891900

www.globalsign.eu
sales@globalsign.com

GlobalSign UK
Tel: +44 1622 766766
www.globalsign.co.uk

sales@globalsign.com

GlobalSign FR
Tel: +3318288 0124

www.globalsign.fr
ventes@globalsign.com

GlobalSign DE
Tel: +49 800 723 798 0

www.globalsign.de
verkauf@globalsign.com

GlobalSign NL
Tel: +31 20 8908021

www.globalsign.nl
verkoop@globalsign.com
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