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Introduction

Using PDF signing to certify and add approval signatures to electronic document workflows offers the same assurance of
origin and integrity as a wet ink signature. PDF Signing can be used by an individual as well as an entire Enterprise to assure
the recipient that the document is authentic, comes from a verified source, and has not been tampered with. This is seen
across multiple verticals including architecture, engineering, and construction.

To add a digital signature to a PDF document a PDF signing application is required. These applications range from simple
online solutions to desktop solutions which allow you to create, edit, collaborate on, and sign PDF documents. This solution
guide has been created to demonstrate the purchasing and configuration of GlobalSign’s PDF Signing Certificates with the
PDF signing application BlueBeam' Revu’.

GlobalSign Certificates

As a member of both Adobe’s Certified Document Services (CDS) and Approved Trust List (AATL) GlobalSign’s PDF Signing
certificates are compatible with all versions of BlueBeam  Revu’. The type of certificate license you will require will depend
on the number of users and volume of PDF documents which will require signatures. This guide will cover both scenarios
outlined below:

e Individual: ideal for an individual with the need to sign PDFs (<2,000 signatures per year). If this is the solution
you are looking for please proceed to Appendix A: Purchasing Individual PDF Signing Certificates.

e  Enterprise PKI (EPKI): ideal for organizations with multiple individuals with the need to sign PDFs and have the
added benefit of managing all certificates in a central location. This centralizes lifecycle management including
issuing, renewing, revoking, and reissuing. If this is the solution you are looking for please proceed to the next
step, Step 1 — Establishing an EPKI Account.

Step 1 - Establishing an EPKI Account

If you do not already have a GlobalSign EPKI Account, you will need to register for an EPKI account and setup a Certificate
Profile. A Certificate Profile will serve as a pre-vetted organization template containing the organization’s identity records
(such as organization name, city, state, etc.) that end user certificate requests will be issued from. Verifying the
organization’s identity associated with a profile typically takes between 2 and 3 business days.

If you already have an EPKI Account, please proceed to Step 2- Registering Users for PDF Signing Certificates.

If you do not already have an EPKI Account, please follow the instructions below:

1. Navigate to https://www.globalsign.com/pdf-signing/ . Click How To Buy.

PDF Signing Ce

Create certified PDF docum
Adobe CDS

2. Click Select under the Desktop Enterprise Level option.


https://www.globalsign.com/pdf-signing/

Desktop
Enterprise Level
PDF Signing Cerificates stored on
USE token for deskiop deployments.

For organizations who need multiple
certificates within their organization.

=

3. If you require a license pack for five certificates you can purchase it by clicking Select under the 5 License Pack option
and complete the purchasing process. For the purposes of this guide it is assumed you require more than five
certificates. Click on Get Quote under the Need More? Option. An account representative will be in contact with you
shortly to help you decide the best options for your EPKI account. The next step will be to register for an EPKI account.

5 License Pack Need More?
PODF Signing Certificate issued to Farvolume pricing and
an individual with credentials information on our EPKI
stored on USB. For organizations management platform, please
that need multiple cerificates. contact your local sales office.
Select Get Quote
4. Register for an EPKI account by entering your account details. Note: this is not the vetted profile information.

Account Details

Please specify details for your account. Your account contact will receive notices regarding your Certificate application
and will be the main contact associated with your GlobalSign Certificate Center (GCC) account. If you are applying on
behalf of someone else, enter their details, and you can specify an additional Technical Contact for yourself later in
the application process.

First Name Required
Middle Name or Initial
Last Name Required

Email Address Reguir=d
Pleas = will be used in the spp

Phone Number Required

Fax Number

Organization Name Required

Department

Street Address 1 Required

Street Address 2

City Required

State / County Requir=d

5. Choose a username and password. An account number (PAR####) will be appended to the username you choose. Click
Next to continue.



GlobalSign Certificate Center (GCC) Login Details
Your GCC account allows you to manage all your GlobalSign Cerificates and provides fast access to ordering additional
products and renewing, reissuing and revoking current Certificates. Please create a memorable Username and Password.

Username Required

Password Required

Password(re-enter) Reguir=d

6. Confirm your account information and review the Terms of Service Agreement. Be sure to double check that all
information is entered correctly. Click Next to continue.

Terms of Service Agreement

Globaldign Certificate Center [EOC] Term= opf Jervice -~

Version 1.3

m

1 ATTEETENTE ©F TERM3

1.1 Your u=ze of Globaldign= Globaldign Certificate Centre [F0C) and any related
sy=tem or =oftware [collectively, the Servicel, i=s subject to the term=s and
conditions of thiszs 0T Terms of Service (the CC TaC) between you and
Global3ign. Globkaldign means Globaldign Inc and any entity which directly or
indirectly controls, or iz controlled by, or iz under common control of
Global3ign Inc., including Global3ign NV, GlobalSign E.E., and Global3ign Ltd.

1.2 UTnles= otherwise agreed in writing with Global3ign, your agreement with
Globaliign will always include, at a minimam, the FIC Til. In addition, when
u=ing the Service, you and Flobal3ign =hall be subject to any posted guidelines
or rules applicabkle to GCC Te{, which may be posted from time to time (the
Additional Term=] at http://www.global=ign.com/repository/ All Additional Term=
[including but not limited to our Privacy Policyl are hereby incorporated by

refersnce into the GO TaC. Glokal3ign may al=o offer other services that are
governed by different Term= of Service.

1.3 If shere is any contradiction between the Additional Terms and the ZIC TaC,
then the Additional Terms =hall take precedence in relation to that Jervioe.

1.4 ¥You agree to use the Service only for purposes=s that are permitted by (2} the
ECC TeC and (b} any applicable laws and requlations, including any laws

regarding the =xport of data or software.

2 DE3CRIPTICH OF JERVICE o

¥ | AGREE TO TERMS OF SERVICE

J Back Next D

7. Choose the license pack size of Identity Certificates you wish to purchase. Click Next.



PDF Signing for Adobe CDS
Enterprise PKI Lite PDF Signing for Adobe CDS Department - USB 5 pack
Enterprise PKI Lite PDF Signing for Adobe CDS Department - USB 10 pack

-/ Enterprise PKI Lite PDF Signing for Adobe CDS Department - USB 25 pack
Enterprise PKI Lite PDF Signing for Adobe CDS Personal - USB 5 pack
Enterprise PKI Lite PDF Signing for Adobe CDS Personal - USB 10 pack

' Enterprise PKI Lite PDF Signing for Adobe CDS Personal - USB 25 pack

' Enterprise PKI Lite PDF Signing for Adobe CDS Personal - USB 50 pack

' Enterprise PKI Lite PDF Signing for Adobe CDS Personal - USB 100 pack

Next

8. Choose a validity period to be applied to your license pack (1-3 years).

Optional - Add an additional technical contact (this is commonly used when you are applying on behalf of someone
else). Click Next to complete.

Product Details - Enterprise PKI Lite PDF Signing for Adobe CDS Personal - USB 5 pack

Certificate Validity Requr=d ®1 year S0
Multi-year offers significant per annum (D2 year S0

savings D3 year S0

Campaign Code _||Redeem code
% “Redeem Code", This pa

Coupon Code

TOTAL COST (inc. Tax) S0

Specify an Additional Technical Contact

If you are applying on behalf of someone else, you may specify an additional Technical Contact.

The Technical Contact is typically the person who is responsible for the application process and collection of the issued Certificate.
Click the Enter Technical Contact Details link to create the additional contact.

If you are applying for yourself, you do not need an additional Technical Contact, so please click Next.

NOTE: For PersonalSign 3 Pre applications the issued certificate will not be sent to the Technical Contact.

[Enter Technical Contact Information|

9. Enter the Certificate Profile Details. These details will be vetted and included as the certified identity within your issued
certificates. Click Next to continue.

Important - make sure the details entered are correct as GlobalSign will vet the details you include.



Certificate Profile Details

These details will be vetted and included as the certified identity within your issued Certificate. Make sure the details entered

are correct- we will vet the details you include. To assistyou, some details will be pre-populated from previous pages or from
your GCC account details, you may overwrite these if needed.

Mote. Within the form below you have the ability to define the cerificates DistinguishedMame (DN). One optional element

ig a freeform Qrganizational Unit (QU) description. The QU field allows you to enter a value that suits your business needs with

a description such as “Marketing Team Building 5" for example. It is not mandatory to enter this but please note that

if you choose to ‘Lock a unigue O then this means that the description you have chosen cannot be used again and is

unigue to this profile. An example of where you might choose to do this is for client authentication situations where each certificate
needs one or two fixed unigue strings to allow access such as ‘0" and *OU".

Organization Requirzd |The Max, Inc.

Organizational Unit Opticnal unless locked sz

unigque

[ Locka unigue oL

Locality Optional Bayside
State or Province optional CA
Country Requirsd | United States - US |Z|

10. Complete the payment details.

Payment Details

Purchase Order Number

Enter if you have a PO Mumber. This will be displayed in your Invoice
Payment Method © Payment in arrears

© Credit Card

@ Bank Deposit

11. Confirm your order details. Review and agree to the EPKI Service Agreement. Click Next when finished.



ePKl Service Agreement

international bodyv or indiwvidual that applies for (or seeks renewal of) a
Digital Certificate naming it as the "“Subject”.

# Certificate Revocation List ("CRL"): & collection of electronic data :
containing information concerning revoked Digital Certificates :
# Certification Authority ("CA"): GlokalSign or an entity which is certified by

GlokalSign to issue the Digital Certificate to the “Subject”. GlobalSign is
Applicant’s C& hereunder.

# Contract Signer: Applicant's representative that may sign and submit a
Subscrikber Agreement or other service agreement.

# Digital Certificate: A collection of electronic data consisting of a Puklic
Key, identifying information about the owner of the Public Key, and validity
information, which has been Digitally Signed by GlobalSign. Certified shall
refer to the condition of having been issued a wvalid Digital Certificate by
Global3ign, which Digital Certificate has not been revoked.

# Digital Certificate Custodian: A nominated individual responsible for the
lifecycle of the Digital Certificate. This may or may not be the same entity as
the Subscriber

# Digital Signature: Information encrypted with a Private Key which is appended
to electronic data to identify the owner of the Private Hey and werify the
integrity of the electronic data. Digitally Signed shall refer to electronic
data to which a Digital Signature has been appended.

# Local Registration Authority (LRA): An entity appointed (other than
GlokalSign) that has the responsibility to identifv and authenticate Subscribers
requesting Digital Certificates. The LRA does not issue Digital Certificates. It
merely requests the issuance of Digital Certificates on behalf of Subscriber
whose identity it has werified.? Under this Agreement, the organization agreeing
to this Agreement is deemed to ke the LER

# North American Energy Standards Board (NRESB) Public Eey Infrastructure (PEI)
Standards ? WEQ-012 3.0 and HMAESE Accreditation Requirements for Authorized
Certification Authorities. The technical and management details which a P

| AGREE TO THE ePKI SERVICE AGREEMEMNT

EEECTE TR

12. The next screen will display your username and information about your profile. Save this information for your records.

Application Completed

User ID PAR96168_savedbythebell
License 1D ML201312032352
Profile ID MP201312031637

Once you have successfully created an EPKI account, your information will be sent to our vetting team. Vetting your
organization details can take up to 2-3 business days. Once the vetting process is complete, you will receive an email
notifying you of its completion.

Once your EPKI account is setup and established, please continue to Step 2 — Registering Users for PDF Signing
Certificates.

Step 2 - Registering Users for PDF Signing Certificates

There are three options that the EPKI Administrator can use to “invite” users to apply for pre-approved digital certificates:
e  Single — New Certificate (Order Certificates)
e  Multiple — New Certificate BULK (Order Certificate BULK)

The following steps will walk you through the single invite process using the Order Certificates function. If you are looking
to invite multiple users please refer to the instructions found in the EPKI Administrator Guide:
https://www.globalsign.com/support/ordering-guides/globalsign-epki-admin-guide.pdf

1. Login to your GlobalSign Certificate Center (GCC) account at www.globalsign.com/login/.

2. Select the “Enterprise PKI” tab found on the top menu bar.


https://www.globalsign.com/support/ordering-guides/globalsign-epki-admin-guide.pdf
http://www.globalsign.com/login/

ENTERPRISE PKI &

Please note: if this is your first time logging in your menu options will be limited. For first time users, you will need to enroll
for an “EPKI Administrator Certificate”, which is an authentication certificate needed to access secure areas of GCC such as
the Certificate Management section. Please follow the steps below to enroll for your administrator certificate.

Click the Get EPKI Administrator Certificate link in the left hand menu to start the enrollment process.
Follow the prompted steps to enroll and install your certificate.

c. If you need further assistance and detailed instructions on how to enroll for your EPKI Administrator
Certificate, please see our administrator guide located at
https://www.globalsign.com/support/ordering-guides/globalsign-epki-admin-guide.pdf

3. Inthe left hand menu, select Order Certificates under My Certificates.

o GlobalSign_ PAR52316_EvanTest  Locout @#Tec

TEL | US +1 877 775 4562 | EMEA

ACCOUNT & FINANCE ) MANAGEDSSL [ | CODESIGNING PERSONALSIGN,

= POF SIGNING for ADOBE CDS

SSL CERTIFICATES

E

&PKl Home License Selection

MY CERTIFICATES

Order Certificates
Order Certificate BULK Enterprise PKIl - Home

Search Certificates

PKCS#12 Bulk

Registration and Pickup

Search PKCS#12 Bulk e —

3 =N
Order History | a=py ! /
© Approve Pending —'v(g;; L 0, r 4
= — —

Certificates 3

© 00O

(4]

Find Licenses Configure Profile Manage Portal Edit Email Templates
MY LICENSES

© Orderlicenses

4. Next, select the Profile and License pack that you want to issue the certificate from. In most cases there will be only
one option for each area. Click Next.


https://www.globalsign.com/support/ordering-guides/globalsign-epki-admin-guide.pdf

0 GlobalSign.

ACCOUNT & FINANCE [

ePKl Home

MY CERTIFICATES

© Order Cerificates

© Order Cerificate BULK

© Search Cerlificates

© PKCS5#12 Bulk
Regiztration and Pickup

© Search PKCS5#12 Bulk
Order History

@ Approve Pending
Cerlificates

MY LICENSES

© Search License Orders

MY PROFILES
@ Profile Configuration
© Search Profiles

MY ORDERING PORTAL
@ Portal Configuration

i05 CERTIFICATES
@ Editi0s Configuration

EMAILS

@ Manage E-mail
Templates

@ View All Sent Emails

SSLCERTIFICATES [

1. Product Details

PAR52316_kimj Logout ."Technical Support Cenfer %=~ Contact Us
TEL | US +1 877 775 4562 | EMEA +32 16 891900 | UK +44 1622 766766

MANAGEDSSL Bl P W ENTERPRISEPKI =

¥ Certificate Identity Details 3 Confirm Details

Product Details
Frofile
Profile ID BaseDN Organization Organization Unit
MP201204040879 Enabled GlobalSign Test AD Client Auth Test
MP201303281292 Dizabled GlobalSign, Inc.
= | MP201310101551 Disabled GlobalSign Test 2
License
Service License Unused number
) | Enterprise PKI Lite For Personal Digital 1D 1 year 14
Enterprize PKI Lite For i0S Authentication 1 year 16
Enterprize PKI Lite PDF Signing for Adobe CDS Personal - USE 1 year 11

5. Next, complete the Certificate Identity Details.

Provide the end-user identity details.

a. Important - Establish a one-time Pickup Password. The user will need this password to install the
certificate onto their device; you must deliver this Pickup Password in an out-of-band method.

b. Optional - enter a reason or note associated with the registration. This note will appear in the Order
History section of EPKI and may be useful for audit purposes.

Click Next to continue.
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S5L CERTIFICATES [ MAMAGED 55L B

Product Select

Select Profle 3 DENHGEIERGERTGIWELEIEY 9%  Confirm Detalls

Certificate Identity Details

Common Hame Reguined

organization GiobalSign Teet
Organizational Unit [Profie] AD Cliznt Auth Test
Organizational Unit

Locality Partsmauth

Stata or Province HH

Country Uniied Siates - US

Emall Addreas R=ouired

Plckup Paaswond s=guird
Passwond must be 8 minimumn of 8 characiers. Alpha-numerc values cnly (A-Z, 0-3)
Eaﬁamrd G-enemﬁgi [
Wihen the passwond astometic operaion generafion Dufton & preased, a random pessword
auicerabc construcionis set.
Plickup Paszwaord (re-enter) Regund
Mama s
-
4 {1 ] ¥

- — ——




6. Review and confirm registration details. If satisfied, click Next to complete the registration.

PARSZ316_kimj Logout &@Technical Support Center gesContact Us
TEL | US +1 877 775 4562 | EMEA +22 15 201900 | UK +44 1622 765786

g SSLCERTIFICATES B MANAGEDSSL  [] |  CODESIGNING PersoNA m
Product Selectio

1. Product Details 2. Completed /

Select Profile 3 Cerfificate Identity Details 55 [ttt

Confirm Details

Product Details
Profile ID MP201204040378
License 1D MLZ01404212667

Certificate ldentity Details

Common Name PDF Signing

Organization GlobalSign Test

Organizational Unit AD Client Auth Test

Locality Portsmouth

State or Province MNH

Country United States - US

Email Address : ¥@globalsign.com
Memo

i ——

The registration is now complete and as indicated the Enrollment Invite will be sent to the email address specified in the
Certificate Identity Details. Please continue to Step 3 — Installing Your Certificate to see how the user will complete the

certificate pick-up and installation.

12



CODE SIGNING, FERSONALSI

g] SSLCERTIFICATES MANAGEDSSL Bl e el ENTERPRISEPKI =

Product Selection
P, 2. Completed

Application Completed

Application Completed

Order Number MP 5201404246166

What happens next?

An Enrollmeant Imvite will be sent to the emsil sddress specified in the Certificate |dentity Details.

The recipient will nesd the “Pick up Passwaord” to complete the cerificate installation. Please provide the Pick up Password
n & secure and cut-of-band method.

GlobalSign Certificate Center (GCC)

Use the GlobalSign Certificate Center fo:

- Rieizsue your Certificate

- Purchase additional Cerificates quickly

- Download issued Cerfificates in multiple formats:

- Easily renew expiring Cartificates (and reporing of upcoming renewals)
- Change your contact information

- Add new Lisers & manage xdsting Users

Step 3 - Installing Your Certificate
Now that you have issued a PDF Signing Certificate it will need to be installed on a USB token. GlobalSign has standardized
on offering SafeNet iKey USB tokens which will be shipped to you once the vetting process has been completed.

Once you receive the tokens you will need to take the following steps to complete the installation:
e Install the GlobalSign SafeNet Utility Drivers
e Initialize the USB token and set your USB token password
e Install the GlobalSign certificate on the USB token

Note the certificate must be installed within thirty (30) days from the date the order was placed.

For detailed instructions on the steps outlined above please review the GlobalSign PDF Signing Certificates Installation
Support guide: https://www.globalsign.com/resources/installation-guide/pdf-signing-installation-guide.pdf

Once you have successfully installed the certificate onto your USB token please proceed to Your Certificate as a Digital ID

o N
in BlueBeam Revu .

Your Certificate as a Digital ID in BlueBeame Revue

With locally stored digital certificates you would typically be required to create a new digital ID within BlueBeam" Revuw,
however with GlobalSign’s PDF Signing Certificate on a USB token, the certificate automatically displays as an available
digital ID once plugged into the computer.

1. To view your Digital IDs you will need to navigate to the Manage Digital IDs dialog by selecting Document > Signatures
> Digital IDs...


https://www.globalsign.com/resources/installation-guide/pdf-signing-installation-guide.pdf

Document

Markup

Sm-q

Prrint E-ma

0

-

Studio

2. Once in the Manage Digital IDs dialog you will see your PDF Signing Certificate displayed as an available digital ID.

Yianage Lhigit:

Measure

Window

Help

MName

PARSZ316_kimj
Kimbery Johnson

Kimbery Johnson(GM O

Location

Windows Cerificate Store
Windows Cerificate Store
Windows Cerificate Store

|dentity
MName: lzsued By:

Starts:
Expires:

Organizational Unit:
Organization Mame:
E-mail Address:
Country / Region:
Usage:

Using Your Certificate in BlueBeame Revue

There are many different signature combinations and types within BlueBeam' Revu’. The following steps are to show a
basic signing of a PDF document so that you can understand the process of using a GlobalSign PDF Signing Certificate. For
all other signature scenarios please refer to the available BlueBeam' documentation and support page:
http://www.bluebeam.com/us/support/.

1. With a PDF document open select Document and from the Signatures drop down menu select Sign Document.

Document Measure Window

Markup

S m-q

Help

Prrint E-ma Studio

NE (i T©

2. Use the cursor to draw the signature area on the document. Once the signature area is defined the Sign dialog will
appear.

14


http://www.bluebeam.com/us/support/

Digital 1D:
[Kimbery Johnson{GM Operate v | View... | | New.. |

Password:

Signature Type
@ Digital Signaturs
) Document Certification

Fill in forms and digital signatures

Cptions

ditor, viewer, markup and collaboration technology with reliabl

R - 5 . . .
== s to a whole new level. The flexible interface is artfully designe

Location: :uments that you need, when you need them. Simply put, there

Contact Info:

Appearance

[Standard Text | Edt.. || New.. |

e sty sgnaed oy
dhrsen (M Cpe
e

Kambely Jahnson(GM Gperator) goe, B 11 Bgeiee o o

O=EM GlobalSign Inc, OU=GWOA,
L=Forismouln. S=New Hampshire, C=Lt5
Diafiec 2044.04 24 14:51:32.0400

ABEBAE."

With the Sign dialog open use the Digital ID drop down to select your GlobalSign PDF Signing certificate. Select the
Signature Type, fill in any options and adjust the Appearance as required. Click OK to continue.

For further information on how to customize the appearance of your signatures please review Appendix B: Applying
and Customizing Digital Signatures.

15



Digital 1D
| Kimbery Johnson{GM Operate ~ || View... | | New.. |

Password:

Signature Type
i@ Digtal Signature
() Document Cerification

Fill in forms and digital signatures

Cptions
Reason: | am the author of this document

Location:  Mew Hampshire
Contact Info:

Appearance

’StandardText vH Edit... H Mew...

Digitally signad &y Hivkarly
Jnhneen(GM Cparaber|
o

E=b + B n ugglobalsgn. com
Kamberly Johnsan(GAl DIperaton) & s Sas e ol

L=Poismout. S=New Hampshire, C=li5

Lecation: New Hampshire

Feason: | am the author of this document

Diafes 2044.04 24 14:54:54.04'00

| ok || Cancel |

4. You will be prompted to save the PDF. Choose the desired location and click Save.

Save As

Organize « New folder

-
4.7 Favorites =

“ Libraries

BE Desktop 1 .J,ﬂ::llj Systern Folder
& Downloads 5
=] Recent Places Kimberly Johnson
— % System Folder
4 o Libraries ,
j [ | Computer
> (] Documents (=S| System Folder
> @t Music '

» = Pictures 0  Metwork
- B Videos i L Systern Folder

File name: Getting Started

c O T -

X

- @

Save as type! [PDF Files (*.pdf)

~ Hide Folders Save ] [

16




5. The Token Logon will appear for your USB token. Enter the Token Passphrase and click OK.

S Token Logon

@ Globalsign.
QMO et Groce

Enterthe Token Passphrase.

Token Name: Kimberly's GM Token

Token Passphrase: |

Current Language: EN

6. You have now signed the PDF document and your signature appears in the designated signature area.

Digitally sigrad by Kimberdy Johnson(GM Oparatar)
OM:E= & 1 o & ni@glebalsign.com,
CH=Kimberly Johnson{GM Operator), O=GMO
; 1Sign | =GMOA, L=F th, S=H

Kimberly Johnson(GM Operator) e, o e o FrFersmaun, S=tew
Localion Mew Hampshira
Heaasan: | am the aulhor of this dacument
Drate: 20140424 14:53:01-04700"

Appendix A: Purchasing Individual PDF Signing Certificates
The type of certificate license you will require will depend on the number of users and volume of PDF documents which
will require signatures. This section is to explain the ordering process for individuals with the need to sign PDFs (<2,000

signatures per year). If you are looking for a greater volume of certificates please review the section on GlobalSign
Certificates.

1. Navigate to https://www.globalsign.com/pdf-signing/ . Click How To Buy.

PDF Signing Ce

Create certified PDF docum
Adobe CDS

2. Click Select under the Desktop Individual Level option.

17


https://www.globalsign.com/pdf-signing/

Demnp
Individual

POF Signing Certificate stared an
|58 token for desktop deployments.

Purchase individual certificates if
you need 5 or less,

Select |

3. Select your region from the dropdown menu and click Select and Continue.

Select Region:

Please Select your Region M

To best serve all our worldwide customers, GlobalSign has numerous of Global offices.
Please select your Country or Region to ensure you receive the best support from our staff
in the most appropriate local office.

[ Select and Continue |

4. Select the product from the following options. It is recommended for most individuals to purchase the Medium Volume
license pack for up to 2,000 signatures per year. Once you have selected your product click Select and Continue.

For Individual Use USB Device Included
PersonalSign Pro USB - Low Volume Lt LiErE 2 e
Credential issued to individual for up to 500 certifying or approval signatures $370 $669 $875

» PersonalSign Pro USB - Medium Volume LR LEE Dl
Credential issued to individual for up to 2000 cerifying or approval signatures $570 $995 $1 339

5. Your order will then be processed and the Certificate Application will appear. Complete all required information of the
application and click Next. Note: this is not the vetted certificate information.

18



Account Details

Please specify details for your account. Your account contact will receive notices regarding your Certificate application
and will be the main contact associated with your GlobalSign Certificate Center (GCC) account. If you are applying on
behalf of someone else, enter their details, and you can specify an additional Technical Contact for yourself later in
the application process.

First Name requirad
Middle Name or Initial
Last Name R=quired

Email Address Rzquired

Phone Number Requirsd

Fax Number

01822

Organization Name Required

in full, including Inc, Ltd, NV, Plc etc

Department

Street Address 1 Requirzd

Street Address 2

City Required

State | County R=quired

You will also need to choose a username and password. An account number (PAR#####) will be appended to the
username you choose. Click Next to continue.

Global Sign Certificate Center (GCC) Login Details
Your GCC account allows you to manage all your GlobalSign Certificates and provides fast access to ordering additional
products and renewing, reissuing and revoking current Cerificates. Please create a memorable Username and Password.

Username Requirsd

Password Required

Password(re-enter) Requir=d

Next

6. Confirm your account information and review the Terms of Service Agreement. Be sure to double check that all
information is entered correctly. Click Next to continue.

19



Terms of Service Agreement

Glokaldign Certificate Center [(GCC) Term= ogf Jervice s

Version 1.3

m

1 ACCEPTANCE OF TERM3

1.1 Your use of Globaldigns Globaldign Certificate Centre [(E0C) and any relaced
system or software (collectively, the Jervice), is=s subject to the terms=s and
condition= of this G0C Term= of Jervice (the ZOC Tol) between you and
Glokaldign. Glokaldign means Globkal3ign Inc and any entity which directly or
indirectly controls, or is controlled by, or is under common control of

Flokaldign Inc., including Flokaldign WV, Globaldign E.E., and Globaldign Lud.

1.2 Unle== otherwi=ze agreed in writing with Glokaldign, your agreement with
Glokaldign will alway= include, at a minimum, the 0T T&C. In addition, when
u=ing the Service, you and Glokaldign shall be =ubject to any posted guidelines
or rules applicable to &0C T&l, which may be posted from time to time (the
Zdditional Term=} at http://www_global=ign.com/repository/ 211 Additional Terms=
[including but not limited to our Privacy Policyl are hereby incorporated by
reference into the G0C TaC. Glokaldign may alsoc offer other =mervice=s that are
governed by different Term=s of Service.

1.2 If there i=s any contradiction between the Additional Terms and the GOC TeC,

then the Additional Term= =zhall take precedence in relation to that Jervice.

1.4 You agree to u=ze the Jervice only for purpo=ses that are permitted by (al the

FC0C Tel and (b} any applicable laws and regulations, including any laws
regarding the export of data or software.

2 DE3CRIFTICN OF SERVICE P

¥ | AGREE TO TERMS OF SERVICE

C e | o
7. Choose a validity period to be applied to your license pack (1-3 years). Click Next.

| 1. Account Setup ) ‘ 3. Completed )

Product Detai > Specify your certificate informa > Payment 3> Confirm Details

Product Details - PDF Signing for Adobe CDS Personal Pro >USB >Medium

Certificate Walidity Required =1 year 8570

Multi-year offers significant per annum 2 year 5995

savings U3 year 31,339

Campaign Code | ||Redeem code|

er and click "Redeem Code”™. This

Coupon Code |__ _ S ||Redeem Code|

TOTAL COST (inc. Tax)

8. Next, complete the Certificate Identity Details. These details will be vetted and included as the certified identity within
your issued certificate.

Important - make sure the details entered are correct as GlobalSign will vet the details you include.
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Important - Establish a one-time Pickup Password. You will need this password to install the certificate onto your
device. If you forget this password you will need to resubmit your order. Please copy it somewhere safe.

Optional - Add an additional technical contact (this is commonly used when you are applying on behalf of someone
else).

Click Next to continue.

Create Temporary Pickup Password
Please create a temporary pickup password. You will only need this during the installation process.
This is notthe same as your account password.

Ifyou forget this passwaord you will need to resubmit your arder. Please copy it somewhere safe.

Pickup Password Requirzd

Password must be 8 minimum of 8 characters. Alpha-numeric values only (A-Z, 0-9)

Pickup Password (re-enter) Rzquirzd

|£|Required | have copied this password to a safe location

Specify an Additional Technical Contact

Ifyou are applying on behalf of someone else, you may specify an additional Technical Contact.

The Technical Contact is typically the person who is responsible for the application process and collection of the issued Certificate.
Click the Enter Technical Contact Details link to create the additional centact.

Ifyou are applying for yourself, you do not need an additional Technical Contact, so please click Mext.

MOTE: For PersonalSign 3 Pro applications the issued certificate will not be sent to the Technical Contact.

Enter Technical Contact Informationl

9. Complete the payment details.
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10. Confirm the details you have entered and agree to the DocumentSign Subscriber Agreement. Click Next to continue.

DocumentSign Subscriber Agreement

Certification Ruthority ("CA"): An crganization that is responsikle for the -
creation, issuance, revocation, and management of Certificates. The term
applies equally to both Roots Chs and Subcrdinate CRAs. GlobalSign or an entity
which iz certified by Gleokballign to issue the Certificate to the “Subject”.
GlockalSign is Applicant’s CA hereunder.

Compromise: A viclaticn of a security policy that results in loss of control
over sensitive information.

Digital Signature: To encode a message by using an asymmetric cryptosystem and a
hash function such that a perscn having the initial message and the signer's
Public Hey can accurately determine whether the transformation was created using
the Private Key that corresponds to the signer’s Public Eey and whether the
initial message has been altered since the tranaformation was made. Digitally
Signed shall refer to electronic data to which & Digital Signature has been
appended.

Domain Name: The label assigned to a node in the Domain Name System.

Domain Mame Registrant: Sometimes referred to as the “owner” of z Domain Name,
but more properly the perscon(s) or entity({ies) registered with a Domain Name
Registrar a3 having the right to control how a Domain Name is used, such as the
natural person or Legal Entity that is listed as the ™Registrant” by WHOIS or
the Domain Name Registrar.

Domain Name Registrar: A perscn or entity that registers Domain Names under the
auspices of or by agreement with: (i) the Internet Corporation for Assigned
Names and Numbers (ICANN), (ii) & national Domain Name authority/registry, or
{iii) & Metwork Information Center (including their affiliates, contractors,
delegates, successors, or assigns).

Domain MName System: An Internet service that translates Domain Names into IP
addresses.

Fully-Qualified Domain Name: 2 Domain Mame that includes the labels of all
guperior nodes in the Internet Domain Name System.

¥/ | AGREE TO THE SUBSCRIBER AGREEMENT

11. A confirmation email will now be sent to the email address you provided earlier. To approve the application you need
to click the approval link within the approval email. Only if you approve the application will the certificate be issued.
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12. Review the application details and APPROVE the application.

o GlobalSign.
I ——

. APPROVE or DO NOT APPROVE Certificate Application

An application for a PDF Signing <Personal3ign Pro= Certificate for Kimberly Johnson (GlobalSign)
has been received.

In order to issue the Cerificate, the right of the applicant to apply for the Certificate must be
validated.

The following Applicant details were submitted during the ordering process.
Flease review the Applicant details below, and then:

Click | APPROVE to authorize the order, or;
Click | DO NOT APPROVE to reject the order, the Certificate WILL NOT be issued.

Application Details

Contact Middle Mame

Crder 1D DS201404241162
Commaon Mame Ciebe= L
Contact First Mame Jdohn

Contact Last Mame Smith

Contact Phone 6031234567

Contact Email e L acee-. (@globalsign.com
Organization (O) GlobalSign

Locality (L) -

State (3) -

Country (C) us

Application Email @globalsign.com

Application Date 2014-04-24 19:40:03.358

| APPROVE | | | DO NOT APPROVE

Please contact support if you require further assistance.

Once you have successfully ordered your PDF Signing Certificate and your application will be sent to our vetting team.
Vetting your application details can take up to 2-3 business days. Once the vetting process is complete, you will receive an
email notifying you of its completion. Once the vetting process is complete please proceed to Step 3 — Installing Your

Certificate.
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0 GlobalSign.
[

] ™ank you, you have APPROVED the Certificate Application

The Email Approval step of the vetting process for your PDF Signing <Personal3ign Pro= Cerificate
for Kimberly Johnson (GlobalSign) and Order ID D5201404241162 has been APPROVED.

Far GlobalSign products that require only Email Approval, the Certificate will shortly be issued. For
GlobalSign products that require additional vetting steps, a vetting agent will ensure they are
completed as soon as possible. You do not need to do anything else at this stage, you will be
contacted if required.

Please contact support if you require further assistance.

URL: hitp:ifwww.globalsign.com/suppart
E-mail: support@alobalsign.com

© GlobalSign All rights reserved.

Appendix B: Applying and Customizing Digital Signatures

Further details on managing the appearance of signatures, adding the signature field and signing in fields can be found in
the following BlueBeam' Revu’ Tutorial: http://www.bluebeam.com/us/bluebeam-university/pdf-tutorials/revu-10/digital-
signatures.pdf

GlobalSign Contact Information

GlobalSign Americas GlobalSign EU GlobalSign UK

Tel: 1-877-775-4562 Tel: +32 16 891900 Tel: +44 1622 766766
www.globalsign.com www.globalsign.eu www.globalsign.co.uk
sales-us@globalsign.com sales@globalsign.com sales@globalsign.com
GlobalSign FR GlobalSign DE GlobalSign NL

Tel: +33 1828801 24 Tel: +49 30 8878 9310 Tel: +31 20 8908021
www.globalsign.fr www.globalsign.de www.globalsign.nl
ventes@globalsign.com verkauf@globalsign.com verkoop@globalsign.com
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