AGoHeHTCKMI goroBop Ne Ha oKa3aHue ycnyr Y4oCToBepsiloLLEero LeHTpa — sepcusa 5.4
r. MockBa 2024 .

Hecmomps Ha nepesod Hacmosiwezo [loeogopa Ha SA3bIK, OMIUYHbIO OM aHa/ulcKo2o, 8epcusi Hacmosiueao
[loeoeopa Ha aHenulickoM fi3blKe ecezada s8/semcss KOHMPOsIbHOU U eOUHCMBEHHOU OCHO80U 07l MOJIKO8aHUSs
ycnosul Hacmosiujeeo [Jozosopa.

BHUMATENIbHO MPOYTUTE HACTOALLMA [OOrOBOP, MPEXAE YEM WCMOMb30OBATH LIMGPOBOWU
CEPTU®VKAT, BbIOAHHBIA BAM UNN BALLEA OPTAHW3ALW. MPU MOLAYE 3AABKM HA MONYYEHUE
LM®POBOIo CEPTUOUKATA Bbl MPUHUMAETE YCNOBUA HACTOAWENO OOMOBOPA. ECIN Bbl HE
NMPUHNMAETE YCIIOBMA HACTOALWENO OOroBOPA, HEMEANEHHO OTMEHUTE 3AKA3 B TEYEHWE
CEMW (7) OHEM C MOMEHTA BbIMYCKA LM®POBOIrO CEPTUDUKATA, YTOBbI MONYYUTb MOJHbLIN
BO3BPAT CTOMMOCTWU. ECIMN Y BAC BO3HUWKINU BOMNPOCHLI MO HACTOAWEMY [JOroBOPY,
OBPATUTECH K HAM MO 3JIEKTPOHHOMY ALIPECY: legal@globalsign.com

«GlobalSign» — 310 opraHusaumm, y kotopbix AGOHEHT pa3mellaeT 3aka3 Ha npuobpeteHne CepTtudukata, GMO
GlobalSign K.K. (Anonus), GlobalSign China Co., Ltd. (Kutan), GMO GlobalSign Ltd. (BenukobpuTtaHus), GlobalSign
NV (Benbrus), GMO GlobalSign, Inc. (CLUA), GMO GlobalSign Pte. Ltd (Cunranyp), GMO GlobalSign Inc.
(Pvnmnnunbl), GMO GlobalSign Certificate Services Pvt. Ltd (MHgus), OO0 «Oxn-Om-O moban CanH Pawa»
(Poccust), GMO GlobalSign Solutions in Technology S/A (Bpasunus) unn GMO GlobalSign FZ LLC (O6beguHeHHble
Apabckne OwmupaTtbl). HecmoTpsi Ha BbllleckasaHHoe, ecnu AOGOHeHT 3akasbiBaeT KBannduumpoBaHHLIN
ceptudukat elDAS EC, «GlobalSign» o3HauaeT GlobalSign NV (Benbrus).

HdaHHbin aboHeHTCKkMI goroBop (danee no Tekcty — «[oroBop») 3akmtodéH mexgy OBLecTBOM C OrpaHMYeHHOW
OTBETCTBEHHOCTbIO «[kn-OM-O MMmoban CanH Pawa» (ganee no tekcTy — «KomnaHus GlobalSign») B nuue
eHepanbHOro aupektopa PbpkukoBa [OmMuTpus AnekcaHgposuya, OeWCTBYIOLWLEro Ha OCHOBaHMM YcTaBa, U
OOLecTBOM C OrpaHMYeHHOW OTBETCTBEHHOCTbIO «  » (danee Mo TekCTy — «ABOHEHT») B fnuvue ,
OeNCTBYIOLLEero Ha ocHoBaHuu [YcTasa/[oBepeHHoCTH].

MpeameTom gaHHoro [loroBopa sBNAeTCs okasaHue ycnyr no Bbinycky LindpoBbix cepTudurkaToB u npegocTaBneHne
ycnyr cornacHo pasgeny 3.0 gaHHoro [orosopa. Ycnyru no Bbinycky Lindposbix cepTudmkaToB npegocTaBnsoTcs
nocrne 3aBepLUeHus npouenypbl Bepudmkaumm AboHeHTa. OnnaTta npousBoguTca B TedeHue 15 (NAaTHaguatwh)
KaneHaapHbIX AHeW ¢ MOMeHTa Bbinycka Lindposoro ceptudukara.

1.0  TepMuHbI u onpeaeneHus
B HacTosAwmn [loroBop BKMYEHBI Crieaytowme NoMTUKN Y MHCTPYKUUK:
e The GlobalSign Certification Practice Statement (CPS);
e The GlobalSign Warranty Policy;
e The GlobalSign Payment Terms;

TekyLume Bepcun BbllLeyKasaHHbIX JOKYMEHTOB HaxoaaTca no agpecy: https://www.globalsign.com/en/repository/,
https://www.globalsign.com/en/company/corporate-policies u https://www.globalsign.com/ru-ru/repository-ru.
Tekywasn Bepcusa TpebosaHu CA/B Forum Baseline Requirements Haxogutcs no agpecy
https://cabforum.org/baseline-requirements-documents/.

B HacToswem [loroBope ncnonb3yrTcsa creayowme TepMUHbl 1 onpegeneHus: Jliobble TepMUHbI, UCNONb3yeMble,
HO He onpeperieHHble B HaACTodlWeM OOKyMeHTe, OOJKHbl MMEeTb 3Ha4deHud, NpUCBOEHHbIOE UM B OTpaclieBblX
cTaHgapTax.

AGoneHTckHii 1oroBop No Ha OKa3aHHUe yCIyr Y J0CTOBEPAIONIETO IIEeHTpa — Bepcus 5.4
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3aaBuTenb, NO4ABLUNA CaMOCTOSITENBHO NMOO B nuue ceoero [NpeactaButens, B TOM
yncne MNapTHepa, 3asBKy Ha nonyyeHue (Mnn obHoBneHne) Lindposoro ceptudukarta
1 nonyymBLUMi Takon Lincpposon ceptuncmkat nocne ero Bbinycka YAOCTOBEPSIOLNM
LEeHTPOM.

Kopnopauwns, ToBapuLLECTBO, COBMECTHOE MpeanpuaTne unm WHOe Hpuandeckoe
nnLO, KOHTPONMMPYyeMoe WnNu Haxodsuweecsa nog o6LWMM KOHTpPONeM Opyroro
ropunagnyeckoro nuua wnn opraHa, areHTcTBa, otaena unnm ntoboro npeanpunaTna nog
HenocpencTtBeHHbIM KOHTPONeM rocygapCTtBeHHOro opraHa.

ABOHEHTLI, KOTOpbIE SABNSAKTCA yyYacTHMKamn ABoHeHTckoro [JoroBopa wvnv NpUHSANU
Ycnosusa ucnonb3oBaHusa LindposBoro ceptudumkaTa, Bce MNMocTaBLmUKM NpOrpaMmmMHOro
obecne4veHus, ¢ koTopbiMn Komnanus «GlobalSign» 3akntounna KOHTpaKT Ha BKITOYEHNe
CBOMX KOPHEBbLIX CEpPTU(MKATOB B MNPUIIOKEHUA MpPOrpaMMHOro obecneyeHus
(Hanpumep, Microsoft), pacnpocTpaHseMble Takum [locTaBWMKOM MPOrPaMMHOro
obecneyeHns, 1 BCe nonarawLmMecss CTOPOHbI, KOTOPble pasyMHO nonaralTcd Ha
OeVCTBUTENbHBIN cepTudumkar.

Opuanyeckoe nvuUO, areHTCTBO, AenapTamMeHT, MWHUCTepCTBO, dunuan unm
aHarnornyHoe rocyJapCTBEHHOE yupexaeHue, SBMsoLLEeecs 4acTbio rocyjapCTBEHHOM
CUCTEMbI CTPaHbl, yNpaBnseMoe rocyaapCTBOM, UMM MONUTUYECKoe MNoapasaeneHune
BHYTPV CTpaHbl (HanpuMep: ropoA, OKPYr, NMPOBUHLMA U T. 4.).

Ha OKa3aHHUe yCIyr Y J0CTOBEPAIONIETO IIEeHTpa — Bepcus 5.4
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Pacwupenune Lncdposoro ceptudmkara, kotopoe ykasblBaeT Ha cnocob goctyna K
WHpopmaumm un ycnyram gna wmsgatens Ludposoro ceptudukata, B KOTOPOM
HaxoguTcsa paclumpeHne

MaTtemaTtnyeckn creHepupoBaHHbIV KoY, KOTOPbIN AEPXKUTCA BragenbLemM B cekpeTe
N ucnonb3yetcs, YTobbl co3gaBaTb ONEKTPOHHbIE MOAMUCU UKW ANA paclLMdpPOBKU
ANEKTPOHHbIX JaHHbIX.

MocnepoBaTtenbHOCTL OnNMcaHa B OCHOBHbIX TpeboBaHuax KoHcopumyma CA/Browser
Forum Kk Bblgaye W ynpaeneHuio nyGrvMYHO-OOBEPEHHBIMKU  cepTudmrkaTamm
(«OcHOBHbIe TpeboBaHUuA»), TpeboBaHusax KoHcopumyma CA/B Forum k Bblgaye u
ynpaBneHno MyobrnmM4yHO-A0BEPEHHBIMIN cepTudmKaTaMn C paclUMPEHHON MPOBEPKOW,
OCHOBHbIX TpeboBaHusax KoHcopumyma CA/B Forum K Bblgade v ynpaBneHuto nyonmyHo-
OOBEPEHHbIMM cepTudmKaTammu nognucy Koga

CvmMBonbHOE MMSA, chyxawee Ans WMAEHTUUKALMU WHTEPHEeT-y3NoB B CUCTEME
OOMEHHbIX UMEH (DNS).

CepTtndumkat, cooTBETCTBYOLWMUN TpebOBaHMAM, yCTaHOBNEHHbIM pernameHTom elDAS.

YCTPOMCTBO ANs co3aaHnst ANEeKTPOHHOW nognucu/nevatu, oteedaroee TpeboBaHuAM
npunoxexuns Il Kk pernameHTy elDAS.

3aKprTbIl7I KINMKOY  CYUTAEeTCA CKOMNpPOMETUPOBaAHHbIM, €eClniin ero AdaHHble Obinn
pPacKpbITbl HEAaBTOPM3OBaHHOMY LYy, HEaBTOPMU30OBaHHOE JTMLUO MMESIO K HEMY OOCTYn,
nnn cywecrteyet FIpaKTVI‘-IeCKVIVI mMeTo[, C NOMOLLbKO KOTOPOro HeaBTOPU30BaHHOE NMNLO
MOXEeT PacCKpbITb €ro 3Ha4eHue.

['pynna akcnepToB B AaHHOW OTpacnu, B KOTOPYIO BXOOAT Y4OCTOBEPSIOWNE LEHTPbI U
MocTtaBwukm nporpammHoro obecneyexus. NMogpobHas nHpopmaums 06 aTon rpynne
3KCNepToB AOCTYMHa Mo ccbinke: www.cabforum.org

Jlo6asa mHdopmaumsa (HayyYHO-TEXHMYECKas, TeXHOorornyeckasi, nNpov3BOACTBEHHas,
hMHAHCOBO-3KOHOMMYECKAss WM  MHas, B TOM 4MCre O cpeacTBax 3aluThbl
nHdOpMaLmK, naeHTUdUKaLuumM, ayTeHTudukaLmum, asTopmsaunm (normHax, naponsx u
T.A.), CTaTucTu4eckasi, HdopMaLmsa o KNUeHTax, 0 NPoAyKTax, ycnyrax, pesynbrarax
nccrnegoBaHunm 1 T.4.), nepefaBaemMas 3akasdnkom VicnonHutento B Moo BO3MOXHOW
dopme (YCTHOMW, MMCbMEHHOW, 3NEKTPOHHOW, NHOW), KOTOpas UMeeT AeNCTBUTENbHYI0
NN NOoTeHUMarnbHY0 KOMMEPYECKYIO LIEHHOCTb B CUITY HEU3BECTHOCTU €€ TpeTbuMm
nmuam, K KoTopor HeT cBOGOAHOro A4OCTYNa Ha 3aKkOHHOM OCHOBaHMU 1 0603HaYeHHas
nepepatoen CTopoHON Kak KoHduAeHUnanbHas (B TOM Y1Cre B MOMEHT pPacKpbITUS);
hakT 3aknioveHns u cogepxanve [lorosopa; nepcoHanbHble AaHHble, onpeaensemMble
B COOTBETCTBMM C 3akoHogaTenbcTBoM Poccunckon Pepepaumu, nepegaBaemble
A6oHeHTOM (ero MNpeacTtaButenem), o6paboTka 1 XpaHeHUe KOTOpbIX OCYLLLECTBISETCS
Komnanuen «GlobalSign», a Tarke nobas nHgpopmauus, nonyvyeHHas nyTéM BbINUCKK,
0606LLEeHN MM aHanMTUYeCKNX BbIKagok u3 KoHdpugeHumansHon nHpopmaumn.

CamonognucaHHbin CepTudukaT, BblAaHHbIN KOpHEBLIM YAOCTOBEPSAIOLLNM LIEHTPOM
ans  cobctBeHHoM uaeHTMdMKaumm un Bepudmkauun CepTudurkaToB, BblOaHHbIX
MNogYNHEHHBIM Y4OCTOBEPAOLLNM LIEHTPAM

MpeactaBuTtenb ABoHeHTa nnbo MapTHepa, KOTOpbLIN BnageeT NPSIMO OrOBOPEHHLIMMU
NOTHOMOYMAMK ero npeacTasnaTe B kadecTBe Jlvua, 3anpawwmsatowiero Lindposon
cepTudmkaTt, WM MpeacTaBnsaTb TPETbE CTOPOHY (Hampumep, B KayecTse
nocTaBLLMKa yCryr B CETWN VIHTEPHET Ninn XOCTUHIOBOW KOMMAaHWK), KOTOPbIN 3anonHaeT
n nogaét 3asaBku Ha nonyyeHue Lindposoro ceptudukarta ot umerHn AboHeHTa. Jlnua,
3anpawwuBatowue Lindposown ceptudmkat, MoryT 6biTb NpeaBapuTENbHO YTBEPKAEHDI
nocpeacTBoM Takmx Ynpasnsembix ycnyr kak MSSL nnm ePKI.

Ha OKa3aHHUe yCIyr Y J0CTOBEPAIONIETO IIEeHTpa — Bepcus 5.4
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MpeactaBuTtenb AboHeHTa nNnbo MapTHepa, KOTopbIA BnageeT NPSIMO OrOBOPEHHLIMMU
nonHomo4MaMM ero npeactaenath (i) B kadectse Jluua, sanpawmsatowero Lincpposon
cepTudukat, nnn NpeacTaBnsaTb TPETbE CTOPOHY B KadecTse Jluy, 3anpalumBaroLLmx
Lincpposon ceptudukar, un (i) yrBepxgatb 3asiBkm Ha nonydveHue LimdpoBbix
cepTudukatoB, nodaHHble Apyrumu  Jluuamu, 3anpawwmsaroowmmu  Lindposon
cepTmdukar.

OpraH, OTBETCTBEHHbIA 3a UOEHTUMKAUMIO W ayTeHTUMKauui B LENOM uUnu
yactmyHo «Cybbekta», KoTopomy BnocneactBum OyayT BbigaHbl  Liudposbie
ceptndukatel. «OP» MOXeT nomoratb B Mpouecce nojayn 3asiBKM Ha Bbloadvy
Lindposoro ceptucmkarta nnm B npouecce ero aHHyIMpoBaHus.

MaTemaTnyeckm creHepmpoBaHHbIN KoY, KOTOPbIN HaxoauTcst B CBOGOAHOM oCTyne
1 ucnonb3dyetcs Ans npoBepku LindpoBbix cepTudmkaToB, CO3gaHHbIX NPY MOMOLLN
COOTBETCTBYIOLLEr0 3aKpbITOro Kntoya, U Ans WugpoBaHUSA 3MEKTPOHHbIX AaHHbIX,
KoTOopble MOryT ObITb paclumepoBaHbl TOMBKO MNPU MOMOLLM COOTBETCTBYIOLLErO
3akpbITOro Kno4a.

» basoBble TpeboBaHusa CA/Browser Forum Kk Bbigaye cepTudmnkatos, NOMb3yOLLMXCS
AosepreM o6LLEeCTBEHHOCTH, 1 ynpasneHuo nmm (“basosbie TpeboBaHua”)

* Pexomengaumm CA/Browser Forum no Bbigaye cepTuduKaToB pacLUMPEHHON
npoBepku 1 ynpasneHuto nmm (“Pekomengaummn EV”).

» TpeboBaHus k 6esonacHocTn cetn CA/Browser Forum n cuctemsl ceptrdunkanmm

» BasoBble TpeboBaHus CA/Browser Forum gns nognucu koga (“basosble TpeboBaHus
ans nognucu koga”)

+ BasoBble TpeboBaHus CA/Browser Forum k Bbigade o6LeA0CTyNHbIX cepTUdUKaToB
S/MIME v ynpasnexuio umu (“basosble TpeboBaHusa k S/IMIME”)

* MuHnmaneHble TpeboBaHUA kK 6e30NacHOCTU AN BblAaun CepTUPUKATOB C OTMETKOMN
o nposepke Mark (“TpebosaHna MC”)

« ETSI EN 319 401: 3OnektpoHHble nognuvcn u uHdpactpyktypel (ESI); O6wme
TpeboBaHusa K nonuTUke Ang nocrasLumkos ycnyr gosepus (‘ETSI 319 401”)

* ETSI EN 319 411-1: 3nekTpoHHble noanucu n uidpactpykrypsl (ESI); TpebosaHus k
nonMtuke wu 6GesonacHoCTM ANd MNOCTaBLUMKOB YCryr [OOBepus, BblAalomx
cepTudukatel; HYactb 1: O6wme TpeboBaHma (‘ETSI 319 411-17)

* ETSI EN 319 411-2: OnekTpoHHble nognucu n nundpactpyktypsl (ESI); TpeboBaHus k
nonvtuke w Ge3onacHOCTM ANA  MOCTaBLIMKOB YCIyr [OOBEpWs, BblAaloLMX
cepTndukatel; Yacte 2: TpeboBaHMsA K MOCTaBLUMKAM YCryr OOBEpUs, BblAaloLyM
cepTndukaTbl cooTBeTCTBUA TpeboBaHuam EC (“ETSI 319 411-27)

* ETSI EN 319 421: OnekTpoHHble nognvcy n nHdpactpyktypbl (ESI); TpeboBaHus k
nonutuke 1 6e30nacHOCTM AN NOCTaBLUUKOB YCIyr AOBEPUS, BblAAKOLWMX BPEMEHHbIE
meTkn (“ETSI 319 4217)

* ETSI TS 119 495: OnekTpoHHble nognucyn n uHdpactpyktypsel (ESI); Otpacnesble
TpebosaHus; Mpodunu ceptudukatoB n TpeboBaHusa nonutukn TSP Onsi OTKPbIThIX
©aHkoBckmx onepauun (“ETSI 119 495”)

3aKpbITbIN KMOY 1 aCCOLMMPOBAHHbIN C HAM OTKPbITBIN KIHOY.

Opnanyeckoe nuuo, ynonHomoveHHoe KomnaHwuen «GlobalSign» nepenpogasatb unu
npenocTaBnaTb ycnyrn ADOHEHTY

KOO, KOTOPbIN SIBNSieTCS (PYHKUMOHANbHO BPEAOHOCHBIM UMM CEPbE3HO YSI3BMMbIM
Gnarogaps cogepXaHulo NpPorpamMM-LUNMOHOB, BPEAOHOCHbIX MporpaMm U Apyrux
KoOooB, KOTOpble YycTaHaBnuBawTca 06e3 cormacus  nomnb3oBaTens  w/wnwu
NPOTUBOAENCTBYIOT COBCTBEHHOMY yOaneHuio, W KoOOB, KOTOpble MOryT ObiTb
MCNonb3oBaHbl MYTEM, HE COOTBETCTBYIOLMM 3aMmbIClly €ro MnpOeKTUPOBLUMKOB,
KOMNPOMETMPYS AOCTOBEPHOCTb NNaTopM, Ha KOTOPbIX OHW BbIMOSTHAKOTCS.

Ha OKa3aHHUe yCIyr Y J0CTOBEPAIONIETO IIEeHTpa — Bepcus 5.4
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LleHTpbl cepTtudmkauumn, 4on LndpoBble cepTudukaTtbl NOAMMCAHbI
yOOCTOBEPSAIOLLMM LIEHTPOM, U APYIrMMU NOAYUHEHHBIMY YLL.

KOPHEBbLIM

[omeHHOe MMs, KOTOpOEe BKMYaeT MOMETKM BCEX BbILLIECTOSLIUX Y3MOB B CUCTEME
OOMEHHbIX UMEH B VIHTepHeTe.

MocTtaBwuk nporpammHoro obecnevyeHuss B WHTepHeT-b6pay3epax unu  Opyrux
NPUNOXEHNsIX NPOrpamMMHOro obecneyeHnss MNpoBepsitoLLEe CTOPOHbI, KOTOpble
oToOpaXkatoT WnM MCNonb3ylT cepTudmkaTel M BKYalT B cebs KOpHEeBble
cepTuukaThbl.

dusnyeckoe nuuo, YNOJIHOMOYEHHOE AGOHEHTOM, [OeNCcTBOBATb OT €ro WUMEHMU
cornacHo npsamMmo OFOBOpéHHbIX NOSTHOMOYMIA, npenocTaBJiIeHHbIX eMY ABGOHEHTOM.

MexceTeBol NpoTokon (Tuna "3anpoc-oTBET") UCNoNb3yeTcsa AnNs NofnydeHus craTtyca
oT3blBa LiudpoBoro ceptudmkata B pexume pearbHOro BpeMeHW OT LOBEPEHHOro
cybbekTa («OCSP-pecnoHaepa»).

PernameHnT EBponenckoro MNapnameHTta n Coeeta EBponenckoro Cotoza 910/2014 ot
23 nonsi 2014 r. 06 anekTpoOHHOW MAeHTUUKaLMKN 1 yaoCToBepuTENbHbIX CepBUcax
ONS 9NEeKTPOHHbIX TPaHCaKLMIN Ha BHYTPEHHEM pbiHKe 1 06 oTMeHe [npekTuBbl
1999/93/EC

WHorga ynoMuHaeTcs Kak «Briageneu» AOMEHHOro umeHu, Ho 6Gonee npaBuibHO,
YyenoBeK (Nnan) UM KpugnYeckoe nNuUo (nuua), 3aperncTpMpoBaHHbIE B peecTpe
OOMEHHbBIX MMEH KaK UMeloLmMe NpaBo KOHTPONMPOBaTb MCMOMb30BaHWE OOMEHHOMO
UMEHU. VIMmn MOryT ObITb hM3nYeckue nnu tpuanyeckne nuua, KoTopble YMCHATCH Kak
«PernctpanTtbl» no gaHHbiIM WHOIS nnu peructpa 4OMEHHbIX UMEH.

JInuo wnn opraHusaums, perncTpupyroliMe AOMEHHble UMEeHa noA arvaon unu no
cormnacoBaHuio c¢: (I) VMHTepHeT-koprnopaumen no npuCBOEHUI0 MMEH U HOMEPOB
(ICANN), (II) HauuoHanbHblMK oOpraHamw/peecTpamn AOMEHHbIX WUMEH, unm (lIl)
CNpaBOYHO-MH(POPMALMOHHBIMU  LieHTpaMu  cetu WHTepHeT (B TOM uucrne wux
Adpunnmatamu, nogpsaayYmKkamMu, Jeneratamu, HacnegHukamu unu
npaBonpeemMHNKamm).

CrtaHpapTbl No 6e30MacHOCTU OTKPbIThIX/3aKpbIThiX kntoven (PKI) — WEQ-012 v3.0 u
TpeboBaHna CeBepoamMepMKaHCKOTO COBETA MO 3HEpPreTMYeckMM cTaHgapTam K
YOOCTOBEPEHUIO AN YNONTHOMOYEHHbBIX YOOCTOBEPSOWUNX LEeHTpoB. [logpobHble
OaHHbIE MO TEXHUYECKUM W YnpaBfiEHYECKMM BOMpocam, TpeboBaHUSA K KOTOPbIM
OOMMKEH BbINOMHATL YAOCTOBEPSAOLWUNA LEHTP, 4YTOObl CTaTb YAOCTOBEPSIOLLMUM
LEHTPOM, YMONIHOMOYEHHbIM CeBepoamMepuKaHCKMM COBETOM MO 3HEpPreTUYecKuM
cTaHgapTam.

CepTtudpukar, cogepxawimi AaHHble O CybbekTe uHdopMauum u paclimpeHus,
yka3daHHble B TpeboBaHusx MC, npoBepeHHbIn 1 BbligaHHbIn MVA B cooTBETCTBMM C
TpeboBaHuamn MC, HO OTMETKa KOTOpPOrOo He SBNSETCA 3aperucTpupoBaHHON
oTmeTkon 0 npoBepke (Mark) nnu rocygapcteseHHon oTmeTkon o nposepke (Mark)

MHTepHeT-cepBUC, KOTOPLIA NEPEBOAUT AOMEHHbIE MMeHa B |IP-agpeca.

Cnimcok, BkntoYatoLWwmn B cebs aneKkTpoHHble AaHHble ¢ nHGopMaLumen 06 0TO3BaHHbIX
Lindposbix cepTudmkarax

dusmnyeckoe nmuo, YCTPOWCTBO, cuctema nnm ropuanyeckoe nmuo,
naeHtTudmumpoBaHHble B LludppoBom ceptucdpmkate B kavectBe obbekta. Ecnun
CybbeKkToM SABnSieTCs YyCTPOWCTBO UMM CUCTEMA, TO OHO AOIDKHO HaxoamTbCs nof
KOHTponeM u ynpasneHneM AGOHeHTa.
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YpoctoBepsilowmmn
ueHTp («YLi»)

YnpaBnsiemas ycnyra
MSSL

YnpaBnsemas ycnyra
ePKI

YcnoBus
Mcnonb3oBaHUsA

XpaHuTtenb

LUndpoBoro
ceptudukara

UndpoBas nognucb

LncppoBon
ceptudmkar
OCSP-pecnoHaep

Wildcard ceptucukar

AGoneHTckHii 1oroBop No

Komnanus «GlobalSign» vnu npegnpusitue, Bnagetulee ceptudumkatom KomnaHum
«GlobalSign» Ha Bblgady LUudposoro ceptudgmkata Cybbekty. Komnanus
«GlobalSign» saBnsetca YgoctosepsowmMMm  LeHTpoM  3akasuvMka  COrnacHo
HacTosilwemy [lorosopy.

O6nayHaga cnyxba, koTopasa peanusyeT MeToa ynpasneHus SSL-cepTudmkatamm no
3anpocy. Cuctema MrHOBEHHO Bblaaét SSL-cepTudukaTbl BbICOKOW AOBEPEHHOCTH,
MOXEeT OonTumMmM3upoBaTb pabouve npouecchl, wucnonb3ywwme craHgapt SSL,
YMEHbLUUTE 3aTpaTtbl Ha WX cogepkaHue U BOBpPeMs npenynpeantbs o6 ucteyeHum
CpoOKa Aencteus ceptTudmkaToB

O6nayHasga cnyx06a ynpaBnsaemon nHdpacTpyktypbl PKI, ncnonbsyemas ansi Boinycka
KnueHTckmx ceptudumkatoB GlobalSign v ynpaBneHus umm

lMonoxeHns, KacalolmMecss COXPaHHOCTU W MNpUEMMeMblX NyTen MNPUMEHEHUS
Lindposoro ceptudukaTa, BelJaHHOIO B COOTBETCTBMM C OCHOBHbIMWU TpeboBaHMAMN,
koraa A6oHeHT siBnsetcs Addunuatom YLL.

JInuo, HasHayeHHoe OTBETCTBEHHbIM 3a xpaHeHwe Liudposoro ceptudpmkara. Um
MOXeT BbITb TO e nuuo, 4To 1 ABOHEHT, NMMbo apyroe nMuo.

[na kogupoBaHus COOBLLEHUI C MOMOLLbIO aCMMMETPUYHON KPUMTOCUCTEMbBI N X3LL-
PYHKUUN TakuMm obpasom, YTO NULIO, UMEIoLLee HavanbHOe COOobLLEHNE U OTKPbIThIN
KIntoY NoAnNUCaBLLEro MOXET C TOYHOCTbIO ONpeaennTb, ObINK N1 NPOU3BEAEHLI Kakne-
nmMbo U3MEHEHWsT C UCMNONMb30BaAHMEM 3aKpPbITOrO KJto4a, COOTBETCTBYHOLLENO
OTKPbITOMY KJHOMY MOANUCAaBLLUEro UM ObINO NN UCXOOHOE COOOLLEHME W3MEHEHO
Onarogaps npon3eedEHHLIM NpeobpasoBaHnsaM. [JaHHble, NOANUCaAHHbIE LMGPOBLIMU
noanucsaMn, WMEKT OTHOLLUEHME K SNEKTPOHHbIM daHHbIM C  NpunaraembiMn
LUMPOBLIMM NOAMNCAMMU.

ONEKTPOHHbIA OOKYMEHT, KOTOPbIA MCNOonb3yeT LMAPOBYIO MOAMNUCH ANSA NPUBSA3KK
OTKPbITOrO Krto4a 1 ygoCTOBEPEHMUS NINYHOCTN.

MmeeT 3HaveHue, ycTaHOBMeHHOe B onpegeneHnn TepmuHa [1poTOKON NpoOBEPKU
ctatyca Lindposoro ceptudpukara OCSP.

Lindposon ceptudpmkat, cogepxalmi 3B€30o4ky (*) B KpanHeM NeBOM MOMOXEHUU
noboro M3 NOMHOCTbI0 YTOYHEHHBIX AOMEHHbIX UMEH CcybObekTa, coaepallimxcs B
ceptudukare.
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2.0 MonHomounA Ha ncnonb3oBaHue LindpoBbix cepTucpukaToB

2.1 MpepocTtaBneHne NOJIHOMO4UNA.
HaunHas ¢ [aTtbl BCTYNNeHs B CUIy U Ha CPOK, yKasaHHbIN B KakOM-nMbo BblaaHHOM LindpoBom cepTudukaTe
(«denictButeneH c» go «HewncteuteneH oo»), KomnaHuna «GlobalSign» npegoctaBnaet ABGOHEHTY MNOMHOMOYMS
ncnonb3oBaTh 3anpolleHHbIn UM LindpoBon ceptudumkaT Ons BbIMNOMHEHUS onepauuin ¢ 3akpbiTbiM 1 (Unn)
OTKPBbITLIM KIHOYOM.

22  OrpaHu4eHMs NONTHOMOYMN.
ABGoHeHT o00s3yeTcs wmcnomnb3oBaTb LindpoBoi cepTndmkat TOMbKO € KpunTorpaduyeckum MporpamMmmHbIM
obecneyeHnem, MEILLUM OEVCTBYIOLLYIO JTIMLEH3UIO.

3.0 Ycnyru, npepgoctaBnsemble KomnaHunen «GlobalSign»

Mocne npuHATMA HacToswero [oroBopa v ynnaTtbl HeobXxoAuMMbIX B3HOCOB, mnomumo «[lpepocTaBneHuns
nonHomounn», KomnaHusa «GlobalSign» wnM CTOPOHHWIA MOCTaBLUMK YCryr, HasHadeHHbln KomnaHnen
«GlobalSign», obssyetca npepoctaBnatb cregylowme ycnyru  ABOHEeHTYy ¢ mMomeHTa Bbigaynm Lindposoro
cepTudukaTa.

3.1 Ycnyru no npegoctaBneHuto Cnucka or3biBa LiudpoBbix ceptucpumkaros (CRL), NMpoTtokona npoBepku
craryca LUudposoro ceptucdpukara (OCSP) u nHcpopmauum o6 OpraHax, Bblgawwmx cepTudukaTtbl.
KomnaHust «GlobalSign» o06s3yeTcsi npuHMMaTb pasyMHble Mepbl, Heobxogumble AN Toro, 4tobbl co3gathb,
cobpaTb M caenaTb crnegywoliee OOCTYMHbIM B 3MEKTPOHHOM Buae Ansa Bcex CepTndukaToB, NOANMCAHHBIX U
BblAaHHbIX YaocToBepsowmum LeHTpom KomnaHum «GlobalSigny»:

e Cnuckn ot3biBa LndpoBbix ceptudukato (CRL) ans kaxgoro ceptudukata € ykasaHMeM TOYKU
pacnpocTtpaHeHnuns ceptudmkata CRL;

e PecnoHpgepsbl lNMpoTokona npoepku crtatyca Ludposoro ceptudpmkata (OCSP) gna nwoboro Lindposoro
ceptudmkata ¢ pecnongepom NpoTokona npoBepku ctatyca Lingposoro ceptudgukara (OCSP);

e  UHdopmauno o Lindposom ceptudukate B Mectax [octyna k uHgpopmaumm OpraHuMsauun; npu ycrnosuu,
yto Komnanusa «GlobalSign» He MOXeT HecTM OTBETCTBEHHOCTb 3@ HEBbLIMOJSIHEHME CBOUX 0Os3aHHOCTEN
cornacHo HactosdwemMy [loroBopy B pesynbrate Kakon-nmbo 3adepXku UM HEBO3MOXHOCTU BbINOSIHEHUSA
0bs3aHHOCTEN BCcrieacTBMe MonoMKM obopyaoBaHus unu cbost CpeacTB CBSA3W, KOTOPbIE HE HaxXOoAAaTCcH nog
koHTponem Komnanum «GlobalSign».

3.2 Cnyx6bl1 ot3biBa LincdpoBbix ceptucpmnkaros
Komnanus «GlobalSign» moxeT oTo3BaTb ceptudmkatr no obcroATenbcTtBam, ykasaHHbiM B CPS, wnu ecnu
Komnanus «GlobalSign» nony4uT yBegomneHue, UM MHbIM 06pa3oM CTaHET M3BECTHO, YTO ABOHEHT HapyLuun
Kakme-nnbo u3 cyLlecTBeHHbIX 0653aTenbCTB NO HacTosLweMy [oroBopy.

3.3 FeHepupoBaHue Knto4va
Ecnu Mapbl kntoyen reHepupytotcss Komnanven «GlobalSign» ot umeHnn ABOHeHTa 1 nNpegnaraTcs TOKEHbI UK
PKCS#12, KomnaHus «GlobalSign» ucnonb3yeT HagéxHble CUCTEMbl OMS reHepupoBaHusa Takux [lap knwouen,
npy 3TOM MPUMEHSIOTCA Ccriegylolmne yCrnoBus:

e  KomnaHusa «GlobalSign» reHepupyeT Napbl kntoyer npn noMoLwm nnatdopmbl, KOTopas NOAXOAWT Ans 3TON
uenu n obecneyvmBaeT WwndpoBaHme 3akpbITbiX KOYen npu nx nepegadve AGOHEHTY;

e  Komnanusa «GlobalSign» ucnonb3syeT ko4 NoaXo4sALEN ONMHbI U anropuTm ans ONeKTPOHHOW Nognucw;

e B cnyyae Bbinycka LudppoBoro ceptudmkata nognvcu koda C  PaclUMPEHHON MPOBEpKon, ABOHEHT
npenynpexaéH o Tom, 4to KomnaHusa «GlobalSign» He OyaeT BbinyckaTb Kro4M ONIMHOK MeHee Yyem 3072 OuT.

Komnanusi «GlobalSign» He reHepupyeT Mapbl kntoven ansa ny6nmyHo AoBepeHHbIX cepTudmkaTos SSL.

34 Ycnyrm no ycTaHoBKe ypocToBepeHuss 6e3onacHocTu cauta pAans  Be6-cTpaHuy  (SiteSeal),
ucnonb3ywowmx Uudposbie ceptudmkarsl SSL/TLS, n orBeTsl OCSP/CRL-pecnoHaepoB
Komnanus «GlobalSign» npegoctaBnsieTr 3asButento paspeLleHne Ucnonb3oBatb YAOCTOBepeHMe 6e30onacHoCTm
canTta KomnaHum «GlobalSign» Ha BeG-cTpaHuue 3asButens C MakCMMarbHbIM KOMMYECTBOM MPOBEPOK —
naTbcoT Thicsd (500 000) B paeHb. Komnanusa «GlobalSign» ocTtaBnsieT 3a cobow npaBo OrpaHUYMTb UIK
npepBaTb AOCTYN K yooCTOBepeHusM 6e30macHOCTM caviTa B Cry4yae MpeBbILEHNS OrpaHUYeHus.

KomnaHnus «GlobalSign» npegoctaenseT ycnyrn no npoBepke OeWCTBUTENbHOCTW  BblgaHHoro Lindposoro
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cepTndmkaTa 24 yaca B CyTku, 7 AHEN B Hepdento yepes pecnoHaep [NpoTtokona nposepku cratyca Lindposoro
ceptucdmkata unm CRL-pecnoHgep. Ona kaxgoro Lmdposoro ceptudukata yCTaHOBMEHO OrpaHuyeHne —
naTbcoT Thicad (500 000) npoBepok B AeHb. KomnaHusa «GlobalSign» octaenseT 3a cobon npaBo NpUHYAUTENbHOIO
ucnonb3oBaHus TexHonornm « OCSP Stapling» B cnyyae npeBbILEHUS OrpaHUYEeHUS.

35 Ycnyru metku BpemeHu ansa Lincdposbix ceptudmkatoB nognucu Kkoaga

KomnaHuns «GlobalSign» npegnaraeT BO3MOXHOCTb  YyCTaHaBnMBaTb BPEMEHHYKD  MapKUMpOBKY  KoAa,
noanucaxHoro LindposeiM cepTudmkaTtom nognucy Koga, B kayectse 6€3B03ME3AHON YCIyrn Npu pauuoHarbHOM
eé wucnomnb3oBaHun. Criegysa nepepoBon npaktuke, Komnanus «GlobalSign» pekomengyer ABOOHEHTY
yCTaHaBnMBaTb METKY BPEMEHM MpW MOAMUCU MPOrpaMMHOrO KOAa, WUCMOoNb3ysl COOTBETCTBYHLIME cepBepa
BpeMeHHbIX MeTok. KomnaHusi «GlobalSign» ycTaHaBnvMBaeT OrpaHWYeHne pauuoHaribHOro  KonmMyecTBa
BPEMEHHbIX MapKMpOBOK B TeuyeHue cpoka gencteus Lindposoro ceptndukata nognucy koga n ocTaBnsieT 3a
cobon nMpaBO OTMEHUTb YCMyry WnM NpegycMOTpeTb AOMNOMHMTENbHY0 MnaTy 3a ycnyry, ecnv KOJM4ecTBO
BPEMEHHbIX MapKMPOBOK OKaXeTCHa Ype3mepHbIM No MHeHUo KomnaHum «GlobalSigny.

3.6 Ycnyrm meTku Bpemenu ans Uudposbix ceptucdukaror Adobe Authorized Trust List (AATL)
Komnanus «GlobalSign» moxeT npegoctaBuTb NNaTHyo yCnyry MeTKM BpeMeHu Ans noanvcn gokymeHTos Portable
Document Format (PDF) n Microsoft Office. JlumnT nognucen B rog cornacHo AaHHOMN yCryre CornacoBbiBaeTCcs npu
nogaye 3asaskn. KomnaHusa «GlobalSign» octaBnser 3a cobol npaBoO OTMEHUTb YCRyry unu B3biCKaTb 3a HEé
AOMONHMTENbHYIO NaTy, eCcrn KONMYecTBO onepaumin 0OTMETKN BPEMEHW NPEBbLILLIAET YCTAHOBMEHHbIN IUMUT.

40 O6s3aHHOCTU M rapaHTUM AGOHeHTa
AGOHeHT u/vnn MapTHep rapaHTupytoT Komnanum «GlobalSign» n beHedumumnapam Lindposoro ceptudukara:

4.1 TOYHOCTb AaHHLIX.

AbBoHeHT/lMapTHep BCcerga npegocTaBnsieT TOYHYH, MOMHYH W OOCTOBEPHy uHdopmauuio  KomnaHum
«GlobalSign» B 3asBke Ha nonydenune Liudposoro ceptudmkarta nnm no 3anpocy Komnanun «GlobalSign» B
cBA3n c Bblgaden Lludposoro cepTtuchukata, BkoYas, HO He OrpaHuyMBascb MMeHeM cybbekta, URL K
WH(OPMALIMOHHBIM UCTOYHUKAM W OOMOMHUTENBHOIO onucaHnsa npu odopmneHmn Lindposbix cepTudmnkaTos
noanucu kopa.

4.2 3awmTa 3aKkpbITOro Knou4a.
ABOHEHT MPUHMMaET BCe pa3yMHble Mepbl A4S TOro, YToObl B €AMHONMYHOM MOPSIAKE OCYLLECTBNSATb KOHTPOIb,
obecneynBaTb KOHUOEHUMANBHOCTb, MOCTOSIHHO 3alyMLLIaTbh 3akpbiTbIA K04, CBSA3aHHbIA C 3anpallinBaeMbiM
LindbpoBbiM cepTUdMKATOM 1 MOOBLIMK CBA3AHHBIMU C HUM JaHHblE akTUBALMW WM YCTPONCTBA, Hanp., Naposb unm
TOKEH.

Ons  Uwndposbix ceptudmkatoB nognucu koga ABOHEHT [OKEeH MNpUMHUMATb eOUHOMWYHBLIA  KOHTPOSb,
obecneurBaTb KOHPUAEHUNANBHOCTL U AOMKHBIM 06pa3oM 3aLumLLaTh B COOTBETCTBUK C pa3genom 4.15 3akpbiTbin
KoY, cooTBeTCTBYOWMIN OTKPBITOMY KoYy, KOTOPbIN AOMKeH BbiTb BKNIOYEH B cepTudukaT (1 nobble cBA3aHHbIe
C HMM [aHHble aKTMBauuM WNM YCTPOMCTBO, Hamp., Napoflb Mnu TokeH). ABOHEHT 3asBnseT, 4To OH Oyger
reHepuMpoBaTb W ynpaBnsTb MOObIM YCTPOWCTBOM, XPaHAWMM 3akpbiTble KMo4uM, GesonacHbiM cnocobom, Kak
OMMCaHO B JOKYMEHTE O MyyLUUX npakTukax nognmcaHus koga. AGOHEHT JOMKEH UCMONb30BaTh Naponn, KOTopble
reHepupyloTCca CrydanHbiM 0b6pa3oMm M cogepXaT He MeHee 16 CMMBOMOB, COAEpXaliMxX MpOnucHble OyKBbl,
CTPOYHble ByKBbI, LMpbl U CUMBOSbI.

4.3 NMoBTOpHOE NPUMEHEeHUEe 3aKPbITOro Krrya.
ABGOHEHT 00s3yeTca He Mcnonb3oBaTh 3akpbIThi Koy Ana Lindgposoro ceptudumkata nognucu koga, €cnu
OTKPBITBIN KMOY 151 HEMO yke ucnonb3yetcs unu bygeTt ncnonb3oBaTbea ans nHoro Lindgpposoro ceptudukara.

4.4 HeHapnexalwiee ucnonb3oBaHue.
AGOHEHT 06s13aH NpefoCTaBNATb HaAnexawme ceTeBble M OpyrMe CpeAacTBa 3awuTbl, YTOObI NpegoTBpaTUTh
HEeaBTOPU30BAHHOE WM HeHaA ieXxallee WUCMOoNb3oBaHMEe 3aKkpbIToro kntova, a Komnanusa «Globalsigny moxeT
OTMEHUTb cepTudukaT 6e3 nNpeaBapuUTENbHONO yBEAOMIIEHMS MPU HANUYMU HECAHKLMOHMPOBAHHOIO AOCTyna K
3aKpbITbIM Kntovam.

45 MpuHsaTue Uncdposoro ceptucpukara.
ABOHeHT 006s3yeTcs ucnonb3oBathk LindpoBon cepTudukaT TOMbKO Nocrie nNpocMoTpa U MPOBEPKM LAHHBIX,
KoTopble cogepxaTcs B Lindposom ceptudmkare. Ecnv AboHeHT He yBegomuT Konanuto «GlobalSign» B TeueHne
cemu (7) oHeWM ¢ MOMEHTa nony4veHust, Ycnyra no Beinycky LindpoBoro ceptudmkarta cumtaeTcs NpuHATOMN.
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4.6 Ucnonb3oBaHue Ludposoro ceptucpukara Komnanum «GlobalSign».
AboHeHT 0b6si3yeTcst ycTtaHaBnmBaTb LindppoBon cepTudukat TONbKO Ha cepBepax, KOTOpble COOTBETCTBYET
AaHHomy Lincbposomy ceptudbukaty, ncnonesosatb Lincpposon ceptndukar Komnanum «GlobalSign» B ctporom
COOTBETCTBMM [OENCTBYIOLLEMY 3akoHoAaTenbCTBY W CTporo cobnogaTte ycnosusa [oroBopa M ycriosusi
NCNonb30BaHMs.

LincbpoBoit cepTudmKaT HA B KOEM CIyvae He AOSDKEH UCMONb30BaThCs B NPECTYNHON AESTENbHOCTU, Takoi Kak
VLLMHIOBbLIE aTakW, MOLLEHHWYECTBO, cepTUdUKaLmsi 1 NOAMMUCL BPeOAOHOCHbIX Nporpamm. AGOHEHT NpUHUMaeT
Ha ce6s onoNHUTENbHbIE 06S3aTeNbCTBA M rapaHTMK, KacatoLMecsl HEOCO3HAaHHOM NOAMNMCY NPorpaMm, KOTopble
cogepxaT [loOo3puTenbHbI KOA, pacrnpocTpaHeHWsl KOHTEHTa, KOTOpbIi BBOAUT B 3abnyxaeHue, co3gaéT
HeygoGcTBa wnu  pasgpaxkaeT nonydvatens, Hanp., [lporpamMmHoe o6ecneyeHne, KOTOpoe BKMoYaeT
HexxenaTesnbHbIA (OYHKUMOHAN, HepacKpbITbli AOMKHbIM O0Gpa3oM Mofb3oBaTesnio 4O Hayana yCTaHOBKW, UMK
NpusHaeTCcsa HexenaTenbHbIM/MOA03PUTENbHLIM KOMMEPYECKUMU aHTUBMUPYCHBIMMW NPUNOXEHNSMMU.

ABOHeHT 006s3aH ucnonb3oBaTb LiudpoBon ceptudumkat n CBA3aHHBIA C HUM 3aKpbITbi KN4 TOMbKO B
paspeLléHHbIX M 3aKOHHbLIX Lensx, B TOM 4ucrne He ucnonb3oBaTb Lindposon ceptudwmkat ansg nognucaHus
MopospuTtenbHoro koga wu wucnonb3oBatb LiudppoBon ceptudukat m 3akpbiTbld KMHOY  MCKIHOYMTENBHO B
COOTBETCTBMM CO BCEMMU NMPUMEHUMbBIMW 3aKOHAMU N UCKITKOYMTENBHO B COOTBETCTBMU C [JOroBOPOM.

4.6.1 Moanuck ¢annos PDF.
Ecnn Undposon cepTtudmkat ncnonbdyetcs Anst nognucu aokymeHtoB B cdopmate PDF, AGOHeHT 0b6s3yeTcs
npefocTaBuUTb MHOPMaUMo, KOTopasi Mo3BONSeT MAEHTUUUMPOBATbL NMLO, MOANUCABLUEE OMNPenernéHHbIN
OOKYMEHT.

4.6.2 LlucppoBomn ceptucpmkar nognucum Koga ¢ pacLULMpeHHOMN NPOBEPKOM.
ABGOHEHT NpuMHMMaeT [JononHuUTEmNbHble 00s3aTtenbCTBa M rapaHTum u obsi3yetcss ucnonb3oBaTh Lindposon
cepTudukaT NOANUCK KOAa C pacLLUMPEHHOW NPOBEPKOM creayowmm obpasom:

] MognuceiBaTb TOMLKO KOAbl, cooTBeTcTBylowme TpebosaHuam KoHcopuuyma CA/Browser Forum,
npuBeAéHHbIM B Ba3oBbix TpeboBaHuAX K Bblgade u ynpasneHuto O6LefoCTynHbIMKU cepTudmKaTaMmm
noanucy koaa;

L Mcnonb3oBath B CTpOrom cooreBeTCcTBumn C D,eVICTBy}OU.lMM 3aKOHOO4AaTesIbCTBOM;
L Mcnonb3oBaTb UCKNIOYNTENBHO A5 pa3peLLIéHHbIX BMOOB AEeATEJIbHOCTU KOMNaHUW;
L Mcnonb3oBath B CTpOrom cooTBeTCcTBMM C HACTOALLMM ,D,OFOBOpOM.

Ecnn ABOHEHTYy CTaHOBUTCA W3BECTHO (MNobbiMm cnocobamu) O TOM, YTO MOAMUCAHHBLIN KOO ~ COOEPXUT
BPEAOHOCHOE NporpamMmmHoe obecrneveHne unm cepbesHyto ys3BMMOCTb, OH 0653aH He3aMeanuTebHO CooBLUMTL
06 atom Komnanum «GlobalSign».

4.6.3 YcnoBue Microsoft
ABOHEHT Npu3HaeT, YTo komnaHus Microsoft MoXXeT camocTosTenbHO onpeaenaTb KoMnpoMeTauuto Kntoya; criyxobl
n npunoxenus Microsoft MOryT camMOCTOSITENBHO M3MEHSATb penyTaumilo KIIMEHTa, YTO BIMSET Ha MPUOCTaHOBKY
Adencteus Lindpposoro ceptudukaTa He3aBMCMMO OT cTaTyca oT3biBa LindgposBoro ceptudukaTta.

4.7 OTYETHOCTb U OT3bIB.

ABOHeHT 0bs13yeTcs npekpaTuTb Mcnonb3oBaHve LindpoBoro ceptudukarta u CBA3AHHOMO C HUM 3akpbITOro
Knto4ya (3a MCKIYeHMEM paclindpoBKM) U HEMEANEHHO nodaTh 3anpoc B KomnaHuto «GlobalSign» Ha oT3bIB
Lindposoro ceptudukarta, ecnn (a) uHcdopmaums, cogepxawasca B LindpoBom ceptudmkate, cTraHOBUTCA
HETOYHOWM unn HenpasunbHoW; nnu (b) nMeeTcsa akT Ny NOJo3peHne B HEKOPPEKTHOM MCMONb30BaHUN, yTepe,
Kpake Mnm komnpomMeTaumm 3akpbITOro kntoya, cBasdaHHoro ¢ OTkpbITbiM kntodoMm Lindposoro ceptndumkara, a
Takke B yTepe KOHTPOIS Hag 3akpbIThIM KITHOYOM 13-3a KOMMPOMETaUMM OaHHbIX akTuBauum (Hanp., PIN koga) nnm
WHbIX MpudvH; wnu (c) B cnyyvae LudpoBoro ceptudpmkata nognucu koga MMEHTCH [oKasaTenbcTBa
ucnonb3oBaHua Lingposoro ceptudukata gns nognucu NMogospurtenbHOro koaa.

3anpockl Ha oT3bIB Lindposoro ceptndmkaTa AomkHbI ObiTb OTNPaBAeHbl Yepes NINYHbLIN KabWMHET, MCNOSb3yeMBbIN
Ansi Beinycka Lindposoro ceptudmkara, nnm Yepes obpatleHme Ha report-abuse@globalsign.com .

4.7.1 MpuumHbIl oT3biBa: AGOHEHT NoaTBEPKAAET NOHMMaHue NpuynH oT3biBa LindposBoro ceptudmkaTa, B TOM
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yucne ykasaHHblx B pasgene 4.9.1 CPS.

4.7.2 YeepomneHnue GlobalSign 06 nameHeHnusax cratyca: Ecnu Ceptucdukar soigaetca AboHeHTy (“HoBbin
cepTudukaT’) Ha OCHOBE APYroro AencTBuTenbHOro ceptudmkarta, Haxogsduwlerocs y AbGoHeHTa (“‘AcxoaHbin
ceptudukat’), n Bnocneactsumn UcxogHeii ceptudmkaT Obin OTMEHEH unu oTo3BaH, AGOHEHT 065A3aH coobLWNTb
KomnaHuun «GlobalSign» 06 nameHeHHoMm ctaTyce ceptudumkaTa. Nocne Takoro yBegomnenus GlobalSign nposeget
paccnefoBaHue, YTOObl onpeaennTb, HE06XOAMMO NN MPUOCTAHOBUTL ENCTBUE UMM OTO3BaTb HOBbIN CEPTUAUKAT.

4.8 MpekpaweHue ncnonb3oBaHua LindpoBoro ceptudukara.
ABOHEHT JOMKEH HEMeANEHHO MpeKpaTUTb MCMoNb3oBaHWe 3aKkpbITOro Kr4ya, cBA3aHHOro ¢ OTKPbITLIM KIO4YOM
Lindpposoro ceptudukata, npu 0T3biBE LidpoBoro ceptndukata nnm B cryvyae KOMNpoMeETaL MU BbiMyCKakoLLEro

yL;

4.9 PearnpoBaHue.
ABOHeHT ponxeH cnegosatb MHCTPykuusaMm Komnanum «GlobalSign» oTHocutenbHo cnydaeB KomnpomeTtauuu
KroYa nnm HenpasuIbHOIo Mcnonb3oBaHus Lindposoro ceptudmkata B TedeHne copoka Bocbmu (48) yacos;

410 MMopTBepxaeHUe U NMPUHATHE.
ABOHeHT npuHumaeT NonoxeHns o npasunax ceptudukaumm (CPS). ABOHEHT noaTBepXaAaeT u cornawlaeTcs ¢
TeM, yto KomnaHusa «GlobalSign» nmeeT npaBo HesameanutenbHo oTo3BaTb LindpoBon ceptudmkaT B cnydae
HapyweHus 3asasutenem ycnosui [loroBopa wunm YCrnoBui MCMoONb30BaHus, WM B cnydae, ecrnu KomnaHum
«GlobalSign» cTaHoBUTCA 13BECTHO 0 TOM, YTO LindpoBoi cepTudunkat mMcnonb3yeTcs B NPECTYMNHbIX LENsX, Taknx
KaK (pMLLMHIOBbIE aTak1, MOLLIEHHNYECTBO UMM PacnpoCTpaHEHNE BPEOOHOCHOrO nporpammHoro obecneveHus. B
cny4dae wvcnonb3oBaHua LindpoBbix cepTudmkaToB MOANMUCU KOAA C pacLUMPEHHOW MNPOBEPKOM COBMECTHO C
ycnyramm u nporpaMMmHbiM obecneveHnem Microsoft, AGOHEeHT Takke yBeOOMMEH, YTO HE3aBUCUMO OT TOrO,
yTo Lndbposoini ceptudukat He otossaH Komnanuen «GlobalSign», oH moxeT 6biTb 0TO3BaH KoMmnaHnen Microsoft
6e3 yBegomneHus B Criydasx, €Cnv OHa NpusHaeT ero KoMMnpomeTauunio, NOAMNUCaHHbIN UM KOA BPEOOHOCHbIM,
NOAO3PUTENBHBLIM UMM HAHOCALLMM Bpe Nonb3oBaTensM COOTBETCTBYHOLUMX NPOrpaMMHbIX NpunoxkeHun Microsoft;

411 PacnpocTtpaHeHue uHdopmaumu.

B otHoweHun LindppoBbix ceptucpmkatoB nognucy koga AGOHEHT MPU3HAET U COrMallaeTcs ¢ TeMm, YTo, ecrv (a)
Lindposon ceptudpmkat unu ABOHEHT onpeaeneHsbl kak UCTOYHMK Mogo3putensHoro koga, unu (b) nonHoMouns Ha
3anpoc Ludposoro ceptudukata He MoryT 6biTb NpoBepeHHbIMU, unn (c) LindposBor cepTudmukat oTo3saH He no
3anpocy 3asaButens (Hanp., B pesynbtate KomnpomeTtaumu knoda, obHapyxeHus BpegoHocHoro MO u 1.4.), TO
Komnanwus «GlobalSign» ynonHomoudeHa npegoctaButb nHgpopmaumio 06 AboHeHTe, nognmcanHom MO, Lindposom
ceptudvkate M T.4. ApYrMM YOOCTOBEPSAOLIMM LEHTPaM, a Takke oTpacneBbiM rpynnam, Bktoyas KoHcopumym
CA/Browser Forum.

412 CobnrwopeHne OCHOBHbIX TPeboBaHUM.
ABOHeHT NpusHaeT u cornawaetcs ¢ TeM, 4to Komnanus «Globalsign» moxeT BHOCUTbL n3ameHeHus B [loroBop, ecnu
3TO Heobxoanmo Ans cobnogeHus NobbiX USMEHEHU OTpacneBbiX CTaHAAPTOB, TPeboBaHMM NPOrpamMmm KOPHEBbIX
cepTumKaTOB NOCTaBLUMKOB Bpay3epoB unm NobbIx ApYrnx NPUMEHUMbIX TpeOoBaHUA.

413  WUcknwounTenbHbIA KOHTPONb AoMeHoB ans LudpoBbix ceptudmukatoB SSL/TLS.
AOOHEHT noaTBEpPXKAaEeT, YTO EMY NMPUHAANEXMUT UCKIIOYUTENBHOE NPAaBO KOHTPOMS Hag OOMEHOM (JoMeHamu)
unun IP-agpecamu, ykaszaHHbIMU B CNUCKE anbTepHaTUBHbLIX AOMEHHbIX MMEH (SubjectAltNames), ykaszaHHbIM B
3asBke Ha nonyyeHue Llndposoro ceptudukata SSL/TLS. Kak TOMbKO UCKNIOYMTENBHBIN KOHTPOMNb Ha Kaknm-
nmbo pomMeHoMm (oomeHamu) npekpawiaetcsi, AOOHEHT 00s3yeTcss He3amennuTenbHo coodwmuTe 06 3TOM
Komnanuun «GlobalSign» cornacHo obsisatenscTBam, yka3aHHbIM B MyHKTE «OTYETHOCTb N OT3bIBY.

414 WcKnNuYUTenbHbIA KOHTPOJNb HaA 3JIeKTPOHHbIMM agpecamu ans  LudpoBbix ceptudmkaToB
«PersonalSign».
ABOHEHT noaTBepXAaeT, YTO eMy NPUHAAMIEXUT UCKIIOYUTENBHOE NPaBo KOHTPOMS Had 3NEeKTPOHHbIMU agpecamu
cornacHo 3asiBke Ha nonydeHue LludppoBoro ceptudpmkata «PersonalSign». Kak TONbKO WCKMHOYUTENbHbIN
KOHTPONMb Hap KakUM-nMbo 3MEeKTPOHHbIM adpecoM npekpawiaeTtcs, AOOHEHT 06s3yeTcsa Hes3amenIMTENbHO
coobwmtb 06 atom Komnanum «GlobalSign» cormacHo obsisaTtenbcTBaMm, ykasaHHbIM B MyHKTe «OTYETHOCTb M
OT3bIBY.

415 TleHepupoBaHMe U UCNOJSIb30BaHMWeE Kntoven
Ecnu Mapbl kntoyen reHepupytotca AGoHeHToM mnu NapTHeEpoM, TO CrieayeT UCNoNb30oBaTh HaAEXHbIE CUCTEMbI
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ana reHepnpoBaHuA I'Iap Kriroyen, Nnpu 3TOM NPUMEHAKOTCA cnenyuine yCcrioBud:

. Mapbl knoYen AoMmKHbI reHepupoBaTLCHA NPU NOMOLLM Noaxoadiwen ana aTon uenu nnatdgopmel. B crniyyae
AATL noanucu JOKYMEHTOB CnefyeT ucnonb3oBatbh nnatgopmy, COBMECTUMYIO cO cTaHgapTom FIPS 140-2
2-T0 YpOBHS,

. CnepyeT mncnonb3oBaTh KoY ¢ nogxogswen ansa Lindposon nognucu AnVMHOWM U anroputMom;

. Ab6oHeHT 0643aH ygocToBepuTbCs, YTo OTKPbITBLIA KN4, npegocTaBneHHbii KomnaHuen «GlobalSigny,

NOJSIHOCTBLIO COOTBETCTBYET 3aKPbITOMY KIouy.

Ecnn TMMapbl kntoyelt reHepupyloTcss € MOMOLLbIO  annapatHoro obecneyeHusl, cornacHo TpebGoBaHuAM
cooTBeTcTBYyloLlero MNMonoxeHuss o npaeunax ceptudpukauum (CPS):

o ABOHEHT ynpaBnsieT npoueccamu, BKIOYas, HO HE OrpaHU4YMBasiCb, W3MEHEHUS [OaHHbIX aKkTuBauuM,
KoTOpble obecneunBaloT UCNONb30BaHWE NMbOro 3akpblTOro Knova B annapaTHbIX MOAYMSX CUCTEMbI
BesonacHoctn (HSM) unu TokeHax, 4yepe3 Xpanutens Liucdposoro ceptucpukata, obnagatomum
HeobGxoaumon KBanudukaumen n s3HaHUsMu,

. AGOHEHT rapaHTMpyeT npoxoxaeHne Xpanutenem LludppoBoro ceptudpmkara gOMmMKHOrO obyveHus mepam
6Ge3onacHocTu B Lensx, Ans KoTopbix 6bin BelgaH Lindposoin ceptudmkar,
o Bce Xpanutenun LndpoBbix cepTndmnkaToB 00A3yt0TCA NpUHMMAaTh pa3yMHble Mepbl, Heobxoaumble Ans

nogaepXXaHusi MoyIHOrO KOHTPOrs, COBNIoOeHUss KOHMMAEHLUMANbHOCTW, [OOIDKHOW 3aluTbl  3aKpbIThIX
KrnoYen, Kotopble cooTBeTCTBYOT OTKPbITbIM KMA4aM W NOAXOAAT K 3anpawwmsBaemomy Lincdposomy
cepTudmkaTy, a Takke NobbIM CBA3aHHBIM MEXaHU3MaM ayTEHTUMUKALMM AN NONyYeHNs A0CTyNa K Kroyam
— HanpuMep, Naponu K TOKeHaMm Unu annapaTHoOMy MOAyII0 CMCTEMbI He3onacHOCTH.

4.15.1 LUndpoBble cepTudmkarbl nognucu Koaa.

[na ctaHaapTHbIX cepTUdUKaToB NOANUCK KOAA, BbINyLEHHbIX 00 24 anpensa 2023:

ADOHEHT [OSMKEH MCMONb30BaTh OAWH M3 Criedylowmx CnocoboB Ans CO34aHUSA M 3aliMTbl 3aKPbITbIX KIOYEN.
KomnaHus «GlobalSign» pekomeHayeT ADOHEHTY ucnosb3oBaTb MeTod 1 unm 2:

1. Trusted Platform Module (TPM), copepxawwmii B cebe kpuntonpoueccop, obecneyvBaeT cpeacTsa
©e30nacHoOro co3gaHvst Knyen LWUdPOoBaHNS, CMOCODHBIX OrpaHMyYnTb MCNONb30BaHWE Khoyen. IToT
MoAyInb UMEET crneaytowme BO3MOXHOCTU: yOanéHHyo aTTecTauuto, NpuBa3Ky U HadéxHoe 3aluLLiéHHoe

XpaHeHune

2. AnnapaTHbIN KpUNTOMOAY b, CEPTUDULMPOBAHHBIN Kak COOTBETCTBYOLWMIA No KpanHen mepe FIPS 140 Level
2, obwmnm kputepusam EAL 4+ vnu aKkBUBanNeHTHbIN

3. Eweé oanH tMn TOoKeHa c opm-dpakTopoM yctponctea SD-kapTel unm USB-TokeHa (He obssatenbHO

cepTudnLmnpoBaHHbIn kak coBMmecTumMbl ¢ FIPS 140 Level 2 unu Common Criteria EAL 4+).
ABOHEHT rapaHTUpyeT, YTO OH OyaeT XpaHuTb TOKeH (PU3MYECKU OTAENMbHO OT YCTPOWCTBA, HA KOTOPOM
pa3MelleHa (PyHKUMSA nognvcy Koga, 40 Tex Nop, NoKa He HAaYHETCS ceaHe Noanuciu.

Ona ceptudukatos EV CodeSigning, BbinyLlweHHbIX Ao 24 anpens 2023:
3akpbIThi KMtod ADOHEHTa [OSKeH ObiTb CreHepupoBaH, COXPaHEH M UCMONb30BaH B KpunTomMoayne, KOTopbIi
COOTBETCTBYET uUnu npesocxoaut TpebdosaHus FIPS 140-2 level 2 unn Common Criteria EAL 4+.

[ns Bcex cepTudukaTos NoaNMCH Koda, BbiNyLEeHHbIX nocne 24 anpens 2023:

AGOHEHT 3asaBnseT, YTo OydeT MCnonb3oBaTh OAMH M3 CNEedyLMX BapMaHTOB AMNsl reHepaunm 1 3awuTbl CBOMX
3aKpbITbIX KMYEen cepTudpmkaTa MOAMUCM KOAa B annapatHOM  Kpuntomogyrne ¢ dopmM-akTopom,
cepTnULMPOBaHHOM Kak COOTBETCTBYHOLLMI No KparHel mepe FIPS 140-2 Level 2 nnu obwum kputepuam EAL 4+:

e ABOHEHT UCMOMNb3yEeT annapaTHbIA KPUNTOMOAY b, COOTBETCTBYHOLLMIA YKazaHHOMY TpeboBaHuIo.

e AOOHeHT ucnonb3yeT oOOMa4yHoe pelleHue AN FeHepauum W 3alWuTbl KK4Yern CO crneaylowmmm
TpeboBaHuaMMK: a. Co3gaHne, XpaHeHMe U MUCMONb30BaHME 3aKPbITOrO Kikova OOJPKHbI OCTaBaTbCs B
npegenax rpaHuy, 6e3onacHOCT annapaTHOro KpMntomoaynsi 0651a4yHoro peLleHmnsi, COoTBETCTBYHOLLENO
yKa3aHHbIM TpeboBaHusM; b. NMognucka Ha ypoBHE, KOTOPLIN YNpaBnsieT 3aKpbITbIM KIHOYOM, AOSHKHA
OblTb HacTpoeHa TakMm obpa3om, YTOOblI perncTpMpoBaTb BCe AOCTYMbl, Onepaumm uU U3MEHEHUs
KOHdhMrypaumm K pecypcam, 3almiiatommM 3aKpbIThIA KIToY.

e AOOHeHT wucnomnb3yeT cnyx0y nognucu, KoTopas COOTBETCTByeT TpebOoBaHusM pasgena 6.2.7.3
“BasoBbix TpeboBaHWI K Bblgave obLef0CTYMHbIX CEPTUMUKATOB NOANNCK KOoAa U YNPaBEHUO UMK,

B nio6oe Bpems npyMeHeHns 1 XnsHeHHoro umkna Liudgposoro ceptudumkata AGOHEHT JOIMKEH MMETb BO3MOXHOCTb
no 3anpocy Komnanum «GlobalSign» npenctaButb gokasaTenbCTBO TOro, YTO Mapa KIO4Yen CreHepupoBaHa U
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3alumiieHa B COOTBETCTBUM C 3TUMK TpeboBaHMAMN. HenpegocTaBneHne Taknx gokasaTenbCTB MOXET NPUBECTYU K
oT3bIBY LindppoBoro ceptudmkaTa.

ABOHEHT TaKxKe rapaHTUpyeT, YTO OH ByaeT XpaHUTb TOKeH PU3NYECKN OTAENBHO OT YCTPOMCTBA, Ha KOTOPOM byaeT
nNpon3BoaUTLCS NOAMNMCh KoAa, A0 Havana ceaHca noanucu.

4.15.3 KBanuduuupoBaHHble cepTudmkatbl: AGOHEHT NPUHMMAET U COrnallaeTcs ¢ TeM, YTO:

o 3akpbITble KMOYM OOMKHbI XPaHUTbCA (UM COOTBETCTBEHHO MCMONb30BaTbCsA) NO4  €AVMHOMNUYHBLIM
kKoHTponem CybbekTta (B cnydae KBannuULMPOBaHHbBIX CEPTUMUKATOB AJ1A 3NEKTPOHHbBIX NoAnucen) unm
noAa koHTponem CybbekTa (B cnyvyae kBanvduuMpoBaHHbIX CEPTUMKATOB A8 ANEKTPOHHbBIX neyarten),

o 3akpbITble  KM4YM  OOIDKHbI - UCMOMb30BaTbCsl  TOMBbKO ANS  9NEeKTPOHHbIX nognvcen (B cnydae
KBanMuULUMpOBaHHbIX CepTUMKATOB ANA INEKTPOHHbBIX NOANUCEN) UNN ANEKTPOHHBIX nevaTten (B cnyvae
KBanMuLMpOBaHHbIX CEPTUMKATOB AN ANEKTPOHHbIX nevaTen),

[Ons KBanudULMpOBaHHbIX CEPTUCMKATOB, AN KOTOPbIX TPEGYETCS YCTPOMCTBO ANS CO34aHUS KBANMULpoBaHHON
noanucy unu nedatn (QSCD):

. Lndposblie nognvcy AomkHbI co3gaBaTbCs TONMbKO ycTponcTteom QSCD,

) 3akpbITble K4YM JOMKHBI BblTb CreHepnpoBaHbl U CoXpaHeHbl B cepTudmumposaHHom QSCD, koTopbin
nnbo 6bin npegocTasneH, 6o ogobpeH B nnceMeHHon dopme KomnaHuen «GlobalSigny,

) CraTtyc ceptudmkaumm QSCD gomkeH KoHTponnpoBaTbcs ABOHEHTOM, U B Criydae n3MeHeHus ctaTtyca

cepTudmkaumm QSCD aomkHbl 6bITb NPUHSATHI COOTBETCTBYHOLLNE MEPbI.

4.16 O6sasaTtenbcTBa CeBepoamMepUKaHCKOro coBeTa No 3HepreTtuvyeckum craHgaprtam (NAESB).
ABoHeHTbI Lindposbix ceptndukatos CeBepoameprKaHCKOro coseta no aHepretnyeckum ctaHgaptam («NAESB»)
NPU3HaIOT NOHMMaHue criegyroLmx obsasatenscTe CeBepoameprKaHCKOro CoBeTa no SHepreTuYeckum ctaHgapTtam,
npvBedéHHblx B CTaHgapTe [OEenoBoW MpaKTUKM B OMNTOBOM 3rekTpoaHepreTndeckom cektope WEQO12
(«CtangapTtbl WEQ PKI»):

A6oHeHTbI, noanagatowme noa gencreme CtaHgapto « WEQ PKlI», gomkHbl 6biTb 3apernctpmpoBaHbl B PeecTpe
noeHTndmrkaumm nons3osatenen CeBepoaMepuKaHCKOro COBeTa MO 3HepreTMyYeckMM cTaHgapTaMu 1 NpeacTaBUTb
JokasaTenbCTBa TOro, YTO OHM SIBMSKOTCS MOMb3oBaTeNsMKU, KOTOPbIM paspelleHo 3aHMMaTbCA TOProBoW
AEeATENbHOCTLIO HA OMTOBOM PbIHKE 3MeKTpoaHeprun. MNMonb3oBaTeny 1 opraHusaumm, KoTopbiM TpebyeTtca gocTyn
K nporpaMmamM MOCPeACcTBOM ayTeHTudukaumm, onpepenéHHon B Cranpaptax «WEQ PKl», koTopble He
noanagalT nog TpeboBaHMA K y4yacTHMKAM OMTOBOIO pbiHKA 3MEKTPO3HEpPrun (Hanpumep, perynupyroLime
areHTCTBa, YHMBEPCUTETbI, KOHCANTUHIOBbIE (PUPMbI U T. 4.) OOIDKHbI MPONTU perncTpauuio.

3apernctpupoBaHHbie Monb3oBaTeNM M rpynnbl NoMNb3oBaTeNen AOMKHbI COOTBETCTBOBATbL BCEM TpebOBaHMSAM K
KOHEYHbIM MOfb30BaTeNsAM, M3noxeHHbiM B CtaHgapTax « WEQ PKly.

Kaxxgas opraHmsauusi, kotopas siBnsetcd ABOHEHTOM, [OIPKHA MOATBEPAUTb YAOCTOBEPSHOLLEMY LEHTPY, YTO
OHa O3HakoMunacb U cornacHa ¢ ycnosusmu cnegytowmx CrtaHgaptos « WEQ PKi».

4.16.1 ABGOHEHT Npu3HaeT NOTPEeBHOCTb 3MEKTPOIHEPTETUYECKOro CekTopa B 6e30nacHON 3aKpbITOW 3NEeKTPOHHON
CBSI31, KOTopas cnocobCTBYET BbINOMHEHWIO CrEAYOLWMX Lenei:

e KoHduaeHUManbHOCTL: rapaHTUs Nnonb3oBaTento TOro, YTO HUKTO, KpOMe ajpecaTa, He CMOXET Mpo4vecTb
onpenenéHHyo YacTb AaHHbIX;

e AyTeHTUdMKaUus: rapaHTMs OAHOMY MOMb30BaTENO TOro, YTO APYron Nonb3oBaTeNb HE CMOXET BblaaTh ceds
3a Hero;

L] LleJ'IOCTHOCTbZ rapaHTua HeBO3MOXHOCTU U3SMEHUTb AaHHble Nofib3oBaTena (HamepeHHo nnn HeHamepeHHo),
He3aBUCMMO OT BpeEMEHU N MeCTa,

L I'Ipep,OTBpau.l,eHme OTKasa OT BbINOMHEHUS 00s13aTeNbCTB: CTOpOHa He MOXeT oOoTpuuaTtb npoBeaeHune
TpaH3akunn nnn oTnpasky 3J1IEKTPOHHOIO nNMcbma.

4.16.2 AGOHeHT noaTBepxaaeT npoBepky KpunTtorpacdum OTKPLITOrO KMo4Ya, NpUM KOTOPOM  UCMOMb3yTCs

LlMCprBble CepTVI(*)VIKaTbI ana npuBA3KUM JIMYHOINO UMM CUCTEMHOIo OTKprTOFO Kfno4a K Mnonb3oBaTesntio u
nogaepXaHua obmeHa kntovamm ¢ CUMMETPUYHbLIM LLII/I(bPOBaHMeM.
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4.16.3 ABoHeHT o3Hakomuncsa co CtaHgaptamm « WEQ PKIl», koTopble cBs3aHbl C co3gaHnem HagéxHoro PKI.

4.16.4 ABoHeHT o3Hakomurica ¢ lNMonoxeHuamn o npasunax ceptudukauum Komnanmm «GlobalSign» (CPS) ans
oTpacneBbiX CTaHAapTOB.

Mpn HeoGxogumocTu, AGOHEHT 00513aH 3aperncTpmpoBaTh pMaNYECcKoe NNLO 1 3aWnTUTb «MoeHTUdrKaLMOHHbIN
KOO topuandveckoro nuuar», kotopbin 6yaet onybnukoBaH B NAESB EIR n 6ygeTr ucnonb3oBaTbCA BO BCEX
aboHeHTCKMX 3asiBkax norb3oBaTens. B cooteBetctBMM C TpeboBaHuamun WEQ-012 npu Bblgadve Lindgpposbix
cepTMnUKaToB ANA 3HepreTM4Yeckom oTpacnv Ana NPUoXKeHUn oTnudHblx ot WEQ-012, ACA [OMXKHbI
cooTBeTCcTBOBaTh cTaHgaptam WEQ PKI 3a uckntoveHnem nonoxennn WEQ-012.12.1.9, WEQ-012-1.3.3 u WEQ-
012.1.4.3, koTopble TpebytoT pernctpauum nonb3osartensi B NAESB EIR.

ABOHEHTbI AOMKHbI COOTBETCTBOBATL CneayloLmMm TpeboBaHuaM:

o 3awmwaTe COBCTBEHHbBIE 3aKPbITBIE KIMHOYM OT 4OCTYNa MOCTOPOHHNUX NL;

. UpeHTnduumposatb nocpeactsom Peectpa ngeHtndurkaumm nonssosatenen NAESB EIR onpegenéHHoro
nonb3oBarens, koTopbli Bbibpan Komnanuto «GlobalSign» B kayecTBe aBTOPM30BaHHOIO YAOCTOBEPSIOLLETO
LEeHTpa;

. BbINonHATL BCe AOrOBOPEHHOCTU M AOrOBOPbI, 3aknto4éHHble ¢ KomnaHuen «GlobalSigny» cornacHo ot4étam

o ceptudumkaunm Komnavum «GlobalSign», koTopble Heobxognmbl KomnaHun «GlobalSign» ans Bblgayum
Lindposbix ceptudunkatoB KoHevHbIM nonb3oBaTensm ¢ Lenbio obecneyeHms 6e3o0nacHOCTM 3NEKTPOHHON
CBA3M;

. BbinonHaTe BCe He06xoaMMble 06593aHHOCTIM COrnacHo A0rosopy o ceptudukauum Komnanmm «GlobalSigny,
Hanpumep, NpPOXOAMTb nNpouedypy nodayn 3asBkM Ha nonyyvenve Lndposoro ceptudmkara,
NOATBEPKAEHNE UNW NPOBEPKY NMMYHOCTM 3akasyuka, 1 npouenypy ynpaenenusi LindpoBeim cepTudpmkatom.

. MoaTtBepxaaTb Hanu4umne nporpammel ynpaenexus Lindpposbimn ceptudmnkatamm PKI, npoxoxaeHne Bcemu
paboTHMkamu 0Oy4eHuns 3TOM NporpaMmmMe, 1 OpraHN3aumio KOHTPONsA Hag cobnigeHnemM gaHHOM NPorpamMmbl.
Mporpamma BkMoYaeT B cebsi, HO He OrpaHNYMBaETCs, CNeayoLNM:

. BesonacHocTb 3akpbiToro Lindposoro ceptudukara v NONUTUKY €ro UCMorb3oBaHUS;
. Monutuky oT3biBa LIndpoBbIX cepTUdUKaToB;
. WpeHTndukaumio Tuna AOOHeHTa (Hampumep, nMUO, AOMKHOCTb, YCTPOWCTBO MMM Mporpamma) wu

npegocTaBneHne NosIHOM U TOMHOW MHAYOpPMaLUKM No Kaxkaomy 3anpocy Liudposoro ceptudukaTa.
4.17 Ceptudukatbl ¢ oTMeTKOM 0 npoBepke (Mark)

ABOHeHTbI cepTuduKaTtoB C OTMETKOM O npoBepke (Mark) Takke cormawarTcs co CnegylwmmMmn yCrnoBusiMn
ucnone3oBaHus (TpebdosaHusa MC):

Bce nuua, 3aasnsowme npasa Ha ToBapHbIN 3Hak (MAE), 4omkHbI B kadyecTBe ycnosus nonydeHns CeptudukaTa
C OTMETKOW O MPOBepKe cornaluatTcs ¢ HacToswmmMmn TpeboaHnamm MC. JTio6oe ncnonb3oBaHne, AEMOHCTpaLUA
unu gosepue k ntodbomy CepTrndukaTy C OTMETKOM O MPOBEPKe (a Tarke K ntobomy npeactasneHuto 3Haka n niobbiM
APYrMM OaHHbIM unun uHdopmaumm, cogepxaliMMcss B HeM) nonb3oBaTensiMu, NpoBEpPSAWUMN CTOPOHAMU U
nobbiM ApYruM fMUOM 3aBUCUT OT MNpUHATMA HacToswwmx TpebosaHun MC. UMpeHTudumkatop obwvekta OID
1.3.6.1.4.1.53087.1.1 B CepTuchmkate ¢ OTMETKON O MPOBEPKE COAEPXKMUT CCbINIKY Ha 3Tu TpebosaHua MC. Ecnin
Kakoe-nubo nuuo He cornacHo ¢ HacToawumu TpeboBaHusmn MC, Takoe nMUO He MMeeT npasa nony4aTb,
ncnonb3oBaTh, NyONMkoBaTh UM nonaraTbCA Ha kakon-nnéo CepTudmkaT ¢ OTMETKON O NpoBepKe nnn Ha nboe
n3obpaxeHne ToBapHOro 3Haka, a Takke Ha Nodble Apyrue aaHHble nnm nHdopmMaumio B Ceptudmkare ¢ OTMETKON
O MpoBepkKe.

4.17.1. OnpeaeneHus.

CnoBa, HanvcaHHble 3arnaBHbiMu OykBamu, OyoyT MMETb 3HAYeHWsi, ykasaHHble B pasgene 1.6 TpeboBaHui K
cepTuduKkaTy ¢ OTMETKOM O NPOBEPKE.

4.17.2. OrpaHn4eHHOE NpaBo Ha BOCMPOU3BEAEHME U AEMOHCTPALMIO.

Jlua, noaTeepxaatolime nNpaBo Ha ToBapHbI 3Hak (MAE), HacTosWMM NpeaoCcTaBnsloT ero B COOTBETCTBUM C
NMOIOXXEHUSIMU, YCIOBUSIMU U OFPaHNYEHUSIMU, U3NOXKEHHbIMKU B TpeboBaHmsax MC:
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4.17.2.1. Bbinyckawowemy YL orpaHnyeHHyt, HEWUCKIIOYUTENBbHYI0, BCEMUPHYIO JULUEH3UI0 Ha Bblgady
CepTtudumkara ¢ OTMETKOMN O NPOBEPKE, coaepxallero 3Haku MC, n peructpaumio ykasaHHOro ceptudukarta B
OrpaHU4YEHHOM KOMUYECTBE XXYpPHAaNoB Npo3padyHoCTu cepTudmkaTa B COOTBETCTBMM € TpeboBaHuamu MC;

4.17.2.2. nonb3oBaTensMm NpegocTaBnseTCa OrpaHMYeHHasi, HeUCKIToYMTenbHas, BCeMUpHasa nuueHsnsa Ha
ncronb3oBaHue 3HakoB MC B coyeTaHUU ¢ BHYTPEHHUMU CUCTEMaMU pacno3HaBaHUA SIOrOTUNOB, a Takke Ha
pasmelleHne, XxpaHeHune, BocnpounsseaeHue, 4eMOHCTpaLmio, 06paboTky 1 Moandurkauuio B COOTBETCTBUM C
pasgenom 4.17.3.1 ToBapHbIX 3HakoB MC TONMbKO B MNPAMOM BM3yasribHOW CBSI3M C KOMMYHWUKaUUAMMU,
nepenuckon, unu ycnyramu, npegocrasnsemoiMu MAE 13 unum 4yepes oavH U3 TeX Xe JOMEHOB, BKIMIOYEHHbIX
B none SAN cepTudukarta ¢ OTMETKOM O NPOBEpPKE;

4.17.2.3. npeaoctaBnaTb onepaTopaMm >XypHarnoB perucrtpaumMmM npo3pavyHOCTU CepTUUKATOB (E€CNM OHU
oTnuyalTcs OT Bbinyckawwero YL, BbigaBwero cepTnduKaT) OrpaHWYEHHYH, HEUCKIIOYNUTENBHYIO,
BCEMUPHYIO NULEH3UNI0 Ha XpaHeHue konuu CepTudmkata ¢ OTMETKOM O NPOBEpPKE N ero BOCnpousseaeHme
ansa obecneyeHnss HagexXHon NyennYHon perucTpaumm BblAaHHbIX CEPTUAMKATOB, a Takke AN Toro, YTobbl
No3BOMNUTL NpeAcTaBuUTensM O6LWECTBEHHOCTU MPOBOAMTL ayAuT MPOBEPKM MOANMHHOCTM cepTudmkaTta ¢
OTMETKON O nNpoBepke. Hukakasa gpyras nuueH3ns He NpeaocTaBnAeTcs kakon-nmbo Apyron CTopoHe nnu Ans
Kakoro-nnbo Apyroro UCnonbL30BaHus.

4.17.3. JINLEH3MOHHbIE OrpaHNYeHus 1 yCroBus.

JTiobon nomnb3oBaTtenb, KOTOPbLIA WCMOMb3yeT WM HamMepeBaeTcs ucnonb3oBaTb 3Hakm MC, nomnyyeHHble Ha
OCHOBaHWUM BbIAAHHOIO M ONyGNMKOBAHHOIO cepTudpmkara ¢ OTMETKOM O NPOBEpPKe, B CBOUX NPOAYKTax u ycnyrax,
cornailaeTcs ¢ TeM, 4YTO JIMLLEH3US Ha 3TO AENCTBMNE 3aBUCUT OT CreayoLux YCroBUI:

4.17.3.1. KoHTponb KayecTBa, 0ANHaKOBOE 3HAYEHNeE.

Monb3oBaTtenb He MMeeT NpaBa UckaxaTb BO Bpems oTobpaxeHus noboe n3obpaxeHvne 3Haka, Nony4YeHHoe
13 onybnmkoBaHHOro cepTudukaTa ¢ OTMETKOW O MPOBEPKE, N3MEHATb ero useta unum OOoH, U3MEHSATb ero
NPO3PaYHOCTb UMK U3MEHATb €ro Kakum-nnbo MHeIM 06pasom, KpoOMe Kak KOpPeKTMpoBaTb €ro pasmep unu
MacwTab, unn obpesaTb ero Takum obpas3om, 4ToObl STO COOTBETCTBOBANO OOpe3ke, BbINOMHEHHOW AN
ApYyrux oTobpaxaeMbix M306paxkeHni 3Haka B TOM e KOHTeKcTe. Ecrivm nonb3oBaTens MCNonb3yeT CHOBECHbIN
3HaK, MONy4eHHbI M3 onybnMKoBaHHOrO cepTudukaTa ¢ OTMETKOW O NPOBEpKe, OH AOIMKEH Adenatb 3TO
HenTpanbHblM o6Opa3oM, nocrnegoBaTenbHO MPUMEHSIA ero KO BCeM CIOBECHbIM 3Hakam W3 Bcex
cepTudmnKaToB C OTMETKON O NPOBEPKe, KOTOpble 0TOGPaXaloTCs B OAHOM M TOM Xe BM3yanbHOM KOHTEKCTE.
Monb3oBatenb MoxeT oToOpaxaTb 3HaK, BKMOYeHHbIW B CepTudmkar ¢ OTMETKOM O npoBepke, Oe3
oTOOpaxeHns CroOBECHOr0 3HaKa, BKMYEHHOro B TOT Xe cepTudukar, HO Monb3oBaTefle He MOXeT
oTobpaxaTb CNOBECHbIV 3HaK, BKIOYEHHbIN B CepTudumkaTt C OTMETKOM O NpoBepke, 6e3 oTobpaxxeHus 3Haka,
BKITHOYEHHOrO B TOT Xe cepTudmkar.

4.17.3.2. NapTHEPCTBO UIN OTHOLLEHWNS HE NOAPa3yMeBalOTCS.

Mpn Hanuuum cornawleHns Mexagy nonb3oBaTenem u 3asBUTENEM MpaBa Ha TOBapPHbIN 3HAK HU TOBapHbIE
3Haku, HK1 noboe gpyroe cogepxumoe ceptTudmkaTa ¢ OTMETKOW O MPOBEPKE HE MOTYT UCMONb30BaTLCH UMK
oTobpaxaTbCA KakuM-nnbo o6pa3om, KOTOpbIA pasyMHO MNoAapasymMeBaeT Kakve-nvbo OTHOLEHUS MeXAy
nonb3oBaTeniemM W 3asBuMTenemM npaBa Ha TOBapHbIA 3HAaK, NOMMMO MPOCTbIX OTHOLUEHWA NnUUeH3nap-
nMuUeH3naT, co3gaHHbIX ITUMK TpeboBaHMAMN.

4.17.3.3. MNMpoeepkn CRL nnn OCSP.

Monb3oBaTenu OOMKHbI MPOBEPATHL CMUCKM 0T3blBa CepTUdMKATOB, KOTOPblE BeaeT YaocToBepstowuii LieHTp,
UNW BbINOMHATbL OHNAWH-NPOBEPKY HE pexe YeM Kaxable 7 gHeln cTtaTyca oT3biBa ¢ noMoLbio OCSP, 4tobbl
onpenenuTb, 6bin N cepTUgmKaT OTO3BaH.

4.17.3.4. JleranbHoe ncnonb3oBaHue
Monb3oBaTeny MOryT Ucnonb3oBaTh n3obpaxeHne 3Haka B Ceptudmkare ¢ OTMETKOM O NMPOBEPKE TOSMbKO B
COOTBETCTBUN C AENCTBYHOLLMM 3aKOHOOATESTbCTBOM.

4.17.3.5. Hannuune goctaTo4yHOro npaBa cCoGCTBEHHOCTU UMW NULIEH3NN.

Jlvuo, 3asBnsowMe MpaBa Ha TOBapHbIA 3HaK, rapaHTUpPYeT, YTO TOBapHblE 3HAKW, OMyONMKOBAHHLIE C
nomoLubto CepTudmkaTta c OTMETKONM O NPOBEPKE, MPeACTaBnsaoT cobo 3aperncTpupoBaHHbIi TOBapPHbIA 3HaK
(1 CnoBecHbIN 3HaK, eCnn TakOBOW UMEETCs), KOTOPbIM BNadeeT NULUO WM Ha KOTOPbIA NMUO nony4yuna
COOTBETCTBYIOLLYIO JIMLEH3UO, ANs NPEefOCTaBNEHUS OrPaHUYEHHOW JIMUEH3MM B COOTBETCTBUMM C
HaCTOAWMMN TPeOOBaHNSIMU, N YTO KOMMaHUS HemenrieHHo oT3oBeT CepTudukat ¢ OTMETKOM O NMPOBEPKE,
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€ecnn KomnaHusi Oonee He BrageeT COOTBETCTBYHOLUMM 3apermcTpupoBaHHbIM TOBapHbIM 3HAKoM (Mnn
CNOBECHbIM 3HAKOM) UMM HE MUMEET COOTBETCTBYIOLLEN NULEH3UN Ha Hero. Jluuyo ByaeT 3awuwatb U HeCTH
OTBETCTBEHHOCTb 3a NOOble MPeTeH3Un B OTHOLUEHWM WHTENNEeKTyanbHOM COOGCTBEHHOCTW unu Apyrue
npeTeH3un K nobomMy nonb3oBaTento, NPoBepsioLLe CTOPOHE UM YOOCTOBEpPSIOLEMY LIEHTPY, KOTOpble
BO3HMKAOT B CBA3W C COAEPXKaHNEM 3asBKU Ha NOny4vyeHne cepTudumkaTa ¢ OTMETKOM O NpOBEpPKe.

4.17.3.6. Hnkakmx ob6a3aTensLcTB N0 0TOOpakeHuo.

Jlnuo, 3aaenaowme npaBa Ha ToBapHbI 3Hak (MAE), npusHaeT, 4YTo nonb3oBaTenu He 06s3aHbl pasMelaTb
MapKMPOBKY 3HaKa B CBSA3W C NMyONMKyemMbIM KOHTEHTOM, CBA3aHHLIM C AOMeHaMu, koTopbiMu Bnageet MAE
unu koTopbiMu ynpaenseT MAE B kauecTBe BnaaenbLa peructpaumm JoOMeHa, Aaxe ecriv NoOATBepXAeHo, UTo
coobueHne mexogut ot MAE n COOTBETCTBYHOLMIA 3HAK MOXET ObITb MOMydYeH U HaaeXHO oTobpaxkeH u3
ceptTudmkata C¢ OTMETKOM O npoBepke. BMecTo 3TOro nonb3oBaTenyM MOryT MO CBOEMY YCMOTPEHWUIO
oTobpakaTb 3HaKM B COOTBETCTBMM C HacTosiwumMmM TpeboBaHUAMUN UNn He oToDpaxaTb UX.

4.17.3.7. lNpekpalleHne OencTBUS.

HemepgneHHo nocne OT3biBa unun ucteyveHus cpoka gencteus Ceptudukata ¢ otMeTkon o nposepke MAE
npekpaTut nybnukauuio unu MCnonb3oBaHue ceptudukara, U OeVCTBUE NULEH3WUW, NpeaoCTaBrneHHON
nonb3oBaTensm B COOTBETCTBMM C pasgenom 4.17.2 seiwe, 6yaet npekpateHo. JlnueHsns, npegoctaBneHHas
nonb3oBaTento, ykasaHHas B pasgene 4.17.2 Bbllle, Taikoke aBTOMaTUYECKU U HEMEONEHHO NpeKpaLLaeTcs npu
HapyLleHun fnboro NornoxeHuss Hactosawmx TpebosaHun MC co cTopoHbl nonb3oBartens. lNonb3oBatenu
OOIDKHbI  HEMEANEHHO MpeKkpaTuTb mnboe MCnonb3oBaHWe 3HAKOB MOCMNe MpekpaweHus OencTBus
COOTBETCTBYHOLLEN MULEH3UN.

4.17.3.8. BHeceHne nameHeHun B TpedoBanuns k MC.

* TpebosaHus k MC moryT Bpems oT BpemeHun 0BHOBNATLCA. Bce CTOpoHbI cornaluatoTcs ¢ Tem, YTO Bepcus
TpebosaHnn MC, pencreylowlas Ha MoOMeHT Bblgaun CepTudukata ¢ OTMETKOM O npoBepke, OygeT
NPUMEHSTLCA 0 AaTbl UCTEYEHMSI CpoKa AENCTBMSA unm oT3biBa CepTudmkaTta ¢ OTMETKOM O NpoBepke (a Ans
TeX MNONOXEHMIN, KOTOPbIE MO CBOEW NPMPOAE BbIXOOAT 3a paMKku AaTbl UICTEYEHUS CpoKa AENCTBUS UK OT3bIBA,
00 TeX nop, Nnoka 3T1 NoNoXeHns He ByayT OTMeHeHbl). Kaxxgas opraHusauus, kKotopas nornyyaeT, MCNonb3yeT,
nybnukyeT cepTudmkat ¢ OTMETKON O NPOBEPKE MMM MoriaraeTcs Ha Hero, HeCeT OTBETCTBEHHOCTb 3a TO,
4YTOObI BpEMSI OT BPEMEHU NPOCMaTPMBaTh U 3HAKOMUTLCA C MobbIMM OBGHOBNEHHBIMY BepcaMM TpeboBaHui
MC.

5.0 TMMonHomouunsa
KomnaHus «GlobalSign» moxeT npegocTaBnsiTh y4eTHble AaHHble Ans 4OCTyna W/nunm ncnonb3oBaHms criyx6 mnm
cepTudukatoB AGoHeHTOB unu MNMapTHepa. JIuuo, nonyymBLLee Takon AOCTYM, B TOM Ynucne ABOHeEHT unu NapTHep
HeceT OTBETCTBEHHOCTb 3a COXpaHeHne KOHMMAeHUNanbHOCTM N 6e30MacHOCTM BalLMX YYETHbIX OAaHHbIX U HeceT
NOSHY OTBETCTBEHHOCTb 3a BCE AEMCTBUS, KOTOPblE MPOUCXOOAT C 3TUMMU YYETHBIMWN AaHHBIMMU.

6.0 Onnara
Ecnu Undposon ceptudukat npuobpetaetca 4vepes [lMapTHepa KomnaHnum «GlobalSigny», AGOHEHT gorkeH
ynnaTtutb [NapTHepy B COOTBETCTBUM C YCIIOBUSIMU, COrNacoBaHHbIMU Mexay AGOHeHToM n MNapTHepoMm.

ABOHEHT Npu3HaeT u cornawiaeTcs, YTo (i) ecnm ABOHEHT He onnaynBaeT COOTBETCTBYOLME NNaTexmn (Hanpumep,
ecnn ABOHeHT npuobpén Lindpposoi ceptudpmkat yepes MNapTHepa u He onnadMBaeT COOTBETCTBYOLLME COOpPbI),
unu (i) ecnn MapTHep He onnaunBaeT ycnyrn Komnanumn «GlobalSign», To B COOTBETCTBUM C COrMaLleHNneM MeXay
KomnaHwuen «GlobalSign» n MapTHepom, He3aBucumo oT Toro, onnatun nn AGoHeHT MNapTHepy, ABOHEHT He MoXeT
ucnonb3oBatb Lindposon ceptudpukar, KomnaHus «GlobalSign» moxeT oTo3saTh HeonnayeHHble Lindposbie
cepTudukaThbl.

7.0 Pa3speweHue Ha nybnukauuio nHcpopmaumm
ABOHeHT cornaceH ¢ Tem, 4To KomnaHua «GlobalSign» moxeT onybnukoBaTb cepuiiHbii Homep Liudbposoro
cepTudukata ABOHEHTa B CBSI3M C pacnpocTpaHeHnem Cnucka ot3biBa LindpoBbix ceptudmkatoB KomnaHum
«GlobalSign» 1 BO3MOXHbIX OTKNMKOB NpOTOKOMNa npoBepku cratyca Lndposoro ceptucpmkatra OCSP BHyTpU U
3a npegenamu nepapxum KomnaHuu «GlobalSign».

8.0 TecrtoBble LludcdpoBblie cepTucpukaTthbl
Komnanus «GlobalSign» moxeT npegoctaBnsts LiudpoBbie ceptndukaTtel Ans TectupoBaHusa («TecToBble
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Lindposble cepTudmkatbi»). ADOHEHT MOXET mcrnonb3oBaTb TecToBble LindpoBble cepTudukaTtbl TONMBKO BO
BHYTPEHHEWN, HENMPOM3BOACTBEHHON Cpeae B paMKaxX HEKOMMEPUYECKOro TECTMPOBAHMS.

MpaBo Ha wucnonb3oBaHue TectoBoro Lndposoro ceptudumkata MoxeT ObiTb OrpaHMY4EeHO BO BPEMEHU U
AONONHUTENBHO OrPaHNYeHO B JOMOSNTHUTENbHBIX cornalueHnsax mexay AboHeHTom n KomnaHuen «GlobalSigny», B
3TOM cny4ae npaBo ABOHeHTa Ha wucnonb3oBaHWe OyadeT npekpalleHo nocne ykasaHHou AaTbl. KomnaHus
«GlobalSign» mMoxeT no cobCTBEHHOMY YCMOTPEHUIO MpeKkpaTUTb MpaBO WMCMONb30BaHWs nboro TecToBoro
Lindposoro ceptudmkata B nodoe BpemMs. AGOHEHT 06s13aH NpekpaTuTb Mcnonb3oBaHue TectoBoro Lindposoro
cepTudukara.

Otkas ot [lapaHtun. ABOHEHT T[MPU3HAET, 4TO TECTOBbLIE LUWN®POBbLIE CEPTU®UKATDI
MPEOOCTABNAIOTCA “KAK ECTb " U BE3 KAKUX-TIMBO TAPAHTUW. B MAKCUMAJIbHOW CTEMEHW,
PASPELIEHHOW TMPUMEHVMbIM  3AKOHOIATENILCTBOM, KOMMAHMA «GLOBALSIGN» MPAMO
OTKA3BIBAETCA OT BCEX 3ABEPEHWUIN V1 TAPAHTWN NMKOBEOIO POJA, ABHbIX T NOOPA3YMEBAEMbIX,
BKJTKOYASA, MOMWMO MPOYErO, NMKOELIE FAPAHTUW TOBAPHOW MPUrOAHOCTW, MPUFOAHOCTW ANA
OMPELENEHHOW LIEENW NN HEHAPYLLEHWA, OTHOCALLMECSA K NIOBLIM TECTOBLIM CEPTUGUKATAM,
NCMNONb3OBAHMIO ABOHEHTOM MUK JKOBOM HEBO3MOXHOCTW WCMONb30OBAHMA TECTOBbIX
CEPTUDUKATOB, PE3YIIbTATAM NX NCIMOJIb3BOBAHUA N HACTOALWEMY JOrOBOPY.

OrPAHNYEHME OTBETCTBEHHOCTU. KOMMAHWA «GLOBALSIGN» HE HECET OTBETCTBEHHOCTW
MNEPEON ABOHEHTOM 3A JIOBbIE TMPETEH3UN, TPEBOBAHWA WIN YBbITKA, BKIMKOYAA BE3
ONPAHNYEHMA NMPAMbBIE, KOCBEHHbLIE WM OCOBbIE YBbITKW, BO3HUKAIOLWIME B PE3YJIIbTATE
NCIMONb30BAHNA NOBbIX TECTOBbLIX LIN®POBbLIX CEPTU®PUNKATOB N MCMNOJIbSOBAHUA NI OTKASA
OT UCMONb30OBAHNA TECTOBOIO LIMGPOBOIO CEPTUDKUKATA MO NTOBEON MPUYVHE, HE3ABUCUMO
OT TOro, OCHOBAHbI NI TAKUE OEWNCTBUA HA OOFOBOPE UM UHLIM OBPA30OM, BKJIKOYASA
XANNATHOCTb.

9.0 OrpaHuyeHHas rapaHTusa KomnaHum «GlobalSign»

3A UCKNKOYEHMEM CJTYYAEB, 3AMPEWEHHbLIX 3AKOHOOATENLCTBOM, UMW 3A WNCKIOYEHWEM
MONOXEHMA HACTOSALWEFO [OOrOBOPA, B KOTOPLIX TMPEOYCMOTPEHO WHOE, KOMMAHWA
«GLOBALSIGN» HE TMPEOOCTABNAET HWKAKUX T[APAHTUN, BKIKOYAS TAPAHTUIO TOBAPHOM
NPUrOOHOCTN N (MNN) TAPAHTUIO NPUTOOHOCTW OnA NCMNOJIbSOBAHUA MO HASHAYEHUIO.

B YACTW BblJAYM KOMMAHMEWN «GLOBALSIGN» /1 YMPABNEHUA CEPTU®WMKATOM B COOTBETCTBUU
C TPEBOBAHVAMW CPS KOMMAHUA «GLOBALSIGN» HE HECET OTBETCTBEHHOCTW TEPE[N
ABOHEHTOM, 3ABVCMMOW CTOPOHOW WIN KAKOW-NTMBO TPETBEM CTOPOHOW 3A KAKOW-NMBO
YWEPE WNW MOTEPW, MOHECEHHBLIE B PE3YJIbTATE MCMOJIb3OBAHWMA UINN MONAFAHUA HA TAKOW
LIMOPOBOW CEPTU®UKAT. B MPOTUBHOM CIYYAE, OTBETCTBEHHOCTb KOMMAHWM «GLOBALSIGN»
MEPEJ ABOHEHTOM, 3ABUCUMOW CTOPOHOW U TPETbKM NALIOM 3A NMOAOBHbLIA YIWEPE UNA
MOTEPU HW MPU KAKMX OBCTOATENLCTBAX HE MPEBLIWAET OHOW ThICAYM AONNAPOB CLUA (USD
1 000) HA ABOHEHTA, 3AB/CKMMYIO CTOPOHY HA OVH L®POBOW CEPTUDWKAT W OBYX ThICAY
AJONNAPOB CLIA (USD 2 000) ANnA CEPTUOUKATOB EV, EV CODE SIGNING WIN CEPTUDUKTA
COTMETKOW O MPOBEPKE (MARK)..

OTA BEPXHAA NPAHVMUA OTBETCTBEHHOCTW OMPAHNYMBAET OBBEM BOCCTAHOBMMOIO YLWEPBA
NN MOTEPb 3A MPEAENAMU KOHTEKCTA FTAPAHTUMHOWM MONUTWKA KOMMAHUW «GLOBALSIGN».
HA CYMMbI, BbIMJIAYUBAEMBIE B PAMKAX FAPAHTUWHOW TMOMUTUKK, PACIMPOCTPAHAKOTCA
COBCTBEHHbLIE BEPXHWE TPAHWLIbI OTBETCTBEHHOCTW. HW TPN KAKUX OBCTOATENBLCTBAX
KOMMAHUSA «GLOBALSIGN» HE HECET OTBETCTBEHHOCTW 3A KAKOW-NIMBO KOCBEHHbLIN YLIEPE,
HEMNPEOHAMEPEHHbIN YUWEPB, OAKTUYECKNN YIEPB, OMPELENAEMbIV OCOBbIMU
OBCTOATENLCTBAMW, WX MNOCNELYIOWMA  YUWEPE, BO3HUKAKOWWA W3 UKW B CBA3N C
NCMONb3OBAHMEM, NMPEOOCTABIIEHVEM, MONATAHVEM, NMUEH3NPOBAHWEM, MCMNONMHEHWEM WUIA
HEMCMNONHEHWEM TPAH3AKLMA C UCMOJIb3OBAHMEM LIM®POBbLIX CEPTUGUKATOB, SNIEKTPOHHbIX
MOANUCEW, WM  MPOYMW  TPAH3AKUMAMU  UN YCIYTAMW, NPEONATAEMbIMUA - WA
NOOPA3YMEBAEMbLIMA B HACTOALLEM ABOHEHTCKOM JOIrOBOPE.

HACTOAWEE OrPAHUYEHWE OTBETCTBEHHOCTW OCTAETCA HEW3MEHHBLIM HE3ABUACKMO OT
KOJIMYECTBA QJJIEKTPOHHbLIX TMOAOMNUCEN, TPAHSAKLMW WM  TMPETEH3NW, OTHOCALLUNXCA K
LUMOPOBOMY CEPTUDUKATY.

BbILLEN3NIOXKEHHOE HE OrPAHMYMBAET OTBETCTBEHHOCTb KOMMAHUM «GLOBALSIGN» B
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OTHOWEHMN  KBATIMOULIMPOBAHHBIX CEPTU®UKATOB B COOTBETCTBMW CO CTATbEM 13
PETTIAMEHTA EIDAS

10.0 Cpok gencTBus n ycnoBusi pactopxeHus [lorosopa
10.1. Hactoawwmi [oroBop BCTynaeT B CuUly C MOMEHTa €ro akuenTupoBaHMsl Mpu pasMeLleHun 3akasa wu
npekpallaeT AeNCTBME B CNEAYIOLNX CryYasX:
10.1.1. npn HeBbINONHEHMN ABOHEHTOM Kakoro-nnbo maTepmanbHOro obA3aTenbCTBa COrMacHO HacTosiLemy
[oroBopy, ecnv Takoe HapyLLUeHNe He yCTpaHsAeTCcs B TeyeHre nNsatu (5) AHern ¢ MOMeHTa NonyvyeHns yBeAOMIIEHNS
06 atom ot KomnaHum «GlobalSign». B panHom cnydyae KomnaHnum «GlobalSign» vMeeT npaBo oTo3BaTbhb
HeonnayeHHble Lindposblie cepTudmkathbl 1 3abNoKMpoBaTh NMYHbIA KAaOMHET ABOHEHTa;
10.1.2. B ogHOCTOpOHHEM nopsigke CTOPOHOWM NMpW HanpaBnieHUW NUCbMEHHOTO YBEAOMIEHUs (B TOM 4ucre Mo
9MNEKTPOHHOM MoyTe, ykasaHHOW B pekBu3uTax [loroBopa) B agpec apyron CTOpPOHbI He3aMennuTenbHO B
crnegywmx cny4vasx:
(a) cywecTBeHHOe HapyLueHune apyron CTOpOHOM ycroBui HacToswero [lorosopa, ecnv nogobHoe HapyLueHne
npoaomkaetcs B TedeHue 10 (gecsaTtun) gHewn nocne HanpaBneHust yBeAOMMNEHNS O HEBbINOMHEHMNN JOMOBOPHbIX
06sa3aTensCTB;
(b) opyrast CTopoHa nHmummupyeT npouecc 6aHKpOTCTBA, NPEKpaLLaeT BeAeHMe S3KOHOMUYECKOW AeATENBHOCTH
UNKN HaxoauTCA B NpoLecce NUKBUZauun; Unm
(c) popyras CTopoHa He MMeeT BO3MOXHOCTU WCMOMHATH CYLLECTBEHHYK 4acTb CBOUX 00513aTENbCTB,
YCTaHOBMEHHbIX HacTosAwmum [loroBopom, B pesyrnbTaTe Kakoro-nnmbo cobbitus (Mnm cobbiTuin), CBA3aHHOIO C
0bCcTOoATENBCTBAMM HEMPEOAONIMMON CUIbl, NPoAoImKaowmumnca 6onee 1 (ogHoro) mecsaua.
(d) npv BBEAEHMM SKOHOMUYECKMX, (DUHAHCOBBIX M UHBIX CAHKLUIA B OTHOLLEHUN ADOHEHTA;
10.1.3. npu npegbsBnNeHNn rocygapcTBEHHbIMU opraHaMmu unn yupeagntensmm Komnadmm GlobalSign TpeboBaHus o
NMPMOCTaHOBKE W/MNW MNpeKpalleHnn OesTenbHocTM Ha Tepputopun Poccuiickon ®enepaunn, B COOTBETCTBUM C
HononHutensHbiM cornaweHvem CTOPoH, NMMBO pacTopeHne HaCTOSLEro AoroBopa B TeveHue 2 (aByx) Hedenb,
nnbo npuocTaHoBKa AeNCTBMSA HacToswero [JoroBopa Ha CPOK BBEAEHHbLIX OrPaHNYeHnI.
B ykaszaHHOM cny4yae Bce paHee BbinyLleHHble CepTudukaTol NPOOOMKaOT CBOE AENCTBUE B TEYEHNE CPOKa,
Ha KOTOPbI OHU BbIMYLLEHBI;
10.1.4. Ilobas CTopoHa BrpaBe pacTOPrHyTb AOroBOpP B O4HOCTOPOHHEM BHeCyaeOHOM nopsiake, yBeoOMUB OPYryto
CTOpPOHy, 3a 30 KaneHaapHbIX OHEWN 0 AaTbl PACTOPXKEHUS.

11.0 NMocnepcTBUA pacTopxeHUs

11.1. Mocne pacTopxeHus HacTosiwero [loroBopa Mo kKakon-nnbéo npuyinHe Komnanus «GlobalSign» nmeet npaso
oTo3BaTb LindpoBoii ceptudmkat AGOHeHTa corfacHo AencTeyowmnmM npoueaypam KomnaHum «GlobalSigny». MNocne
oT3biBa LiudpoBoro ceptudmkara ABOHEHTa MO KakoW-nNubO NpuynHe Bce MnpaBa, NpefocTaBrieHHble ADOHEHTY
COrNacHoO NyHKTY 2, aHHYNMpYyoTCcA. Takoe pacTopXXeHNe HUKOMM obpa3om He BnusieT Ha Pasgensbl 4, 5, 6, 7, 8 n 11
HacToswero ABGOHEHTCKOro [OroBopa, koTopble OyayT HaxoAuMTbCA B CUNEe W OEeWCTBOBaTb OO MOSIHOTO UX
BbIMOSTHEHWSI.

11.2. TNpwu pacTtopxeHun Hactoswero [doroBopa AGOHEHT He3amMeanuTENnbHO BbiNMA@yYMBaeT B MOSMb3y KOMMaHWM
«GlobalSign» cymMmbl, noanexaiwivMe ynnate 3a nepuod, 3akaHuYMBaKLWWMWACA B [OEHb MpekpaweHus wu/unm
pacToPXKEeHUsI.

12.0 I'Ipoqvle nonoXxeHunsa

121 Perynwpylou.l,ee 3aKoHoaaTtesnbLCTBO
ﬂ,OFOBOp perynmpyeTca U TpakTtyeTCd COornacHo 3akoHo4aTe lbCTBY Poccuiickonm CDep,epau,VWl.
MecTtom paccMOoTpeHNA CNOpPOB ABNAKTCA Cydbl r.Mocksbl.

3akoHbl (i), KoTOpble perynupyroT TONIKOBaHUE, TOSIKOBaAHWE M UCMONMHEHUe HacTosAwero CornalleHns n Bcex
BOMPOCOB, NPETEH3UN U CMOPOB, CBA3AHHBLIX C HAM, BKITHOYAsA UCKM O NpaBOHapyLleHusix, u (i) cyapl,
obnagaroLme UCKIHYNTENBHOWN IOPUCOUKLMEN B OTHOLLIEHUN NFOObIX BOMPOCOB, MPETEH3UIN UK CMOpPbI,
M3roXeHbl B Tabnuue Huxe.

O61bekT GlobalSign B cBOAKE
MpumeHumoe npaBo MecTto npoBegeHus
3akasa
GMO GlobalSign K.K. AnoHusa OkpyxHoin cyn Tokwo,
AnoHns
GlobalSign China Co., Ltd. Kutan LWaHxan, Kutan
GMO GlobalSign Ltd. AHrnna n Yanbc JloHAaoH, AHrnus
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GlobalSign NV

Benbrus

JleBeH, Benbrus

GMO GlobalsSign, Inc. (US)

Hbto-Mamnwnp, CLUA

Cyapl wtata m
denepansHble cyabl Hbto-
MamMnwmpa

GMO GlobalSign Pte. Ltd

CwuHranyp

CwuHranyp

GMO GlobalSign Inc.

duUnNUNNunHbI

Makatn-Cutn, dunmnnuHel

GMO GlobalSign Certificate Services

3akoHbl Pecny6nmku

Denun, NHgus

Pvt. Ltd Nuonsa
3akoHogaTenbCcTBO

GMO GlobalSign Russia LLC Poccuiickon Mockea, Poccusi
denepaumm

GMO GlobalSign Solutions in bpasunus Beny-Opwu3soHTtun, bpasunus

Technology S/A ’
O6beanHeHHble Oy6an, O6beanHeHHble

GMO GlobalSign FZ LLC

Apabckne Dmuparbl

Apabckne Dmuparbl

B oTHoweHun kBanudmkaunoHHbix ceptudmnkatos elDAS cnopbl, CBS3aHHbIE C (PMHAHCOBBLIMY UMK
KOMMepyeckMmMmn Bonpocamu, 6yayT paspeluarbCs B COOTBETCTBUN C MPUMEHMMbIM 3aKOHOAATENbCTBOM U
MECTOM, yKa3aHHbIM BbILLE U AN CMOPOB, CBA3AHHLIX C cepTudukaTamm, perynupyoLLee npaso n MecTo
paccMmoTpeHus ByayT TakuMm e, Kak ykasaHo Bbilwe anga GlobalSign NV.

12.2 O6sA3aTenbHbIN XapaKTep

Ecnun He ykasaHO WHOe, HacToswmn [loroBop HOCUT o6s3aTenbHbI XapakTep M pacnpocTpaHsieTcs Ha
NpaBONPEEMHUKOB, WUCMOMHUTENEN, HacNedHWKOB, NpeacTaBuTener M aAMMHUCTPATOPOB CTOPOH HACTOSLLEro
Horoeopa. Hukakue npaea, Bo3HMKawlme M3 HacToswero Jorosopa u Liudpoeoro ceptundurkara AGOHeHTa, He
MoryT BbITb NnepefaHHbIMKM  ADOHEHTOM TpeTbeln cTopoHe. Jliobasi ymbllneHHas nepegaya wnv genernpoBaHue
npae sBNseTCd HedeucTBMTENbHOW, a Tawkke Aaét KomnaHum «GlobalSign» npaBo pacToprHyTb HacTOALWMNA
[oroBop B 04HOCTOPOHHEM MOPSIAKE.

12.3  WUcuepnbiBatowumn xapakrtep oroBopa

HacTtoawwmin [loroBop COBMECTHO CO BCEMU [OKYMEHTamMW, Ha KOTOpble MNPUCYTCTBYIOT CCbIMIKM B HACTOSLLEM
[Horosope, kakue-nubo cornawieHns o npegocTaBneHny ToBapoB UMW YCMyr, UMW corfalleHne O nepenpogaxe
(ecnn cTtopoHa HacTtosilwero [loroBopa SBRSIETCA IMUOM, OCYLLECTBASIOWUM Mepenpoaaxy), npeacrasnsieT
coboln nonHoe cornaweHve Mexay CTOpOHaMuM M OTMEHsieT BCe npedblayline YCTHble WU MUCbMEHHbIE
AOroBOPEHHOCTN, 00s13aTeNnbCTBa, COrnalleHusl O B3aMMOMOHUMAaHWK, MEepenucky, OTHOCSLLYIOCA K MpeameTy
HacTosero [loroeopa.

12.4 PaspenbHOCTbL nonoxeHun [loroBopa

Ecnn ogHO u3 nonoxeHuin Hactosiwero [loroBopa unu ero npuMMEHEHWe CTaHyT MO Kakou-nnbo npuynHe
He4eCTBUTENbHLIMA UMW HEBLINOMHUMbLIMW, OCTarlbHble MOSIOXEHUS HacTosiwero [JoroBopa U MX NpUMEHeHue
K OpyrMm nuvuam unum obCcTosaATenbCTBaM AOMMKHO Haumyywmm crnocoboMm nepefaBaTtb HaMEpPeHWUst CTOPOH
HacTodawero [orosopa. B JOMOBOPE MPAMO YKA3AHO /1 COMMACOBAHO CTOPOHAMW, YTO KAXXOOE
MONOXXEHME HACTOSALLEFO OOrOBOPA, KOTOPOE KACAETCHA OMPAHUYEHNA OENCTBUA, OTKA3A OT
FAPAHTUM UNA UCKMIOYEHWA YWEPBA, ABNAETCA OTAENbHLIM M HE3ABUCUMBIM OT OPYIUX
MONOXEHU 1 MOXET BCTYMATb B CUITY CAMO MO CEBE.

125 YBepomneHusi

Ecnu ABOHEHT >xenaeT unu ot Hero TpedyeTcsa oTnpaBneHne yBeAOMITEHNS, TpeboBaHNs Unn 3anpoca B KomnaHuio
«GlobalSign» oTHocutenbHO HacToswero [Joroeopa, nwbdoe nogobHoe obpalleHne cocTaBnseTcs B MMCbMEHHON
dopme 1 cuMTaeTcsa OTNPaBfEHHbIM Hagnexawm obpa3omM npyu OTMNpPaBlEHUN KypbepcKow cryxbown, koTopast
MOXET NoATBeEPAUTb (PaKT LOCTaBKM B MUCbMEHHOM BMAE WM MO NoYTe, 3aKas3HbiM MUCbMOM C YBEOOMITEHUMEM O
BPYYEHMM MO agpecy OOHOro M3 HWKenepeumcrneHHbIX MexgyHapogHbix dunmanos Komnanum «GlobalSigny:
https://www.globalsign.com/en/company/contact, ¢ nomeTtkon: gns Hpugudeckoro OTtgena.

126 Cob6nropgeHue 3KCNOPTHOro 3akoHoAaTenbCTBa

Kaxgas ctopoHa 0b6s3yeTcs cobnogaTh Bce NpumeHnMble doefeparbHble, rocyaapCTBEHHbIE U MECTHbLIE 3aKOHbI
1 NOA3aKOHHbIE aKTbl B CBA3U CO CBOEW AeATENbHOCTLIO MO HacTosweMy CornalleHuto, BKIoYas, HO He
OrpaHn4MBasicb, BCe NPMMEHUMbIE 3aKOHbI O CaHKLUSIX, 3aKOHbI 06 MMMNopTe 1 3KCNopTe, orpaHUYeHunsl, Mepbl
KOHTPOIS HaunoHansHon 6e30MacHOCTN N HOPMAaTUBHbIE akTbl (COBMECTHO UMeHyeMble “3akoHbl”). ABOHEHT He
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GyOeT MMMNopTMPOBaTb, 3KCMOPTUPOBATL, PEIKCNOPTMPOBAaTL MU paspeLlaTb 3KCMOPT UIN PEIKCNOPT Kakoro-nmoo
cepTudmkaTa unm nboro Apyroro NpoaykTa B HapyLLIEeHWe KakuxX-Nnbo 3aKoHOB.

127 O6paboTka M XpaHeHWe nepcoHanbHbIX MAaHHbIX, MpeaocTaBfieHHbIx A6oHeHTOM KomnaHuu
«GlobalSign»
KomnaHus «GlobalSign» 06a3yeTca cobniogaTe COBCTBEHHYIO NONUTUKY KOH(MAEHUNANLHOCTU (pasMeLLeHHON B
https://www.globalsign.com/en/repository) npu nony4eHuun n ncnonb3oBaHun uHgpopmarmm ot AboHeHTa. KomnaHus
«GlobalSign» MoxeT BHECTU WN3MEHeHMs B MNONUTUKY KOHMAEHUManbLHOCTU B noboe Bpemsi, pa3mecTuB
N3MEHEHHYI0 NOMNUTUKY KOHPMAEHUMANbHOCTU Ha CBOeM Beb-calTe.

KomnaHust «GlobalSign» mMoxeT npoBepsiTb TakMe NyHKTbl Kak UMst 1 dpamunus mnsmnyeckoro niua, agpec wu
APYIYI0 NWYHYK0 MHOPMaLUMIo, NMpedoCTaBleHHy0 BO BPeEMS MoJayu 3asiBKM Ha OCHoBe 0a3 AaHHbIX TpeTbew
CTOPOHbI. JTO HeobXoouMO AN Okas3aHus ycrnyru Bbinycka LindppoBoro ceptudmkata. BeTynasi B HacToAwmn
[oroBop, ABGOHEHT cornallaeTcsl Ha MpoBedeHMEe Takux MpoBepok. Bo Bpems npoBedeHUs TakMx NpPOBEpPOK
KOoHduaeHUnansHas WHcpopmaLms, npegocTtaBneHHas ABOHEHTOM, MOXeT ObITb pasrnawleHa
3aperucTpMpoBaHHbIM areHTCTBam KpeauTHON WHAOPMaLMK, KOTopble MOryT BECTM YYET Takom MHgopMauun.
[aHHble MpoBEpKM MPOBOAATCH C LEnbl MNOATBEPXKOEHUS NWYHOCTM, a KpeauTHasi MpoBepKa Kak TakoBas He
nposoanTcs. 3Ta npoueaypa HUKonM obpas3om He BNMSIeT Ha KpeaUTHbIN penTuHr AGoHeHTa.

O6paboTka nepcoHarnbHbIX AaHHbIX, BKAYasd Mx cbop, 3anucb, cUcTemaTu3auuio, HaKoMfeHue, XpaHeHue,
yTOuyHEeHne (OOHOBMNEHVWe, UW3MEHeHMe), W3BMNeYeHue, UWCNoNnb3oBaHWe, nepefadvy (pacnpocTpaHeHwue,
npegocTaBneHne, [octyn), obeanuyuuBaHue, ONokMpoBaHWe, yAaneHue, YHUYTOXEHME OCYLLIECTBNAETCA B
cooTtBeTcTBUMM ¢ PeaepanbHbiM 3akoHOM Poccuiickon ®egepauum ot 27.07.2007 Ne152-03.

Llenbto 06paboTkM nepcoHanbHbIX AaHHbIX SABASETCA Haanexallee NCNOoNMHEHNe CTOPOHaMM YCITOBUIA HACTOSILLLErO
Horosopa. ObbeM nognexawmx obpaboTke nepcoHanbHbIX AaHHbIX onpedensetca KomnaHunen «GlobalSign» c
YYETOM HeOobXoaMMOCTU naeHTudmkauum nud, obnagarowmx NofHOMOYNSMN AEACTBOBATL B KayecTBe AGOHeHTa
unun lNpegcrtaButens AGOHeHTa, ecnn ABOHEHTOM $BMSIETCA OPUONYECKOE NULO, a Takke onpedeneHus ux
NOJTHOMOYMIA.

B cnyyae, ecnm nepcoHanbHble faHHbIE NPEAOCTaBMSAITCA HENOCPeACTBEHHO CYyObEKTOM NepCoHarbHbIX OaHHbIX,
npegnonaraeTcsi, 4YTo QfanbHenwas ux obpaboTtka KomnaHnuen «GlobalSign» ocyllecTBnsieTcs C Lenbio
UCMNorHeHust HacToswero [lorosopa u He TpebyeT 4ONOMHUTENBHOIO BbIPAXXEHWUS B TOW UK UHOM hopme cornacus
cybbekTa nepcoHarnbHbIX AaHHbIX, ECIIN OCYLLECTBMSIETCA B COOTBETCTBUM C BbILLEYKA3aHHOW Lienblo 06paboTkm
NnepcoHarnbHbIX AaHHbIX.

B cny4yae, ecnu nepcoHanbHble AaHHblE NPeOCTaBMNATCA HE CYyOBEKTOM MEPCOHAanNbHbIX AaHHbIX, NULO, UX
npepoctasnswowee (AboHeHT, [lpeactaButens AGOHeHTa), rapaHTUpyeT, 4TO MpaBO MpPefoCTaBneHUs
nepcoHarnbHbIX OAaHHbIX U MX nocreayoLlenn obpaboTkM NnpegocTaBneHo cybbekToM NepcoHarnbHbIX AaHHBIX Anst
3aKNI0YEHMS UK UCTNONHEHNS HacToswero [Jorosopa, NMbo um npeaocTaBneH JOCTYN HEOrPAHNYEHHOTO Kpyra nuy,
K CBOMM MepCOHanbHbIM AaHHbIM. B cnyyae, ecnu JocTyn K nepcoHanbHbIM AaHHbIM HE NpefoCTaBneH UX
cybvektoM, Komnanus «GlobalSign» He HECET OTBETCTBEHHOCTb 3a MOCHEACTBUS HECaHKLMOHUPOBAHHON
00paboTkM NepcoHarnbHbIX AaHHbIX.

Jnuo, npepnocrtasndrollee nepcoHanbHble gaHHbIEe, HECET OTBETCTBEHHOCTb 3a WX NONMHOTY N OOCTOBEPHOCTL, a
TakXe, eClin OHO He ABndeTCcA Cy6'beKTOM nepcoHarbHbIX AaHHbIX, 3@ TO, YTO NpeaocTaBlieHne nepcoHalrlbHbIX
[OaHHbIX OocyulecTBnAeTCA UM Ha 3aKOHHOM OCHOBaHUW.

Komnanus «GlobalSign» moxeT obpabaTbiBaTb, packpbiBaTb W/unu nepegaBaTb 3Ty WHAOPMAaUUIO CBOUM
adunupoBaHHbIM fMuaM, areHTam K cybnogpsgyvMkam no mepe HeobxooumocTW ANis NPOBEPKM WM Bblaaudu
CepTtudukara, Bktodasi 06paboTky, packpbiTe u/unu nepegadvy B CTpaHbl, KOTOPblE MOrYT UMETb 3aKOHbl O
3alumTe AaHHbIX, KOTOPbIE ABMASITCA MEHee 3aLUUTHBIMW, YEeM 3aKOHbI CTPaHbl, B KOTOPOW HaxoamTcs ABGOHEHT.

MOOAYA 3AABKN HA MONYYEHUE LUNOPOBOIO CEPTUGUKATA MNOOATBEPXOAET MPUHATUE BCEX
YCNOBUW HACTOSALLEMO JOMOBOPA, B TOM YACTE YKA3AHHBLIX B HACTOALWEM MYHKTE U NMONIUTUKE
KOHOUOEHUNANBHOCTWN  (pasmelteHHon B https://www.globalsign.com/en/repository), A  TAKXKE
MOOBEPXOAET COIMMIACUE HA OBPABOTKY, PACKPBITUE U/ MEPEOAYY NMEPCOHAIBbHbLIX OAHHBIX
B NMOPAOKE, MPEOYCMOTPEHHOM B HACTOALWEM OOIrOBOPE N MONIUTUKE KOHOMONLUMNANBHOCTW.

128 ToproBble MapKu U NIOroTUNbI
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B uensix Hactosawero [loroBopa WnuM BbIMNONHEHUS YCNOBMIW HacTtosiwero [oroBopa, ABGOHeHT u  KomnaHus
«GlobalSign» He nony4yaloT HMKakux NpaB Ha TOProByld Mapky, (pMpMeHHOe HasBaHwue, NOroTvn unu obo3HayveHus
n3genuin opyron CTOPOHbI, M HE CMOTYT UCMONb30BaTh UX AnNs NOObIX Lienewn, KpoMe TeX, Ha BbINOMHEHUE KOTOPbIX
ObINO NONyYeHO MUCbMEHHOE paspeLleHne OT CTOPOHbI, KOTopas BriageeT BCeMM MpaBaMy Ha Takue TOprosble
Mapk1, OUPMEHHbIE Ha3BaHWUSA, NOroTUMbI UM 0003HAYEeHNS N3aenui.

13.0 NMoppepxka KnueHtoB

Mo Bonpocam noaaepxkn ABoHeHT MmoxeT obpaluatbes B KomnaHuto «GlobalSign» yepes support@dglobalsign.com
unn yepes mnwOOM M3 HAWMX MEXOYHApPOAHbIX OMQWUCOB, MEPEYMUCNEHHbIX B  CMWCKE, WM  Ha
https://www.globalsign.com/en/company/contact .

13.1 Refund Policy

If Subscriber is not completely satisfied with the issued Certificate, if the Certificate was ordered directly from
GlobalSign, Subscriber may request a refund within seven (7) days of the Certificate being issued. Any refunds will be
net of any fees incurred by GlobalSign.

KomnaHnusa GlobalSign: AGOHEeHT:
000 «[xu-3m-0 Noban CanH Pawax»

Appec: Poccuinckan egepauus, Appec: Poccunckas degepaums
119435, r. Mocksa,
CaBBuHckasi HabepexHasi, a. 15, 6 aTax, nomelleHme

Ne1 NHH:
WNHH: 7723863185 Kmri:
Krn: 770401001 OrPH:
OlPH: 1137746133370 p/c:
p/c: 40702810500760003649 BaHk
dunuan UeHntpanbHbin, bank BTB (MAO), r. Mocksa BUK:
BUK: 044525411 K/c:
k/c: 30101810145250000411
Mopgnuce:
Mognucsk:
"eHeparnbHbI QupeKTop
/ /
/ Poikukos 0. A. / M.T1.

M.TT.

[Bepcusa 5.4 2024-03-29]
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MpunoxeHue Ne1
Kk aBoHeHTCckomy goroBopy Ne
oT 202_r.
Cneuundmkauymn

O6uwecTBO C OrpaHU4eHHOW OTBETCTBEHHOCTbI «[ku-OM-O Moban CawnH Pawa» (ganee no Tekcty —
Komnanug GlobalSign) B nuue NeHepanbHoro gmpektopa PopkukoBa Amutpua AnekcaHoposuya, AENCTBYHOLWENO Ha

ocHoBaHuM YcTaBa, W « » B nuue , OENCTBYHOLIEro Ha OCHOBaHuU
[YcTaBa/[JoBepeHHOCTH], Aanee — AGOHEHT, BMECTE MMeHyeMble — CTOPOHBI, a Kaxkaoe no otTaenbHocTn — CTopoHa,
nognucanu HacToswy Cneundpukaunto k ABOHeHTCKkomy goroeopy Ne oT 202_r. o0
HUKecrneayLwemMm:

1. KomnaHus GlobalSign o6s13yeTcs npeaocTaBuTb, a AOOHEHT ONnaTUTb CrieAyoLmMe YCryr no BbiMyCcKy LMAPOBLIX
cepTudnKaToB:

Kon-
Ne HaumeHoBaHwue ycnyru B0 LleHa, py®.
Ycnyru no ochopMneHu1to 3akasa Ha BbinyCck LMdpoBOro ceptudukarta
1 | Ha1roa (3akas ) 1
Utoro obwasa croumocTtb, BKkno4vasa HOC:
2. O6uwas ctoMmocTb HacTosiwen Cneuyndumkanmm, nognexawasa ynnate AGOHEHTOM, cocTaBnsaeT () pybnen

___xon., Bkrtodaa HOC 20% - pyb __ kon.

3. ABOHeHT 00s3yeTcs onnaTuTb ycnyru, npeaocTtaensieMble KomnaHuen GlobalSign, Ha ocHoBaHWKM BbICTaBNsiEMOro
Komnanwuen GlobalSign cueTa, B COOTBETCTBUM C YCINOBUAMM, YKa3aHHbIMU B TEKYLLLEM MPUIIOXKEHWMN.

4. Tlo cakTy okasaHus ycnyr KomnaHus GlobalSign npeacraenset AGOHeHTY Ha nognucaHue AKT 06 OKasaHHbIX
ycrnyrax B AByX ak3emnnsipax. B cnyyae, ecnu AGoHeHT He Hanpasun Komnaxnum GlobalSign nognucaHHbein AKT caaym-
nNprMémkn paboT unn MOTUBMPOBAHHBIN OTKa3 OT NPUEMKM paboT B cpok 15 CyTOK nocne nepeyncrieHns AeHexXHbIX
cpencTs, paboTbl cunTaroTCA MPUHATBIMKU 6e3 3amedyaHuh ABOHeHTa U OOPMIIATCA OOHOCTOPOHHUM AKTOM
Komnanun GlobalSign.

KomnaHus GlobalSign: AGOHEeHT:
000 «xun-Om-0 Noban CanH Pawax

Appec: Poccuinckan egepauus, Appec: Poccuinckaa degepaums
119435, r. Mockea,
CaBBuHckasi HabepexHas, a. 15, 6 aTax, nomeLllieHme

Ne1 NHH:
WHH: 7723863185 KIrt:
Kr: 770401001 OrPH:
Ol'PH: 1137746133370 p/c:
p/c: 40702810500760003649 BaHk
dunuan UentpanbHbin, Bank BTB (MAO), r. Mocksa BUK:
BUK: 044525411 K/c:
k/c: 30101810145250000411
Mopgnuce:
Mognucsk:
"eHepanbHbI QUpeKTop
/ /
/ Pekukos 0. A. / M.T1.

M.IT.
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