OOrOBOP-O®DEPTA Ha oka3aHue ycnyr YOOCTOBEpPSAOLEro LeHTpa — Bepcusa 5.4

r. MockBa Pepakuns Bctynaet B cuny ¢ 1 oktabps 2024
roga

Hecmompsi Ha nepesod Hacmosiue20 [Jozoeopa Ha s3bIK, OM/IUYHbIU OM aHa/uliCKo20, 8EpPCUsi HAacmosiuie20
Jlozoeopa Ha aHenulickoM si3bike 8ceada s18/191emcsi KOHMPOJsIbHOU U eUHCMBEHHOU OCHO80U OJis1 MOJIKO8aHUS
ycrnosul Hacmosiwezo [Joeosopa.

BHUMATENIbHO MPOYTUTE HACTOSALWWMA OOrOBOP, NPEXAE YEM MCMOJIb30BATL LIM®POBOW
CEPTU®WKAT, BbIJAHHbLIV BAM MW BALLEN OPTAHUSALIMN. NMPWY MOOAYE 3AABKM HA MOJTYYEHUE
LUMNDPPOBOIO CEPTUDUKATA Bbl MPUHUMAETE YCNOBUNA HACTOALLENO OOMTOBOPA. ECIMN Bbl HE
NMPUHNMAETE YCIOBUA HACTOALLENO OrOBOPA, HEMEANIEHHO OTMEHUTE 3AKA3 B TEMEHME
CEMW (7) AHE/ C MOMEHTA BbIMYCKA L/®POBOIrO CEPTU®UKATA, YTOBbLI MONYYNTH MOJHbLIV
BO3BPAT CTOMMOCTW. ECIIM Y BAC BOSHUWKIIN BOMPOCbHI MO HACTOAWEMY [OOroBOPY,
OBPATUTECB K HAM MO 3NEKTPOHHOMY ALPECY: legal@globalsign.com

«GlobalSign» — 310 opraHusauum, y koTopbix AGOHEHT pa3mellaeT 3aka3 Ha npuobpeteHne Ceptudukara,
GMO GilobalSign K.K. (AnoHus), GlobalSign China Co., Ltd. (Kutan), GMO GlobalSign Ltd. (BenvkobputaHus),
GlobalSign NV (benbrus), GMO GlobalSign, Inc. (CLLUA), GMO GlobalSign Pte. Ltd (CuHranyp), GMO GlobalSign
Inc. (®ununnuHel), GMO GlobalSign Certificate Services Pvt. Ltd (MHgnsa), OO0 «dxmn-Om-O moban CanH
Pawa» (Poccusa), GMO GlobalSign Solutions in Technology S/A (Bpasunusa) nnn GMO GlobalSign FZ LLC
(ObveanHeHHble Apabckne Omupatbl). HecmoTps Ha BbllweckaszaHHoe, ecnv  ABOHEHT 3akasbiBaeT
KsanudumumposaHHbin ceptudmkat elDAS, «GlobalSign» o3navaet GlobalSign NV (Benbrus).

OO6LLecTBO C OrpaHMYeHHON OTBETCTBEHHOCTbIO «[kn-Om-O Moban CavH Pawa» (ganee no Tekcty —
Komnanus «GlobalSign») B nuue [eHepanbHoro avpektopa PbibkukoBa [OmuTpusi AnekcaHopoBuua,
OEeNCTBYIOLEro Ha OCHOBaHWWM YCTaBa, B COOTBETCTBUM C N. 2 cT. 437 [paxgaHckoro kogekca Poccumnckon
depnepaumn, npegnaraet nobomy hU3M4ECKOMY UMW OPUOUYECKOMY FMLY, KEnatoLWeMy BOCMONb30BaTbCHA
ycnyramm Komnanum GlobalSign, 3akntountb gorosop nybnuyHon odpepTol (ganee — «[oroBop») Ha
HWXecneayLwmx ocHoBaHUSAX. [JoroBop AEeNCTBYET C AaTbl pasMeLleHMs 3asiBKM Ha BbINyCK cepTudukara
(nanee — «[data BCTynneHus B cuny»).

Mpeametom lMybnuyHonm ocpbepTbl SBNSETCA OkalaHwe ycrnyr no Bbinycky Lindposbix ceptucmkato u
npeaocTaBsneHme ycnyr cornacHo pasgeny 3.0 gaHHoro [loroBopa ny6nmyHom ogepTsi.

Ecnu BbI siBnsieTech NapTHepoM M BbICTynaeTe B KadecTBe YNOMHOMOYEHHOro npeactasutens ABoHeHTa
npu nogaye 3asiBKM Ha MonyveHne ceptudmkata unm CBA3aHHbIX C HUM YCNyr, Bbl 3asBnseTe 1 rapaHtupyete
KomnaHun «GlobalSign» 1 goBepsowmm CTOpoOHaM, Y4TO Bbl NONYYMNN NOfHOMOYMS ABOHEHTa Ha 3aknioyveHue
HacToswero [loroBopa OT €ro UMeHUW W [OOkHbl cobnopate n obecneunBaTtb cobniogeHne ABOHEHTOM
HacTosLero florosopa.

Ecnu ABoHeHT npuobpeTaeT unun ucnonb3yeT ycnyrm vyepes MapTHepa, To HacToAWMM ABOHEHT 3asBnseT 1
rapaHTupyeT, Y4TO OH ynornHomouun apTHepa AencTBOBaTb OT MMeHU ABOHEeHTa B OTHOLLEHUW YCNyr, BKIOYas,
HO He orpaHuM4mMBasiCb, pa3MelleHne 3akasa, NpUHATUE YCnyr, aKcnnyatauuio, npoaneHue n orasie Lindposoro
ceptndmkata AboHeHTa. YnonHomoumsas [lapTHepa npegocTaBnATb unu nepenpogasaTb ycnyrn AGOHEHTY,
ABOHEHT HacTOALMM NoATBEPXKAAET CBOE cornacue ¢ HacToAwum [JoroBOpoM B OTHOLLEHWUM MCNOMb30BaHWS YCIyT.
Ecnn AGoHeHT He cormaceH C ycrnoBusMM Hactosiwero [loroBopa, TO OH He BnpaBe npuobpetatb Wnu
ncnonb3oBaTh cooTBeTCcTBYIOWME yenyrn Komnanum GlobalSign.

Ycnyrn no Bbinycky LindpoBbix cepTugmkaTtoB NpeaocTaBnsalTCS MNOCMe 3aBeplUeHWUst npouenypbl
Bepudukaummn AboHeHTa. Onnarta npomsBoaMTCA B TeveHne 15 (mATHaguaTtv) KaneHOapHbIX AHEN ¢ MOMEHTA
Bbinycka Lindposoro ceptudukara.

1.0 TepMuHbI 1 onpegeneHus
B HacTosAwmin [loroBop BKIIOYEHLI cCneayoLwmne NosMTUKU U UHCTPYKLUUK:
e The GlobalSign Certification Practice Statement (CPS);
e The GlobalSign Warranty Policy;
e The GlobalSign Payment Terms;
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TekyLine BEPCUM BbilLieyKa3aHHbIX JOKYMEHTOB HaxOASTCs Mo agpecy:
https://www.globalsign.com/en/repository/, https://www.globalsign.com/en/company/corporate-policies u

https://www.globalsign.com/ru-ru/repository-ru.

TekyLasn Bepcus TpebosaHni CA/B Forum Baseline Requirements HaxoguTcsi no agpecy
https://cabforum.org/baseline-requirements-documents/.

B Hactosiwem [loroBope MCMoONb3ylTCs Ccnegylwme TepMUHbI

n onpegenenus. Jliobble TepMUHBbI,

ncnonb3dyemble, HO He onpenerieHHble B HacToAleM OOKYMeHTe, OO KHbl UMeTb 3Ha4YeHUA, NpucBOEHHbIOE UM B

OTpacneBbIX CTaHAapTax.
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3aaBuTenb, NO4ABLUNA CaMOCTOSITENBHO NMOO B nuue ceoero [NpeactaButens, B TOM
yncne MNapTHepa, 3asBKy Ha nosnyyeHme (unm obHoBneHue) Lindgposoro ceptudmrkara
W NonyymBlMn Takon Lindposon cepTudmkat nocne ero Bbinycka YA0CTOBEPSIOLUM
LEHTPOM.

Kopropauusi, ToBapuLIECTBO, COBMECTHOE MpPeanpusaTMe WNU WMHOE puanveckoe
Lo, KOHTPONMpyeMoe WM Haxoasuieecs non O6OLWMM  KOHTpPONEeM Opyroro
OPUONYECKOro Nuua UM opraHa, areHTcTBa, otaena unu nboro NpeanpusaTUS Noa
HenocpeacTBEHHLIM KOHTPOSIEM rOCYAapCTBEHHOMO OpraHa.

ABOHEHTLI, KOTOpbIE ABNAOTCA yyYacTHMKamu ABOHeHTckoro [loroBopa wunu npuHANM
Ycnosusa ncnonb3oBaHusa Liudposoro ceptudmkarta, Bce lNMocTaBLimky nporpammHOro
obecneyeHus, ¢ koTopbiMu KomnaHusa «GlobalSign» 3akntoynna KOHTPaKT Ha BKMOYeHne
CBOMX KOpHEBbIX CepTUdUKATOB B MNPUMOXKEHUS MPOrpaMMHOro obecneveHus
(hanpumep, Microsoft), pacnpocTpaHsiemble Takum [loCTaBLUMKOM MPOrpamMmmHOro
obecneyeHns, U Bce nonaralliMecs CTOPOHbI, KOTOpble pas3yMHO nonaralTcs Ha
OEenCTBUTENbHBIN cepTUdUKar.

Opuanyeckoe nuuo, areHTCTBO, [enapTameHT, MWHUCTEPCTBO, unuan wunm
aHarnornyHoe rocyapCTBEHHOE yupexaeHue, SBNsoLLeecs YacTbio rocyiapCTBEHHOM
CUCTEMbI CTPaHbl, yrnpaBnsemMoe rocyaapcTBOM, UMM MONUTUYECKoe NoapasfeneHve
BHYTPW CTpaHbl (HAanpyMep: ropoa, OKpYr, MPOBUHLUA U T. 4.).

Pacwwnpenune Lindposoro ceptudumkaTa, KOTOpoe ykasbiBaeT Ha cnocob gocrtyna K
WHopmMaumm u ycnyram ans usgatens Lndposoro cepTtudmkata, B KOTOPOM
HaxoamMTCs pacLunpeHue

MaTtemaTtnyeckn creHepmpoBaHHbIV KoY, KOTOPLIN AEPXUTCH BriafenbLemM B cekpeTe
N ucnonb3yeTcs, YTobbl co3gaBaTb OfEeKTPOHHbIE MOAMUCU UMW ANS pacluMdgpoBKu
3MNEKTPOHHbIX AaHHbIX.

MocnepoBaTenbHOCTb ONMcaHa B OCHOBHbIX TpebosaHuax KoHcopuuyma CA/Browser
Forum «k Bblgaye w ynpaBneHnto nybnMyYHO-AOBEPEHHBIMM  cepTudmkaTamm
(«OcHOBHble Tpe6GoBaHuAY), TpeboBaHnsx KoHcopumyma CA/B Forum Kk Bbigaye u
ynpasneHunio nybrnMyHo-goBepPEeHHbIMM cepTudmkaTamn C paclUMpeHHOW MPOBEPKOW,
OCHOBHbIX TpebosaHusax KoHcopumyma CA/B Forum K Bblgade v ynpaBneHuto nyenmyHo-
OOBEpPEHHbIMM cepTudmKaTammn nognucu Koga

CvmMBonbHOEe uMSA, chyxawee Ans MAeHTUUKaLMU WHTEpPHEeT-y3noB B CUCTeMe
OOMEeHHbIX UMEH (DNS).

CepTtndumkat, COOTBETCTBYHOLUN TPEOOBAHMAM, YCTAaHOBMNEHHLIM pernameHTom elDAS.

YCTPOWCTBO AN CO34aHUsA SNEKTPOHHOM noanucu/neyartu, oteevarllee TpeboBaHNsIM
npunoxeHus Il k pernameHTy elDAS.

3aKprTbII7I KINMKOY CcYUTaAEeTCA CKOMMNPOMETUPOBAHHbIM, €Clin ero AaHHble Obinn
pacKpbITbl HEAaBTOPM30OBAHHOMY KLy, HEaBTOPNU3OBaHHOE NTMLIO MMEe10 K HeMY OOCTyn,
nnu cyulecTeyet I'IpaKTI/I‘-IeCKI/IVI MeTo[, C MNOMOLLbIO KOTOPOro HeaBTOpM3oBaHHOE NNLO
MOXeT pPacKpbITb ero 3Ha4eHue.

[‘pynna akcnepToB B AaHHOW OTpacnu, B KOTOPYHO BXOAAT YOOCTOBEPSIOLLME LIEHTPbI U
MocTaBwukM nporpamMmmHoro obecneyexus. NMNogpobHasa nHpopmaumsa 06 aTon rpynne
3KCMepTOB AOCTYMHa Mo ccbinke: www.cabforum.org
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OTKpbITbIN KIOY

Jlo6asa wHopmauus (HayyHO-TexHMYeckas, TexHomnormdeckas, NpOV3BOACTBEHHAS,
(hMHAHCOBO-3KOHOMMYECKAss WM MHasi, B TOM 4uMCre O CpeAacTBax 3awuThbl
nHdopmaumm, nageHTudukaunm, ayTeHTugmkaumm, aBTopusaumm (NormHax, naponsax u
T.0.), cTaTucTuyeckasi, MHpopmMauus o KnmeHTax, O MpoAyKTax, ycnyrax, pesynbraTax
uccnegoBaHun u  T.4.), nepegaBaemas 3aka3uvkoMm McnonmHuTtenio B nobon
BO3MOXHOW popMe (YCTHOW, MUCbMEHHOWN, 3MNEKTPOHHOW, WHOW), KoTopasi MMeeT
OENCTBUTENbHYID UMM MNOTEHUManbHYld) KOMMEPYECKyl LEHHOCTb B cuny
HEN3BECTHOCTM €€ TPeTbUM N1LaM, K KOTOPOW HET cBOBOAHOro AOCTyna Ha 3aKOHHOM
OCHOBaHuM 1 0b6o3HaveHHasa nepeaatoen CTOPOHOM Kak KoHpmaeHUaneHasa (B TOM
ysMcne B MOMEHT packpbiTusl); akT 3aknyeHna u  cogepxkaHue [loroeopa;
nepcoHanbHble AaHHble, Onpedensiemble B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccwuiickonn depepaumn, nepenaBaemble AGOHeHTOM (ero [lpeactaButenem),
06paboTka 1 xpaHeHune KOTopbIX ocyllecTBnseTcst KomnaHmen «GlobalSign», a Takke
nobas nHdopmaums, nosydyeHHast NyTéM BbINUCKM, 06OOLLEHNI UK aHaNUTUYECKMX
Bblknagok n3 KoHduaeHumnanbHon nHopmauuu.

CamonognucaHHbin CepTudmkaT, BblaHHbI KOpHEBLIM YOOCTOBEPSIIOLUM LEHTPOM
ans cobctBeHHOM wupeHTMdukaumm u Bepudukaumm CeptudumkatoB, BblOaHHbIX
[MoAYMHEHHBIM YA0CTOBEPSAIOLWNM LEHTPaM

MpencTtaButens ABoHeHTa nnMbo MapTHepa, KOTOpPbIV BriageeT NPSMO OrOBOPEHHbLIMU
NonHOMoYMAMM ero npeactaBnATe B kavyectse Jlvua, 3anpawwmsatowero Lindpposon
cepTudukaTt, WM nNpeacTasnATb TpeTbew CTOPOHY (Hampumep, B KavecTBe
nocTaBsLLMKa yCryr B ceTU VIHTEPHET NNy XOCTUHIOBOM KOMMaHUN), KOTOPbIV 3anosHSAeT
1 nogaét 3asBku Ha nonyyeHune Lindposoro ceptudmkaTta ot umeHn AboHeHTa. Jluua,
3anpawwmBatowue Lincdpposon ceptudmkat, MoryT ObiTe MpeaBapuTEnbHO YTBEPXKAEHDI
nocpeacTBoM Takux Ynpaensaembix ycnyr kak MSSL nnm ePKI.

MpeactaBuTtenb ABoHeHTa nMbo MNapTHepa, KOTOpPbLIV BNageeT NpsiMo OroBOPEHHLIMU
nonHomo4YMsMmM ero npeacTaensThb (i) B kadecTBe Jluua, 3anpawmsatowero Lindpposon
cepTudumkaT, unn NpeacTaBnaTb TPETbE CTOPOHY B kavecTse Jluu, 3anpalumnBaroLmx
Lindposon ceptudbmkat, n (i) yrBepxagaTe 3asBkm Ha nonyyveHue Liudposbix
ceptndumkaToB, nogaHHble Apyrumu  Jluuamy, 3anpawwusatowwmmn  Lindposon
cepTudukar.

OpraH, OTBETCTBEHHbIN 3a uAeHTUUKaLMIO W ayTeHTUdumKaumio B LUENOoM unu
yactmyHo «Cybbekta», koTopoMmy Bnocrnegcteum 0OyayT BblgaHel  Lindposbie
ceptndukatel. «OP» MOXeT nomoratb B Mpouecce nojayn 3asBkU Ha Bbiaavy
Lindposoro ceptudpmkarta nnm B npouecce ero aHHyIMpoBaHuUs.

MaTemaTuyecky creHepupoBaHHbIN KoY, KOTOpbI HaXoAMTCA B CBOGOAHOM AoCTyne
U vcnonb3ayeTcst ANs npoBepkn LindpoBbix cepTudUkaTos, cosgaHHbIX NPy NOMOLLM
COOTBETCTBYHOLWEro 3aKpbITOro Koya, U Ans WNgPOoBaHUS 3MEKTPOHHbIX AaHHbIX,
KoTopble MOryT GbiTb pacliMpoBaHbl TOMbKO MpPW MOMOLUU COOTBETCTBYIOLLETO
3aKpbITOro Krtoya.
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» basoBble TpeboBaHust CA/Browser Forum k Bbligaye cepTudmkaToB, NOMb3YOLLMXCS
[oBepreM OOLEeCTBEHHOCTHU, U ynpaBrieHuto nvu (“basosbie TpeboBaHUs”)

* Pekomengauun CA/Browser Forum no Bbigaye cepTUMKATOB pacLUMpeHHOM
npoBepKn 1 ynpaeneHuno nmu (“PekomeHgauun EV”).

* TpeboBaHus k 6esonacHocTu ceTn CA/Browser Forum v cuctembl cepTudpukaumm

» basosble TpeboBaHua CA/Browser Forum ansa nognucu koga (“basosble TpebosaHus
ansa nognucm koga”)

» basosble TpeboBaHusa CA/Browser Forum k Bbigayve o6Llef0CTYyNHbIX cepTudurkaTon
S/MIME v ynpasneHuio umun (“basossle TpebosaHusa k S/IMIME”)

* MuHumanbHble TpeboBaHus kK 6e3onacHOCTU ANs Bblaadn cepTudmrKaToB C OTMETKOM
o nposepke Mark (“Tpe6osaHusa MC”)

« ETSI EN 319 401: OnekTpoHHble nognucu u wuHdpacTpyktypbl (ESI); Obwwne
TpeboBaHuWs K NONUTUKe Ans nocTaBLmkoB ycnyr goepus (“ETSI 319 4017)

* ETSI EN 319 411-1: OneKkTpoHHble noanucy n nndpacTtpyktypbl (ESI); TpeboaHus
K nonutuke wn 6e3onacHOCTU Afsi MOCTaBLUMKOB YCRyr [OBepusl, BbloaroLwmx
cepTndukatsl; Yactb 1: O6wme TpeboBaHmsa (‘ETSI 319 411-17)

* ETSI EN 319 411-2: SnekTpoHHble noanucu n nHdpactpyktypsl (ESI); TpebosaHus
K nonuTuke u ©GesonacHOCTM Ansd MOCTaBLMKOB YCNyr [OBEpUs, BblAAKOLMNX
cepTudukatol; Yactb 2: TpeboBaHus K nocTaBLUMKaM yCnyr AOBepus, BblOatoLuMm
cepTudukaTbl cooTBeTCTBUA TpeboBaHnam EC (“ETSI 319 411-27)

* ETSI EN 319 421: OnekTpoHHble nognucu n uHdpactpyktypsl (ESI); TpebosaHus k
nonutuke n 6e3onacHOCTN Ans NOCTaBLLMKOB YCyr AOBEPUS, BblAAOWMX BPEMEHHbIE
meTkn (“ETSI 319 421”)

* ETSI TS 119 495: OnekTpoHHble nognucu u nHgpactpyktypbl (ESI); OTpacnesbie
TpeboBaHus; MNpodunun ceptudmkato n TpeboBaHMa nonuTukn TSP ons oTKpbITbIX
6aHkoBckmx onepauun (“ETSI 119 4957)

3aKpbITbIV KMHOY Y acCOUMMPOBaHHbIN C HUM OTKPbITbIA KoY.

KOpuauyeckoe nuuo, ynonHomodeHHoe KomnaHumen «GlobalSign» nepenpogasath mnu
npegocTaBnaTb ycrnyrn ABOHEHTY

KOA, KOTOpbI aABNAeTca (OYHKUMOHANbHO BPEOOHOCHBIM UMN CEPbE3HO YA3BUMbBIM
Onarogaps cooepXaHuK MNporpaMM-LUNMOHOB, BPEAOHOCHBIX NporpamMm K Opyrux
KOOOB, KOTOpble YycTaHaBnuBawTcd 6e3 cornacus  nonb3oBatens  w/vnu
NPOTMBOOENCTBYHOT COOGCTBEHHOMY YAareHuo, M KOAOB, KOTOpble MOryT ObiTbh
nCcrnonb3oBaHbl MYTEM, HE COOTBETCTBYHLUMM 3aMbICly €ro MpOEKTUPOBLLMKOB,
KOMNPOMETMPYS AOCTOBEPHOCTb NNaTopM, Ha KOTOPbIX OHWU BbIMOSTHAKOTCS.

LleHTpbl cepTudmkaumn, 4bn LindpoBble cepTudukatbl MNOANUCAHbI KOPHEBbLIM
YyOOCTOBEPSAIOLLMM LIEHTPOM, UNN APYTMMU NOAYMHEHHBIMK YL,

[oMeHHOe UMS, KOTOPOE BKIHOYAET MOMETKM BCEX BbILLECTOSALLMX Y3IOB B CUCTEME
OOMEHHbIX UMEH B VIHTepHeTe.

MocTaBwuk nporpamMHOro obecneyeHns B WHTepHeT-Opaysepax wnuM Apyrux
MPUMOXEHNAX NPOrpamMHOrO obecneyeHns MNpPOBEPSIOWEN CTOPOHbI, KOTOpble
oToOpaXkaloT MM UCMOMNb3YyT cepTuduKkaTel M BKIOYAKOT B cebA KOPHEBbIe
cepTmdukaThbl.

dusnyeckoe nmuo, YNOJIHOMOYEeHHOe ABGOHEeHTOM, [OeWcTBOBaTb OT €ro WUMEeHMU
cornacHo npsamMmo OFOBopéHHbIX NOSTHOMOYMMN, npenocTaBlieHHbIX eMy ABOHEHTOM.

MexceTeBou npoTokon (Tvna "3anpoc-oTBeT") UCnonb3yeTcs Ans nonyyYyeHnsa craTyca
oT3biBa LindpoBoro ceptndmkata B pexume pearbHOr0 BPpEMEHU OT AOBEPEHHOro
cybvekta («OCSP-pecnoHaepa»).

PernameHnT EBponenckoro NapnamenTta n Coseta EBponenckoro Cotosa 910/2014 ot
23 nionsa 2014 1. 06 3NeKTPOHHON naeHTUdMKaLumn N yagocToBEPUTENBHbBIX CepBUCax
0N 3NEKTPOHHbLIX TPAHCAKLUA Ha BHYTPEHHEM pbiHKE N 06 oTMeHe [InpekTumBbl
1999/93/EC
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WHorga ynomuHaeTcs kKak «Brnageneu» OOMEHHOrO UMeHW, HO Goree npaBuIibHO,
yenosek (NAW) UNKu pPUanUYeckoe nNMUo (nNuMua), 3aperncTpupoBaHHble B peecTpe
OOMEHHbBIX UMEH KaK MMeloLLMe MpaBO KOHTPONMPOBaTb MCMONb30BaHUE OOMEHHOrO
nmeHn. Imn moryT 6bITb hnsnyeckme Unu LpuanYeckmne nuua, KOTopble YUCIATCS Kak
«Pernctpantbi» no gaHHbiM WHOIS mnu pernctpa SOMEHHbIX UMEH.

JInuo wnu opraHusauus, peructpupyrowime OOMEHHble UMeHa NoA 3rnaow Mnu no
cornacoBaHuio c: () WHTepHeT-kopnopauuMenin no NPUCBOEHWIO UMEH U HOMEPOB
(ICANN), (II) HaumoHanbHbIMM OpraHamwu/peecTpamu AOMEHHbIX UMEH, wunn (ll1)
CMpPaBOYHO-MHPOPMALMOHHBIMKU  LieHTpamu cetn WHTepHeT (B TOM 4ucne ux
Addmnmnatamu, noapsgYmkamu, generatamu, HacnegHvKkamm unm
npaBonpeemMHuKamu).

CtaHgapTbl No 6e3onacHOCTM OTKpbITbIX/3aKpbIThiX Krtoven (PKI) — WEQ-012 v3.0 n
TpeboBaHna CeBepoaMepuKaHCKOro coBeTa MO 3JHEepreTMyeckum craHgaptaMm K
YOOCTOBEPEHUIO ANsl YMNOSTHOMOYEHHbIX YAOCTOBEpPSOWUX UeHTpoB. [logpobHbie
OaHHble MO TEeXHWYECKMM W yMnpaBieHYeCKMM BOMpocam, TpeboBaHWs K KOTOPbIM
OOIMKEH BbINOMHATL YOOCTOBEPSAOLWMN LIEHTP, 4TOObI CTaTb YAOCTOBEPSIOWUM
LEHTPOM, YMNOfIHOMOYeHHbIM CeBepoaMepuKaHCKMM COBETOM MO 3HEPreTUYEeCKUM
cTaHgapTam.

CepTtudpukar, cogepxawmn [aHHble O CybbekTe WHgopMauum n pacmpeHuns,
ykasdaHHble B TpeboBaHuax MC, npoBepeHHbI 1 BbligaHHbIM MVA B cOOTBETCTBUM C
TpeboBaHusmm MC, HO OTMEeTKa KOTOpPOrO He SBMSEeTCA 3aperncTpyMpoBaHHOMN
oTmeTKon o npoBepke (Mark) nnu rocygapcteseHHo oTmeTkon o nposepke (Mark).

MIHTepHeT-cepBUC, KOTOPLIN NepeBoauT AOMEHHbIE MMeHa B IP-agpeca.

Cnimcok, BKNtoYaLwmnin B ceds aneKTpoHHbIE AaHHble C MHdopMaLmen 06 0TO3BaHHbIX
Lindbposbix cepTudmkatax

®dusnyeckoe  nMUO,  YCTPOWCTBO, CUCTEMa UM OpUAMYECKoe  NuuO,
naeHtTudmumposaHHble B Lindposom ceptudmkate B kavectBe obbekrta. Ecnm
CybbekToM sBNSETCA YCTPOWCTBO UMM CUCTEMa, TO OHO AOSDPKHO HaxXOoAMTbCsA Mog
KOHTpOneM un ynpasrieHmem ADOHeHTa.

KomnaHuga «GlobalSign» unu npegnpustue, Bnagetowlee ceptucukatom KomnaHum
«GlobalSign» Ha Bbigawy LUudpoBoro ceptudmkata Cybbekty. KomnaHus
«GlobalSign» aBngetca YgocToBepsilowMM  LEeHTpoM  3akasyuka  corracHo
HacToswemy [lorosopy.

Ob6nayHada cnyxba, koTopas peanu3dyeT MeTog ynpasneHusa SSL-cepTudumkatamm no
3anpocy. Cuctema MrHOBEHHO BblAaéT SSL-cepTudmkaTbl BbICOKON OOBEPEHHOCTH,
MOXeT OnTMMM3upoBaTb paboudne npouecchbl, wucnonb3ylowue craHgapt SSL,
YMEHbLIUTb 3aTpaTbl HA UX COAepXaHue W BOBpeMs npegynpeautb o6 ucteyeHum
Ccpoka fencTens ceptTudukaTon

O6nayHas cnyxba ynpaensiemon uHdppacTpyktypbl PKI, ncnonbayemas ansi Bbinycka
KnueHTCkMx ceptudumkatos GlobalSign v ynpaBneHus umu

MonoxeHns, KacawLwmMecss COXPaHHOCTM W  NpUeMnemMbiX MyTelh MNpUMEHEHUs
Lindposoro ceptudmkarta, BblAaHHOIO B COOTBETCTBUM C OCHOBHbIMK TpeboBaHnsMM,
koraa AboHeHT siBnsetcs Addunuatom YL,

JInyo, HasHayeHHoe OTBETCTBEHHLIM 3a XpaHeHue Lndposoro ceptudumkata. Um
MOXeET ObITb TO e Nuuo, 4To U ABOHEHT, NMMbo apyroe n1uo.
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LUudposas nognucb [na kognpoBaHUs COOGLLEHWIA C MOMOLLbI0 aCUMMETPUYHOM KPUMTOCUCTEMbI U X3LL-

yHKLMKN Takum obpas3om, YTO NuLo, MMelLLee HayanbHoe CoobLeHne 1 OTKPbITbIN
KMoy NOANMCaBLLEro MOXET C TOYHOCTbBIO onpeaenuTb, 6binv N NnponssBeneHbl Kakne-
nMbo WM3MEHEHWst C WCMONb30BaHMEM 3aKpbiTOTO KMK4Ya, COOTBETCTBYHOLLErO
OTKPbITOMY KNtovy noanucasllero u Obino nM ucxogHoe cooblleHne Wn3MeHeEHOo
Bbnarogaps npousBeaéHHbIM NpeobpasoBaHuaM. [laHHble, nognucaHHble LMdpoBbIMU

noanncaMn, WMMEKT OTHOLWEeHMe K OJNEeKTPOHHbIM [JaHHbIM C nNpunaraeMmbiMun

LUMGPOBLIMU NOAMUCAMM.

LincppoBon ONEKTPOHHbIN OOKYMEHT, KOTOPbIA UCNonb3yeT LMEPOBYO NOANUCH ANSA MPUBA3KM
ceptudmkar OTKPbITOrO Kro4ya U yaOCTOBEPEHUSI MUYHOCTH.
OCSP-pecnoHgep MimeeT 3HayeHue, yCTaHOBMEHHOe B onpegeneHun tepmuHa [MpoTokon npoBepku

ctatyca Lindposoro ceptugpukara OCSP.

Wildcard ceptuchukar  LincpoBon ceptudmkat, cogepxawmnin 38€3gouky (*) B KpaHeEM FEBOM MOSIOXKEHUMN
noboro M3 NOMHOCTbI0 YTOYHEHHBLIX OOMEHHbIX MMEH CyObekTa, coaepXaluuxcs B

ceptudukare.

2.0 TMonHomouusa Ha ucnonb3oBaHue Lincposbix cepTucgukatos

2.1 TMpepocTaBneHne NOTHOMOYMNA.

HauvHas ¢ [JaTbl BCTyNneHust B CUIy 1 Ha CPOK, Yka3aHHbIN B KakoM-nnbo BbiaaHHOM LindpoBom ceptudmkare
(«OencTtButeneH c» o «dencrteuteneH go»), Komnanua «GlobalSign» npegoctaBnseT AGOHEHTY MOMHOMOYUS
MCNonb30BaTh 3anpoLleHHbIn nv Lindposon ceptudmkat Ans BbINOMHEHWS onepaumi ¢ 3akpbiTbiM U (Mnn)
OTKPbITbIM KIHOYOM.

2.2 OrpaHu4eHUs NONTHOMOYMUNA.
ABOHEHT 0043yeTcsl mcnonb3oBaTb LindpoBon ceptndmkat TONbko C  Kpuntorpadmnyeckum nporpamMmmHbIM
obecneyeHnem, MEIOLLUM OEVCTBYIOLLYHO NTMLIEH3UIO.

3.0 Ycnyru, npegocraBnsiembie Komnanuein «GlobalSign»

Mocne npuHsaTUA HacToswero [loroBopa M ynnatbl HEOOXOAMMBIX B3HOCOB, Momumo «[llpepocTtaBneHus
nonHomouunny, Komnanus «GlobalSign» wnu CTOPOHHMA NOCTaBLMK YCryr, HasHayeHHbli KomnaHwen
«GlobalSign», obssyeTca npegoctaBnAaTb crnepytowme ycnyrm ABOHEHTY ¢ MOMeHTa Bblgayn Lindposoro
cepTudumkara.

3.1 Ycnyru no npegocrtaeneHuto Cnucka otabiBa Liudpoebix ceptucbukaror (CRL), MpoTokona npoBepku

craryca LUucpoBoro ceptucukara (OCSP) u uHdopmaumm 06 OpraHax, Bblgarowmx ceptudukarhbl.
Komnanus «GlobalSign» 065a3yeTcs npuHMMaTb pasymHble Mepbl, Heobxoaumble Ans TOro, 4Tobbl co3gaThb,
cobpaTb U cgenaTtb criegyloliee OOCTYMHbIM B 9NEKTPOHHOM BuAe And Bcex CepTnudumkaTos, NOSMNMCaHHbIX 1
BblAaHHbIX YAocToBepstowmM LeHTpoM KomnaHun «GlobalSign»:

e Cnuckn otsbiBa Undposbix ceptudmkatos (CRL) gna kaxgoro ceptudumkata C ykasaHMeM TOYKM
pacnpocTpaHeHus cepTudukata CRL;

e  PecnoHpgepsl NpoTokona npoeepkn cratyca Lindposoro ceptudukata (OCSP) gna nwoboro Limdposoro
ceptudmkaTa ¢ pecnoHgepom NpoTokona npoBepku ctatyca Lindposoro ceptudmkata (OCSP);

e  UVHdopmauunto o Lindpposom ceptudukare B mectax [loctyna k nHgpopmauum OpraHnsaumm; npu ycnosumu,
yto KomnaHus «GlobalSign» He MOXeT HeCTM OTBETCTBEHHOCTb 3a HEBBIMOMIHEHNE CBOMX 00Osi3aHHOCTEMN
cornacHo Hactosiemy [loroBopy B pe3ynbTaTe Kakon-nnmbo 3agepkku Unm HEBO3MOXHOCTU BhIMOMHEHMWS
0bs3aHHOCTEN BCcrieacTBME MNOMOMKM obopyaoBaHWst unu cbosi CPeAcTB CBA3W, KOTOPblE HE HaxogsATcs
noa koHtponem KomnaHun «GlobalSign».

3.2  Cnyx6bl oTr3biBa LlncppoBbix cepTudukaTon

Komnanus «GlobalSign» moxeT oto3BaTek ceptudmkat no obcToaTensctBam, ykasaHHbiM B CPS, nnu ecnm
Komnanwus «GlobalSign» nonyunt yBegomneHve, unm nHsim o6pasom cTaHeT n3BecTHO, YTo ABOHEHT HapyLiun
Kakme-nmbo u3 cyLlecTBeHHbIx 0653aTenbCTB No HacTosiLeMy JoroBopy.

3.3  leHepupoBaHue Kniouya

Ecnu Mapsbl kntouen reHepupytotca Komnarmen «GlobalSign» ot nmeHn AGOHEHTa 1 npeanaratoTcsi TOKEHbI Unn
PKCS#12, KomnaHusa «GlobalSign» ncnonb3yeTt HagéxHble cuctembl AnNs reHepupoBaHusa Takux [lap knoyen,
npyv 9TOM MPUMEHSIIOTCA Ccreaylolme yCcrnoBus:

e  KomnaHusa «GlobalSign» reHepupyeT Napbl knovern npu nomoLLm nnatgopmbl, KOTopas noaxoauT ans 3Tomn
uenn n obecneumBaeT LWnpoBaHMe 3akpbITbIX KOYen npu nx nepenavye AGOHEHTY;
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° Komnanust «GlobalSign» ncnonb3yeT krod NogxXoAsiwen AnvHbl U anroputM s SNeKTPOHHOW MNOANUCH;

e B cnyvae Bbinycka LlndpoBoro ceptudpmkata noanmMcyu kKoga €  pacLUMPEHHOW NpoBepkor, ABOOHEHT
npeaynpexaéH o Tom, 4yto Komnanua «GlobalSign» He OyaeT BbinyckaTb Kio4un AnmnHOK MeHee yem 3072
ouT.

KomnaHus «GlobalSign» He reHepupyeT MNapbl kntovern ona nyérnmyHo AoBepeHHbIX cepTudmkatos SSL.

34 Ycnyrm no ycraHOBKe ypaocToBepeHusi 6Ge3onacHocTM cauta Aana Be6-cTpaHuu (SiteSeal),
ucnonb3yowmx LndposBbie ceptudmkarbl SSL/TLS, n otBeTbl OCSP/CRL-pecnoHaepoB
KomnaHnusi «GlobalSign» npegoctaBnsier 3asBuTento paspelleHne UCMofb3oBaTb  yOOCTOBEPEHME
©esonacHocTn canTta Komnanmm «GlobalSign» Ha BeG-cTpaHuue 3asBuTens ¢ MakcMManbHbIM KONMYECTBOM
npoBepok — nATbCOT Thicad (500 000) B geHb. Komnanus «GlobalSign» ocTtaBnsieT 3a coboii npaBo
orpaHMuuTL WNM npepeBaTb [JOCTYyN K YOOCTOBepeHusiM ©e3onacHOCTM canWta B Ccriyvyae MpeBbILeHNst
orpaHnyeHuns.

KomnaHnus «GlobalSign» npepgocraenseT ycnyrm no nposepke OEeWCTBUTENbHOCTN BbladaHHoro Lindpposoro
cepTudukaTa 24 yaca B CyTKu, 7 HEN B Hegeno Yepes pecnoHaep lNpotokona nposepku craTtyca Lincgposoro
ceptudmkata unu CRL-pecnoHgep. Ona kaxgoro Lludposoro ceptudmkata yCTaHOBNEHO OrpaHnyeHne —
naTecoT Thicad (500 000) npoeepok B pAeHb. Komnawusa «GlobalSign» ocTtaBnsier 3a cobon npaBo
NPUHYONTENBHOTO Mcnonb3oBaHnsa TexHonorun « OCSP Stapling» B criyvyae npeBbllUEHMSI OFPaHNYEHNS.

3.5 Ycnyru metku BpemeHu ansa Lincdposbix ceptudmkatoB nognucu Kkoaga

KomnaHust «GlobalSign» npegnaraeT BO3MOXHOCTb yCTaHaBnMBaTb BPEMEHHYD MapKUMPOBKY  koAa,
nognucaHHoro LludpoBbiM cepTucdmkatom nognucu koda, B KavyectBe 0e3BO3ME3QHOM ycnyr npwu
pauvoHanbHoM eé wucnonb3oBaHun. Crnegys nepepoBon npaktuke, KomnaHusa «GlobalSign» pekomeHagyet
ABOHEHTY yCTaHaBnuBaTb METKY BPEMEHW Mpu NognmMcu nporpaMMHOro KoAa, UCnonb3yst COOTBETCTBYHOLLME
cepBepa BpeMeHHbIXx MeTok. Komnanusi  «GlobalSign» ycTtaHaBnuBaeT orpaHuveHne paunoHarbHOro
KOnM4ecTBa BPEMEHHbIX MapKMpOBOK B TeuyeHue cpoka genctsus Lindposoro ceptudmkara nognucu koga u
OCTaBnseT 3a cobON NPaBO OTMEHWUTb YCMyry wnv NpegycMoTpeTb OOMONHUTENBHYK Nnarty 3a ycnyry, ecnu
KONMMYECTBO BPEMEHHBLIX MapKMPOBOK OKaXeTCs Ype3aMepHbIM No MHeHMo KomnaHum «GlobalSigny.

3.6 Ycnyrm meTku Bpemenu ans Ludposbix ceptucdukaror Adobe Authorized Trust List (AATL)
KomnaHusa «GlobalSign» moxeT npegoctaBuTb MnAaTHYKO YCryry METKUW BPEeMeHW Ans MOANUCKM [OKYMEHTOB
Portable Document Format (PDF) u Microsoft Office. Jlumut nognucenn B rog cormacHO [OaHHOW ycnyre
cornacosbiBaeTcst Npu nogade 3ansku. KomnaHusa «GlobalSigny» octaensieT 3a cobov NpaBo OTMEHWTL YCIyry Unm
B3biCKaTb 3a He€ [OMNOMHWUTENbHYI0 MNnaTy, €crnvM KONMM4ecTBO onepauuMin OTMETKM BpeMeHW npeBbillaeT
YCTaHOBIEHHbIV NINMUT.

4.0 OG6GsaA3aHHOCTU U rapaHTUn AGOHeHTa
ABOHeHT u/vnu MapTHep rapaHTupytoT Komnanum «GlobalSign» n beHeduuymnapam Lindposoro ceptudumkara:

41 To4YHOCTb AaHHbIX.
ABoHeHT/lMapTHep Bcerga NPedoCTaBnseT TOYHYH, MOSIHYH W AOCTOBEPHYK MHgopmaumio KomnaHum
«GlobalSign» B 3asaBke Ha nonyyeHue Ludposoro ceptudpmkata mnm no 3anpocy KomnaHum «GlobalSign» B
cBs3n C Bblgaden LiudppoBoro ceptudpmkarta, BkNkOYasi, HO He OrpaHuyYuBasice umeHem cybwbekta, URL K
WH(OPMALIMOHHBIM UCTOYHNKAM W OOMOSTHUTENBHOrO onucaHusa npu odopmrieHun LindpoBbix cepTudurkaTos
noanucu kopa.

4.2 3awwmTa 3aKpbITOro Krnoua.
ABGOHEHT NpPUHUMAET BCe pasyMHble Mepbl AN Toro, YTobbl B eAMHONUYHOM MOPSiAKE OCYLLECTBNSATL KOHTPOIb,
obecneunBaTtb KOHPUAEHLMANBLHOCTb, NOCTOAHHO 3aliMLLaTh 3aKpbIThbI KMOY, CBA3AHHLIA C 3anpallvuBaeMbIM
LincbpoBbiM cepTUdmKaToM 1 N0GLIMU CBA3AHHBIMI C HAM JaHHble akTUBaLUWUM UMK YCTPOMCTBA, Hanp., naporb
W TOKEH.

Ona Ludposbix ceptudmkatoB nognucu kopa AOGOHEHT [OMKeH NpUHMMATb E€LWMHOSTUYHBIA  KOHTPOIb,
obecrneynBaTb KOHPUOEHUMANBHOCTb U OOIDKHbIM 0Dpa3oM 3aliMwaTte B COOTBETCTBUM C pasgerniom 4.15
3akpbITbIA KN4, COOTBETCTBYIOLWMA OTKPLITOMY KIHOYY, KOTOPbIA AOMMKeH ObiTb BKMOYEH B cepTudukaT (M
nobble CBA3aHHbIE C HAM JaHHble akTUBauMM UM yCTPOMCTBO, Hamp., Naposib Unu ToKeH). ABOHEHT 3asBnseT,
4YTO OH OydeT reHepupoBaTb U YNpaBnsATb MOObIM YCTPONCTBOM, XpaHALWMM 3akpbiTble Koyn, 6Ge3onacHbiM
cnocobom, Kak onMcaHo B JOKYMEHTE O NMyYLUMX NpakTukax nognucaHus koga. AGOHEHT OOIMKEH UCMONb30BaTb
naponu, KoTopble reHepupylTcs ClyvyalHbiM 00pa3oM WM copepkaT He MeHee 16 CMMBOJSIOB, cogep)Kallumx
nponucHble ByKBbI, CTPOYHbIE BYKBbI, LUPbLI U CUMBOSbI.

JOrOBOP-O®DEPTA Ha okasaHue ycnyr Y40CToBepsitoLLero LieHTpa — Bepcus 5.4



4.3 NoBTOpHOE NpPUMeHEeHM1e 3aKPbITOro Krro4a.
ABOHeHT 0b65a3yeTCca He Mcnonb3oBaTb 3akpbIThi KNoY Ang Liudposoro ceptudpmkata nognucu koga, ecnm
OTKPbITBIN KIHOY AN HEro y>ke ncnonb3yeTtcs unu 6yaeTt ncnonb3oBaTbes Ans nHoro Lindpposoro ceptudumkaTta.

4.4 HeHagnexaliee ncnosib3oBaHue.
ABGOHEHT 00si3aH NpefoCcTaBnATb Haanexallime ceTeBble U Apyrne cpeacTsa 3allmTbl, YTOObl NpegoTBpaTUTL
HeaBTOPU30BaHHOE WM HeHaAmexallee UCMofb3oBaHME 3akpbIToro krtouda, a Komnarms «Globalsign» moxeT
OTMEHUTb cepTudmkat 6e3 npegBapuUTENbHOrO YBEAOMIIEHNSI NPU HANUYMM HECAHKLMOHUPOBAHHOIO AOCTyna K
3aKpbITbIM Ko4YaMm.

4.5 NpuHsaTtue Uudposoro ceptudmkara.
ABOHeHT 0b53yeTcsa ncnonb3oBaTtb LindpoBor cepTndukaT TOMbKO Nocnie NpocMoTpa U MPOBEPKM OaHHbIX,
KoTopble coaepxartca B LimdpoBom ceptudukate. Ecnm ABGoHeHT He yBegomuT Konanuto «GlobalSign» B
TeyeHne cemu (7) AHEM C MOMEHTa MnonydeHusi, Ycnyra no Bbinycky LlndpoBoro ceptudpmkata cumtaertcs
NPUHATON.

4.6 WUcnonbsoBaHue Liudpposoro ceptudpukata Komnauum «GlobalSign».
ABoHeHT 006sa3yeTca ycTaHaBnueaTtb LincpoBon cepTudmkaT TonNbKO Ha cepBepax, KOTOpble COOTBETCTBYET
AaHHomy LindppoBomy cepTtudmkaty, ncnonbsosatb Lindpposon ceptudpmkar Komnanum «GlobalSign» B ctporom
COOTBETCTBMM [EWCTBYIOLLEMY 3aKOHOOATENbLCTBY M CTporo cobntogate ycrnosust [JoroBopa M ycroBus
UCMNOMb30BaHUA.

LindpoBown cepTndukaT HY B KOEM Crly4ae He JAOMKEH NCMOMb30BaTbCA B MPECTYMHON AeATENBHOCTW, TAKOW Kak
(PULLNHIOBbIE aTaky, MOLUEHHUYECTBO, cepTuduKkaumMas W noanucb BPEOOHOCHbBIX nporpamm. AOOHEHT
npvHUMaeT Ha cebs gononHWTenbHble 00s3aTenbCTBa WM rapaHTUK, KacalowMecs HEOCO3HaHHOW Noanvcu
nporpamm, KoTopble coaepxaT [logo3puTenbHbIl KOA, pacnpoCTpaHeHWUs! KOHTEHTa, KOTOpbIi BBOAUT B
3abnyxaeHve, co3naéT HeyaobCcTBa UK pasapaxaeT nonyyaTens, Hanp., lNporpammHoe obecneyeHne, KOTopoe
BKITIOMaeT HexenaTtenbHbl (PYHKUMOHAN, HepacKpbiTbin AOMKHbIM O6pa3oM nonb3oBaTento A0 Hayana
YCT@HOBKW, UMW  MpU3HAETCH  HexenaTenbHbIM/MOA03PUTENbHBIM  KOMMEPYECKUMW  aHTUBUPYCHbIMU
NPUINOXEHNSAMMW.

ABOHeHT 00si3aH ucnonb3oBaTb LludpoBon cepTuduKkaTt U CBSAI3aHHbLIN C HUM 3aKpbITbiA K4 TONbKO B
pa3peLlUEHHBbIX N 3aKOHHbIX LIENAX, B TOM 4Yucrne He ucnonb3oBaTb Lindposon ceptndukat ans nognucaHus
MogosputenbHoro koga W ucnonb3oBatbh Lndposon ceptudmkaTt M 3akpbiTbi KKOY UCKNHOYUTESNBHO B
COOTBETCTBMM CO BCEMU NPUMEHUMbBIMW 3aKOHAMU N UCKITKOYMTENBHO B COOTBETCTBMU C [JOrOBOPOM.

4.6.1 NMoanuck ¢annos PDF.
Ecnu Uudpposon ceptudmkat ncnonedyetcsa Ans nognucy AokymeHToB B popmate PDF, ABoHeHT o65a3yeTca
npegocTaBuTb MHOpPMaUuio, KoTopas Mo3BonseT uaeHTuduuuposatb NULUO, nognucasliee onpeaenéHHbIN
OOKYMEHT.

4.6.2 LindpoBou ceptudmkat noanmucum Koaa ¢ pacliMpeHHon NpoBEPKON.
ABOHEHT npvHUMaeT AonosfHuTenbHble 06si3aTenbcTBa U rapaHTUM M obssdyetca ucnonb3osatb Lindpposoi
cepTudmKaT NognMcK Kkoga ¢ pacluMpeHHON NPoBepKoN cneayowmmM obpasom:

. MoanucbiBaTb TOMbKO KoAbl, cooTBeTcTByloWMe TpeboBaHusam KoHcopuuyma CA/Browser Forum,
npuBeaéHHbIM B Ba3oBbIXx TpeGoBaHMsX K Bbidaye M ynpasneHuio O6LuedocTynHbIMK cepTudmkaTamm
noanucy Koaa;

) Wcrnonb3oBaTth B CTPOrOM COOTBETCTBUM C AEMCTBYHOLLMM 3aKOHOAaTENbCTBOM,;
) Mcrnonb3oBaTh UCKMIOYUTENBHO AN PaspeLléHHbIX BUAOB AeATENbHOCTY KOMMNaHWUu;
) Mcrnonb3oBaTth B CTPOrOM COOTBETCTBUM C HACTOALLMM [JOroBopoMm.

Ecnn ABGOHEHTY CTaHOBUTCS WM3BECTHO (NOObIMM crnocobamMu) O TOM, YTO MNOAMUCAHHBLIN KOO  COAEPXUT
BPEAOHOCHOE MporpaMmMHoe obecnevyeHne wnM CepbEe3Hyl0  yA3BMMOCTb, OH 00s13aH He3amennuTeNnbHO
coobwmTb 06 atom KomnaHum «GlobalSign».

4.6.3 YcnoBue Microsoft
ABOHEHT npu3HaeT, 4YTo komnaHus Microsoft MOXeT camocTosiTenbHO onpeaenaTb KoMnpomeTauuio Kiouya;
cnyx0bl n npunoxeHuss Microsoft MoryT camocTosiTENbHO M3MEHsITb penyTaumilo KIMeHTa, YTO BMMSIET Ha
npuocTaHoBKy gencteus Lindposoro ceptudmkata HesaBmMcMMo OT cTaTyca oT3biBa Lindposoro ceptudumkara.

4.7 OTYETHOCTbL U OT3bIB.
ABoHeHT 064a3yeTca npekpaTuTb Ucnonb3oBaHne Lincdposoro ceptudumkarta u cBA3aHHOrO ¢ HUM 3aKpbITOro
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Krto4ya (3a MCKIYEeHMEM pacLllngpOoBKKN) N HEMeANeHHO noaatb 3anpoc B Komnanuio «GlobalSigny» Ha oT3biB
Lindposoro ceptudmkaTa, ecrnm (a) nHgopmauus, copepxauwasca B LimdpoBom ceptudukate, CTaHOBUTCSA
HEeTOYHOW UnNu HenpasunbHow; unu (b) nmeeTcsa dakT unn nogo3peHne B HEKOPPEKTHOM MCMONb30BaHUK, yTepe,
Kpadke MUnm KkomnpomeTaumm 3akpbITOro Kroya, cesadaHHoro ¢ OTkpbITeIM Krtoyom Lindposoro ceptndgukaTta, a
Takke B yTepe KOHTPONs Hag 3akpbITbiM KIOYOM M3-3a KOMNPOMETaUMK AaHHbIX akTuBaummn (Hanp., PIN koga)
UNn MHbIX NpuyunH; unn (c) B crniyvyae Limdposoro cepTudpmkata nognucu Koga MMEKOTCS [oKasaTenbCcTBa
ucnonb3oBaHua Lingposoro ceptudukarta gns nognucu NMoaospurtenbHOro koaa.

Banpocbl Ha oT3biB LndpoBoro ceptudukata [AOmkHbl ObiTb OTNpPaBeHbl 4Yepe3 IU4YHbIN  KabuHeT,
ucnonb3yembli Ang Bbinycka Lindposoro ceptudumkaTa, unu Yyepes obpatlleHue Ha report-abuse@globalsign.com

4.7.1 MpunymHbI oT3bIBa: AGOHEHT NoATBEPXKAAET NOHMMaHME NpUYMH OT3biBa LiudpoBoro ceptndukaTa, B TOM
yucne ykasaHHblx B pasgene 4.9.1 CPS.

4.7.2 YBegomneHue GlobalSign 06 nsmeHeHusax craryca: Ecnu CepTtudmkart Bbigaetcss AGoHeHTy (“‘HoBbin
cepTudukaT’) Ha OCHOBe LpYyroro AEeWCTBUTENbHOro cepTudmkara, Haxoasweroca y AboHeHTa (“UcxoaHbin
ceptudukat’), n Bnocrnencteum NcxoaHein ceptudpmkat 6bin OTMEHEH nnm oto3BaH, AGOHEHT 0653aH coobLWNTL
Komnanun «GlobalSign» 06 nameHeHHOM cTaTyce ceptudmkata. [locne Takoro yeBegomneHus GlobalSign
npoBefeT paccriefoBaHme, YTobbl onpeaennte, HEOOXOANMO N MPUOCTAHOBUTL AENCTBUE UM OTO3BaTb HOBbLIN
cepTudumkar.

4.8 MpekpaweHne ucnonb3oBanus Ludposoro ceptudumkara.
ABOHEHT [JOMmKeH HeMedsleHHO MpekpaTuTb WCNonb3oBaHMe 3aKkpbITOro Krkoya, CBA3aHHOro ¢ OTKPbITbIM
knoyom Lindposoro ceptudmkarta, npu ot3biBe LiudppoBoro ceptudmkata nnm B cryyae KomnpomMeTaumu
Bbinyckatowiero YLI;

4.9 PearnpoBaHue.
ABGOHEHT gorkeH cnegoBaTtb MHCTPyKuMsM KomnaHum «GlobalSign» oTHocutenbHo cnyyaeB KomnpomeTaumm
Kro4a Unm HenpaeBuIbHOIO Mcnonb3oBaHus LindpoBoro ceptudmkata B TedeHne copoka BocbMu (48) yacos;

4.10 NoaTBepxnpeHue U NPUHATHE.

ABOHeHT npuHumaert lNMonoxeHnsa o npasunax ceptudukauum (CPS). ABoHeHT noaTBepXaaeT u cornawaeTcs
¢ Tem, 4to Komnanus «GlobalSign» nmeet npaBo He3ameanuTensHo oTo3BaTh Lindposon ceptudmkar B criyyae
HapyweHusa 3assutenemM ycrnosuin [loroBopa unu YcrnoBuin UCNONb3oBaHWSA, wnu B cnydae, ecnu KomnaHum
«GlobalSign» cTtaHOBUTCA M3BECTHO O TOM, YTO LiMcbpoBon cepTudmkat MCNOMb3yeTcs B NPeCcTynHbIX Lensx,
TakMx Kak (ULUMHIOBbIE aTaky, MOLUEHHUYECTBO WM  pacrnpoCTpaHEHWE BPEAOHOCHOro MNpOrpamMmHOro
obecneyeHus. B crnyyae ncnonb3oBaHusa LindpoBbix cepTudmkaToB NOANUCH KOL4A C PacLUMPEHHON NPOBEPKOM
COBMECTHO C ycryramm W nporpammHbiM  obecriedyeHnem Microsoft, AGOHEHT Takke YyBEOOMIEH, 4TO
He3aBMCMMO OT Toro, 4to LiucppoBon ceptucdukat He oto3saH Komnanuen «GlobalSign», oH mMoxeT ObiTb
oTo3BaH KomnaHuen Microsoft 6e3 yBegomneHus B Crydvasx, €CrvM OHa MpuU3HaeT ero KoMMpomeTaumio,
NOAMUCaHHBLIA MM  KOA BPEAOHOCHbIM, MOAO3PUTENbHBIM MW HaHOCAWMM  Bped nonb3oBaTensm
COOTBETCTBYHOLUMX NPOrpaMMHbIX NpunoxeHun Microsoft;

4.11 PacnpocTpaHeHue MHopmauum.

B oTHoweHun LindpoBbix ceptudmkatoB nognmcu koga AGOHEHT NpU3HAET U cornallaeTcs ¢ TeM, YTo, ecriv (a)
Lindposon ceptudmkat nnm ABOHEHT onpeaeneHsbl Kak UCTOYHUK MogosputensHoro koga, nnu (b) nonHomoums
Ha 3anpoc Lincdposoro ceptudurkaTa He MOryT GbITb NpoBepeHHbIMU, Unu (¢) Lindposon cepTudunkat oTo3saH He
no 3anpocy 3aaBuTens (Hanp., B pedynbtate KomnpomeTaumm Krnoya, obHapyxeHus BpegoHocHoro MO n t.4.), 10
Komnanus «GlobalSign» ynonHomouveHa npegocTaButb wuHdopmaumio o6 AboHeHTe, nognucaHHom [10,
LincopoBom ceptudpmkate v T.4. Apyrum YOOCTOBEPSIOLWMUM LIeHTpaM, a Takke oTpacrieBbliM rpynnam, BKoyas
KoHcopumym CA/Browser Forum.

4.12 Cob6niwopeHne OCHOBHbIX TpeGoBaHUMN.
ABOHEHT NpuU3HaeT u cornawaetcs ¢ TeM, 4To KomnaHus «Globalsign» mMoxeT BHOCUTb M3MeHeHus B [oroeop,
ecnn 310 HeobxoaMMo Ansi cobnoaeHus Nobbix M3MEHEHWUI OTpacreBblX CTaHAApPTOB, TpeboBaHMI Nporpamm
KOPHEBBIX CEPTUGUKATOB MOCTABLLMKOB Gpay3epoB uUnu nobbix Apyrnx NpUMeHMMbIX TpeboBaHUNA.

4.13 WcknounTenbHbIN KOHTpONb goMeHoB ans LUudpoBbix cepTudukatos SSL/TLS.
AOOHEHT MoATBEPXOAET, YTO EMY NPUHALTEXUT UCKMIOUNTENBHOE NPABO KOHTPONSA Had OOMEHOM (4OMEeHamMm)
unu IP-agpecamu, ykasaHHbIMU B CMIMCKE arnbTepHaTUBHbLIX OOMEHHbIX UMEH (SubjectAltNames), ykasaHHbIM
B 3asBKke Ha nonydeHue Ludposoro ceptudpmkata SSL/TLS. Kak TONbKO UCKNIOYUTENBHBIN KOHTPOMb Hag
Kakum-nubo JomeHoM (qoMeHamu) npekpalaetcs, AGOHEHT obsi3yeTca HesamennuMTensHO coobwnTb 06 aToM
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Komnanuun «GlobalSign» cornacHo obsisatenbcTBam, yka3aHHbIM B MyHKTEe «OTYETHOCTb N OT3bIBY.

4.14 WcknwouuTenbHbIN KOHTPONb HaA 3NeKTPOHHbIMM agpecamu ana LudcgpoBbix cepTudukatos
«PersonalSign».
ABOHEHT noaTBEpPXKAAET, YTO eMy MNPUHAANEXUT MUCKNIOYUTENbHOE MPaBO KOHTPONSA Hag 3NeKTPOHHbIMU
agpecamn cornmacHo 3asBke Ha nonydeHue Lndposoro ceptudpmkata «PersonalSign». Kak Tonbko
UCKIIOYUTENbHBIN KOHTPOMb Hag, Kakum-nnbo anekTpoHHbIM agpecoM npekpailaeTtcs, ABOHeHT obs3yeTcs
He3ameanuTenbHo coobwmute 00 3Tom Komnanum «GlobalSign» cornacHo obsizatenbcTtBam, ykasaHHbIM B
nyHkTe « OTYETHOCTb N OT3bIBY.

4.15 TleHepupoBaHue 1 UCNONb30BaHMe KIoven

Ecnn Mapbl knoyen reHepupytotcs AboHeHToM wnu [lapTHepom, TO crnegyeT MCnonb3oBaTbh HaAéXHble

cuctembl Ang reHepupoBaHuda Map kntoyen, Npy aTOM NPUMEHSAIOTCS CneayoLime yCroBus:

. Mapbl KknNto4en [OMKHbI FeHepupoBaTLCSA MPU MOMOLLM noaxoasien And aTon uenu nnatgopmbl. B
cnydyae AATL nognvcy JOKYMEHTOB crieayeT UCMonb3oBaTb MNrnatgopmy, COBMECTUMYKO CO CTaHAapToOM
FIPS 140-2 2-ro ypoBHs;

. CnepayeT vcnonb3oBaTh KMod ¢ noaxogswen ansa Lindposon nognncy ANVHOWM U anroputMOM;

. ABOHeHT 0065s3aH ygocToBepuTbest, UTo OTKPbLITLIA KoY, nNpegocTaBneHHbli KomnaHven «GlobalSigny,
MOMHOCTBI COOTBETCTBYET 3aKpbITOMY KItOuy.

Ecnn Tapbl knoyen reHepupyloTca C MOMOLLbIO annapatHoro obecneyeHusi, cornacHo TpeboBaHUsIM
cooTBeTcTBYtoWero NonoxeHns o npasunax ceptudukauun (CPS):

. AGOHEHT ynpaBnsieT npoueccamu, BKMoYas, HO He OrpaHu4MBasaCb, WM3MEHEHUSA AaHHbIX aKTMBaLUW,
KoTopble obecneynBaloT NCMONb3oBaHNe Moboro 3akpbITOro knya B annapaTtHbiX MOAYSsiX CUCTEMb
6esonacHoctn (HSM) unu TokeHax, 4depe3 XpanHuTtensa LudppoBoro ceptudukaTta, obnagaromm
Heobxoaumon kBanudukaumen n 3HaHUAMMU,

o ABOHEHT rapaHTMpyeT npoxoxaeHune XpaHutenem LincdppoBoro ceptudmkara JOMKHOro obydeHusa mepam
BesonacHoCTK B Lensx, Ans KoTopbix 6bin BelgaH Lindposon ceptudmkar,
. Bce Xpanutenn LudpoBbix cepTudukatoB 0653yl0TCS NpUHMMAaTb pasyMHble Mepbl, Heobxoaumble

AN nogaepXaHns NosiHOro KOHTPOIS, COGNIOAEHNS KOHUAEHLMANBHOCTW, AOJHKHOM 3almUTbl 3aKpbIThIX
Krtoyeln, KoTopble COOTBETCTBYIOT OTKPbLITbIM KIloYaM M MoaxodsT K 3anpalmBaemomy Lindpposomy
cepTudmKaTty, a Takke NoGbiIM CBSI3aHHLIM MexaHu3MaM ayTeHTUdUKauMK Ans noflydeHus goctyna K
KMoYam — Hanpumep, Naponu K TokeHam Unn annapaTHOMY MOAYI0 cUcTeMbl Ge3onacHoOCTy.

4.15.1 UndposBble cepTudmkarbl nognmucu Koaa.

[na ctaHaapTHbIX cepTUdUKaTOB NOANUCU KOAA, BbinyLleHHbIX Ao 24 anpens 2023:

AGOHEHT OOMKEH MCMONb30BaTh OAMH M3 CrneayrLlmx cnocoboB And co3gaHns U 3alwuTbl 3aKPbITbIX KIHOYEN.
Komnanus «GlobalSign» pekomeHngyeT ABOHEHTY ucnonb3oBatb Metod 1 unm 2:

1. Trusted Platform Module (TPM), copepxawun B cebe kpuntonporeccop, obecneunmBaeT cpeacTea
©e30nacHOro co3gaHus Knwyen LnpoBaHKs, CNOCOBHBIX OFPaHUMYUTbL UCMONb30BAHME KYen. ATOT
MoAyIb UMeET criegyoLime BO3MOXHOCTU: yOaNEHHYI0 aTTecTaumio, NpMBS3KY 1 HagéXHoe 3allULLEHHOe

XpaHeHune

2. AnnapaTHbI KPUNTOMOAYNb, CePTUULMPOBAHHBLINA Kak COOTBETCTBYHOLLUMIA No KparHen mepe FIPS 140
Level 2, o6wwimm kputepuam EAL 4+ nnun skBMBanNEeHTHbIN

3. Eweé ognH Tvn TokeHa ¢ dpopM-chakTopom ycTpownctBa SD-kapTbl unu USB-TokeHa (He o6s3aTenbHo

cepTudnLmnpoBaHHbIN kak coBMmecTumMbl ¢ FIPS 140 Level 2 unu Common Criteria EAL 4+).
ABOHEHT rapaHTMpyeT, YTO OH OyaeT XpaHuUTb TOKEH PU3MYECKM OTAENbHO OT YCTPOWCTBA, HA KOTOPOM
pasmeLleHa yHKLMS NOANUCHK Koda, A0 TeX Nop, Noka He HA4YHETCSA ceaHC MOANUCHK.

Ons ceptudmkatos EV CodeSigning, BeinyLweHHbIX 4o 24 anpens 2023:
3akpbIThin kMto4 ABoHeHTa AormkeH BblTb CreHepnpoBaH, COXPaHEH M UCMOMb30BaH B KPMNTOMOZYIE, KOTOPbIN
COOTBETCTBYET uUnu npesocxoaut TpebdosaHus FIPS 140-2 level 2 unn Common Criteria EAL 4+.

[na Bcex cepTudukaToB Nognncu Koaa, BblnyLleHHbIX nocrne 24 anpens 2023:
ABOHEHT 3asBNsEeT, YTo OyaeT ncnonb3oBaTh OOUH N3 CEAYOLNX BApUaHTOB A1 reHepaLmn 1 3amTbl CBOMX
3aKpbITbIX KMOYerW cepTudukata noanuUCKM Koda B annapatHoM Kpuntomogyne ¢ hopM-¢akTopom,
cepTnULMPOBaHHOM Kak COOTBETCTBYOLLMIA MO kpanHen mepe FIPS 140-2 Level 2 nnu obwmm kputepusam EAL
4+

e AGOHEHT UCMOoMb3yeT annapaTHbIA KPUNTOMOAY b, COOTBETCTBYHOLLMIA YKazaHHOMY TpeboBaHuIo.

e ABOHeHT ucnonb3dyeT obnavyHoe pelueHue AN FeHepauuu 1 3aluTbl KIHOYEeNn CO CrnegyrLmumm

TpeboBaHuamMu: a. Co3gaHune, XpaHeHne U UCMOoMb30BaHNe 3aKpbITOro Kroya AOMMKHbI OCTaBaTbCs B
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npegenax rpaHuy — 6e3onacHOCTM  annapaTHOroO  KpUNTOMOAyns  obravyHoro  pelueHus,
COOTBETCTBYIOLLErO YyKasaHHbIM TpeboBaHuaM; b. llognucka Ha ypoBHE, KOTOPLINM ynpaBnsieT
3aKpbITbIM KJTHOYOM, AOMMKHa ObiTb HACTpOEeHa TakMM 00pa3oM, YTOObI permcTpupoBaTh BCe AOCTYMbI,
onepaumn 1 N3MeHeHns KOHUrypaumm K pecypcam, 3allmiiatoliMM 3aKpbITbIA KoY.

e ABOHEeHT ucnonb3yeT crnyx0y nognucu, KoTopasi COOTBETCTByeT TpeboBaHusM pasgena 6.2.7.3
“Bba3zoBbix TpeboBaHMI K Bblgade o6LLea0CTyNHbIX CepTUMKATOB NOANMUCK KOAA U YyNPaBRieHnio uMmn”.

B nioboe Bpems npumeHeHuss U Xu3HeHHoro uukna Ludposoro ceptudpmkata ABGOHEHT [OMMKEH UMETb
BO3MOXHOCTb no 3anpocy KomnaHum «GlobalSign» npeacrtaButb gokasaTenbCTBO TOro, YTO Mapa Krkouemn
CcreHepupoBaHa 1 3aLuuLLeHa B COOTBETCTBUM C 3TMK TpeboBaHuamn. HenpegocTtasneHve Takmx AokasaTenbCTB
MOXeT NpMBECTU K 0T3bIBY LincppoBoro ceptudukara.

AGOHEHT TaKkke rapaHTMpyeT, 4YTo OH By[eT XpaHWUTb TOKEH (PU3NYECKM OTAESIbHO OT YCTPOWCTBA, Ha KOTOPOM
GyoeT nponsBoaMTbLCS NOANMCH Koaa, A0 Havana ceaHca nognucy.

4.15.3 KBanudumuupoBaHHble cepTudmkatbl: AGOHEHT NPUHMMAET U COrnallaeTcs ¢ TeM, YTO:

o 3akpbITble KN4 AOMMKHbI XPaHWUTLCS (MNUM COOTBETCTBEHHO MCMONb30BaTbCsA) MOA €AMHONNYHBIM
koHTponem CybbekTa (B cnyyae KBanuduLMpOBaHHbIX CEPTUMKATOB AN 3MEeKTPOHHbLIX NOANNCEN) UMK
nop koHTponem CybbekTa (B cnyyae KBanmuumpoBaHHbIX CEPTUMUKATOB NS SMEKTPOHHbIX NeyaTen),

. 3aKkpbITble KMYM  JOSMKHbI  MCMOMb30BaTbCA TOMbKO ANSA  9NEKTPOHHbIX nognucen (B cnydvae
KBanMULUMPOBaHHbIX CEPTUMUKATOB AMs ANEKTPOHHBLIX NOAMUCEN) MW ANEKTPOHHBIX NevaTen (B cnyvae
KBanMULUMPOBaHHbIX CepPTUAMKATOB AMs ANEKTPOHHbIX nevaTen),

Ona  kBanuduuupoBaHHbLIX  cepTuduKaToB, ANA  KOTOpblX  TpebyeTcda  yCTpOWCTBO Ans  CO34aHus
kBanuduumposaHHon nognucu nnu nedatn (QSCD):

. LndpoBble nognvcy AomkHbI co3gaBaTbCs TONMbKO ycTponcTteom QSCD,

o 3akpbITble KMo4YM JOSKHBI ObITh CreHepUpoBaHbl M CoOXpaHeHbl B cepTuduumposaHHoMm QSCD,
KoTopbIn Nnbo 6bin NpegocTasneH, nMbo ogobpeH B nucbMeHHon hopme Komnaruen «GlobalSigny,

. Cratyc ceptndukaumm QSCD gomkeH koHTponMpoBaTbCs AGOHEHTOM, U B Crnyvae U3MeHeHus

cTtatyca cepTudpukaumm QSCD gommkHbl BbITb MPUHATLI COOTBETCTBYIOLLME MEpHI.

4.16 O6ssaTtenbcTBa CeBepoamepUKaHCKOro coBeTa No 3HepreTtuvyeckum craHgaprtam (NAESB).
ABoHeHTbl LindppoBbix ceptudmkatoB CeBepoaMepUKaHCKOro coBeTa MO 3HepreTMdeckum cTaHgapTam
(«<NAESB») npusHatoT noHuMaHuMe criegyrowmx obasatensctB  CeBepoamMepuKaHCKOro coBeTa Mo
3HepreTMyeckuMm  cTaHgapTam, npuBedéHHbIXx B CTaHgapTe  OenoBOW  NPakTUKM B OMNTOBOM
anekTpoaHepreTnyeckom cektope WEQO12 («Crangaptel WEQ PKI»):

ABoHeHTbl, nognagawwme nop Adevctene CravgaptoB «WEQ PKl», gomkHbl OblTb 3aperMctpupoBaHbl B
Peectpe ngentndukauum nonssosatenen CeBepoamMeprKaHCKOrO COBETa MO 3HEPreTU4ecKnM craHgapTamu u
NnpeacTaBuTb AoKa3aTenbCTBa TOro, YTO OHU SABMSAKOTCA MOMb30BaTENAMW, KOTOPbIM pa3peLleHo 3aHMMaTbes
TOProBOV AEATENbHOCTbIO Ha OMNTOBOM pblHKE 3NeKkTpoaHepruu. lMonb3oBateny uM opraHusauuu, KOTOpbIM
TpebyeTcst JocTyn K nporpaMMam NocpeacTBOM ayTeHTudmKkaumm, onpegenédHorn B Ctangaptax « WEQ PKily,
KoTopble He noAanagatoT Mo TpeboBaHWs K y4vacTHMKaAM OMTOBOrO pPblHKA 3EKTPO3Heprun (Hampumep,
perynvpylolimMe areHTCTBa, YHUBEPCUTETbI, KOHCANTUHIOBblIE (OMPMbI U T. 4.) AOIMKHbI NPOWTU perncTpauuio.

3aperncTpupoBaHHbie MoNb3oBaTeENN U rpynnbl NONb3oBaTenen AOMKHbI COOTBETCTBOBATL BCEM TpebOBaHUSIM
K KOHEYHbIM Mosib3oBaTensam, M3noxeHHbM B CtaHgaptax « WEQ PKi».

Kaxxgas opraHusauums, kotopast asnsetcsa AOOHEHTOM, AOMMKHA NOATBEPAWTb YOOCTOBEPSIOWEMY LEHTPY,
YTO OHa O3HaKoOMMIIacb M cornacHa ¢ ycrnosusamu cnegytowmx CrtaHgaptoB « WEQ PKi».

4.16.1 ABOHEHT nMpu3HaeT MNOTPEeOHOCTb  SNEKTPO3HEPreTMYEecKoro cektopa B 6e3onacHOM  3akpbITOW
3MNEKTPOHHOM CBA3W, KOTOPasi CNOCOOCTBYET BhIMOMHEHMWIO CreayowWwmx Lenen:

L KOHCbMLI,eHU,I/laJ'IbHOCTbI rapaHTna nonb3oBaTersito Toro, 4YTo0 HUKTO, KpOMe agpecarta, He CMOXEeT Npo4YecTb
onpep,enéHHyro YacCTb OJaHHbIX;

e AyTeHTUdUKaLMS: rapaHTUsi o4HOMY MONb30BATEND TOro, YTO APYroW nonb3oBaTeNlb He CMOXET BblAaTb
cebs 3a Hero;

e LlenoctHocTb: rapaHTUsi HEBO3MOXHOCTU W3MEHWTb [aHHble Monb3oBaTtens  (HaMEepeHHo  Unu
HeHaMepeHHO), HE3aBNCMMO OT BPEMEHU U MECTa;

e [lpegoTBpalleHne OTkasa OT BbIMOMHEHWST 00513aTenbCTB: CTOPOHA HE MOXET OoTpuuatb NpoBedeHue
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TPaH3aKUMKU UM OTNpaBKy 351EKTPOHHOIO NUCbMa.

4.16.2 AGOHEHT noaTBepxAaeT npoBepky kpuntorpadum OTKPLITOro Kito4va, Mpyv KOTOPOW  UCMONb3YHTCS
LincdbpoBbie cepTudmkaTtbl Ans NPUBS3KA JIMHHOTO UK cuctemHoro OTKpbITOrO Kntoya K Monb3oBaTento U
nogaepxaHusi obMeHa Knoyamm ¢ CUMMETPUYHBIM LUMGPOBaHMEM.

4.16.3 ABboHeHT o3Hakomuncsa co CtaHgaptamm « WEQ PKIly, koTopble cBs3aHbl C co3gaHnem HagéxHoro PKI.

4.16.4 ABoHeHT o3Hakomurics ¢ [NonoxeHnammn o npasunax ceptudnkaumnm Komnanum «GlobalSign» (CPS) ans
oTpacneBblX CTaHAapTOB.

Mpn HeobxogmMmocTn, ABGOHEHT 00si3aH  3aperncTpupoBaTb  OpUAMYECKOe NUUO U 3aWuTUTb
«aeHTMdUKaUMOHHBIN KO4 topuandeckoro nuua», kotopblh bygeTt onybnmkoBaH B NAESB EIR un Gyget
ncnonb3oBaTbCA BO BCeX abOHEHTCKUX 3asiBKax norb3oBaTens. B cootBeTcTBMM € TpeboBaHnsimm WEQ-012 npu
Bblaade LindpoBbix cepTudmkaToB ANS 3HEepreTU4eckon otpacnu gns NpuNoXeHnn oTnimyHbix ot WEQ-012,
ACA pomxkHbl cooTBeTcTBOBaTh cTaHgaptam WEQ PKI 3a uckntoyeHmem nonoxenmn WEQ-012.12.1.9, WEQ-
012-1.3.3 1 WEQ-012.1.4.3, koTopble TpebytoT perncrtpaumm nonb3osatens 8 NAESB EIR.

ABGOHEHTbI AOMKHBI COOTBETCTBOBATL CneayloLmmM TpeboBaHMAM:

o 3awmwaTe COBCTBEHHbBIE 3aKPbITBIE KIMHOYM OT AOCTYNa NOCTOPOHHNUX NL;

. MpoeHTnduumpoBaTb nocpeactsom Peectpa wmaeHtudukaumm nonb3oBatenen NAESB EIR
onpenenéHHoro nonb3oBaTens, koTopbl Bbiopan Komnanuio «GlobalSign» B kauecTBe aBTOpU30BaHHOMO
yOOCTOBEPSIOLLErO LIEHTPA;

. BbinonHaTe BCe AOroBOPEHHOCTU M AOroBOPbl, 3akmdéHHble ¢ Komnanuen «GlobalSign» cormacHo
oT4éTam o ceptudmkaumm Komnanmm «GlobalSigny», koTopble Heobxoanmel Komnanumn «GlobalSign» ans
Bblgaun Lindposbix ceptudmkatoB KoHeyHbiM nonb3oBatensam C Lenbio obecnedyeHms 6e3onacHoOCcTu
3NEeKTPOHHOW CBA3M;

. BbinonHsaTe Bce HeobOxooumble 0653aHHOCTM COrMacHo [OroBopy o ceptudukauum KomnaHuu
«GlobalSign», Hanpumep, NpoxoanTb Npoueaypy nogayv 3asBku Ha nony4veHune Lindposoro ceptudmkara,
NOATBEPXKAEHNE WNW NpoBepKy JmMyHOCTM 3akasuuka, W npouenypy ynpaeneHus Lindposbiv
cepTndukaTom.

. MopaTeBepxxpaTb Hanuume nporpammel ynpasneHus LindposbiMu cepTudpmkatammu PKI, npoxoxaeHve
BCEMU pabOTHUKaMKN O0Oy4YeHMs 3TOM NMporpaMme, U OpraHvM3aunio KOHTpons Hag cobniogeHvem gaHHON
nporpammel. lMporpamma Bknto4yaeT B cebsi, HO HE OrpaHNYMBaETCS, CNeayLLUM:

o BesonacHocTb 3akpbiToro Lindposoro ceptudmkara n nonmMTuKy ero NCrnosnb30BaHus;
. Monutuky oT3biBa LIndpoBbIX cepTUdUKaTOB;
. UpeHTndukaumio tuna ABGOHeHTa (Hampumep, nULO, OOMKHOCTb, YCTPOWCTBO MMM nporpamma) u

npegocTaBneHne NonHOM 1 TOYHOW MHGOPMaLLMK NO KaxaoMmy 3anpocy Lindposoro ceptudukara.
4.17 CepTudukaTtbl c oTMeTkon o npoBepke (Mark)

ABOHeHTbI cepTndukaToB ¢ oTMeTkon o nposepke (Mark) Takke cornawlatoTcsi CO CregyrLlnMn YCroBUSMM
ucnone3oBaHus (TpebdosaHusa MC):

Bce nuua, 3asBnswowme npaBa Ha ToBapHbii 3Hak (MAE), OOMmMKHbI B KayecTBe YCMOBUSA MOSyYeHUs
Ceptndukata € OTMETKOM O nNpOBEpKe cornawawTcs ¢ Hactosawmmmn TpebosaHnamu MC. Jloboe
MCnonb30BaHWe, AeMOHCTpauusa unum gosepue k nobomy Ceptudumkaty ¢ OTMETKOM O MPOBEpPKe (a Takke K
nobomy npegctaBneHnto 3Haka M MOObIM APYrMM  AaHHbIM UM UMHOPMaLUW, coaepXallMMcs B HEM)
nonb3oBaTeNnsaMu, NPOBEPSIOWMMN CTOPOHAMM U THOOLIM OAPYrUM JNULIOM 3aBUCUT OT MPUHATUS HACTOSILLMX
TpebosaHun MC. NoeHTudumkatop obbekta OID 1.3.6.1.4.1.53087.1.1 B CepTudukate ¢ 0TMETKON O NpOBepKe
COLEPXUT CCbinky Ha aTu TpebosaHua MC. Ecnu kakoe-nnbo nuuo He cornacHo ¢ HacTosiwmmmn TpeboBaHnsaMM
MC, Takoe nuuo He UMeeT MpaBa Mnony4vaTb, MCMNONb30BaTb, NYGNMKOBATL UMW NonaratbCs Ha KakoW-rmbo
CepTudmkat c oTMETKON O NPOBEpPKe MUNK Ha Ntoboe n3obpaxeHne ToBapHOro 3Haka, a Takke Ha nobble gpyrue
AaHHble unu nHgopmauuto B CeptudmkaTte ¢ OTMETKON O NPOBEpPKE.

4.17.1. OnpegeneHus.
CnoBa, HanvcaHHble 3arnaBHbiMu BykBamu, ByayT nmeTb 3Ha4YeHus], ykasaHHble B pa3gene 1.6 TpebosaHui K
cepTuduKaTy C OTMETKOM O NPOBEPKE.

4.17.2. OrpaHn4eHHoOEe NpaBo Ha BOCNPOU3BELEHNE U JEMOHCTPALVIO.
Jlnua, noaTeepxaatoLme npaBo Ha ToBapHbIN 3Hak (MAE), HacToALWKUM NpefoCTaBnsAoT ero B COOTBETCTBUM C
NONOXEHNSIMU, YCITOBUAMU N OrPpaHUYEHUSIMU, U3NOXEHHbIMKU B TpeboBaHusx MC:
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4.17.2.1. Bbinyckawowemy YL orpaHWYeHHY0, HEUCKITHUYUTENbHY, BCEMUPHYIO MULIEH3UIO Ha Bblgady
CepTtndumkara c oTMETKOM O NPOBEPKE, coaepxallero 3Hakm MC, 1 perncrpaumio ykasaHHOro ceptudumkaTa
B OrpaHN4YeHHOM KONMYECTBE XXypHaIoB NPo3payHOCTU cepTndmkaTa B COOTBETCTBUM C TpeboBaHmnamu MC;

4.17.2.2. nonb3oBaTtensam npefocTaBNAeTCs orpaHUYeHHas, HEUCKITIoYMTENbHas, BCEMUPHAA NULEH3US Ha
ncnonb3oBaHne 3HakoB MC B coYeTaHUN C BHYTPEHHUMU CUCTEMAMK pacno3HaBaHUSA NOroTuUnoBs, a Takke
Ha pasmelleHne, XpaHeHwe, BOCMpPOM3BeOEeHWe, AeMOHCTpauuio, obpaboTky u mMoaudukauumio B
COOTBETCTBMM C pasgenom 4.17.3.1 ToBapHbIX 3HakoB MC TOMbko B MNPAMON BU3yanbHOW CBA3U C
KOMMYHMKaLUAMK, NEPEnUCKon, Nnn ycnyramu, npegocrasnseMbeiMyu MAE 13 unu Yepes oguH U3 Tex xe
JOMEHOB, BKMOYeHHbIX B none SAN cepTudukata c OTMETKON O NPOBEPKE;

4.17.2.3. npegocTaBnATb onepaTopaM >XYpHarnoB perucTpaumm npo3pavyHocT cepTUdmKaToB (eCnn OHU
oTnuyalTcs OoT Bbinyckawowero YL, BbigaBlero ceptudumkar) OrpaHWYEHHYH, HEUCKIIOYUTENbHYIO,
BCEMVIPHYIO NNLIEH3UIO Ha XpaHeHue konun CepTudmkaTa ¢ OTMETKON O MPOBEPKE N €ro BOCNPOM3BeAeHNE
anst obecnevyeHns HagexxHon NyGrIMYHON perncTpauun BeldaHHbIX CEPTUMKATOB, a Takke A1 Toro, YTobbl
No3BONMUTbL NPeACTaBUTENSIM 0OLLECTBEHHOCTU NPOBOAMTL ayAnUT NPOBEPKN NOAMMHHOCTU cepTudumKkarta ¢
OTMETKOWN O NpoBepke. Hukakasa gpyras nuueHsns He NpeaocTaBnseTCs Kakom-nmbo Apyron CTOpoHe nnm
AnS Kakoro-nmbo Apyroro UCnosb30BaHms.

4.17.3. ILEH3NOHHbIE OrPaHNYEHUS 1N YCMOBHS.

Jliobon nonb3oBaTtenb, KOTOPbIA UCMONb3YyeT UM HaMepeBaeTCa MCMonb3oBaTb 3Hakn MC, nonyveHHble Ha
OCHOBaHWW BblAaHHOTO 1 0Ny6rMKOBaHHOIo cepTudukaTa C OTMETKOM O NPOBEPKE, B CBOMX MPOAYKTaX 1 ycnyrax,
COrnawaeTcsi C TeM, YTO MMLUEH3NA Ha 3TO AeNCTBNE 3aBUCUT OT CriedyoLmnx YCroBuiA:

4.17.3.1. KoHTponb Ka4yecTBa, O4MHAKOBOE 3HAYEHME.

Monb3oBaTenb He WMMeEET npaBa MWCKaxaTb BO Bpemsi OoTobpaxeHus nwboe n3obpaxeHue 3Haka,
nonyyeHHoe 13 onybnmkoBaHHOro ceptudunkaTa C OTMETKON O NPOBEPKE, U3MEHATb ero LuBeta unm ¢oH,
N3MEHATb ero Npo3payvyHOCTb UMK M3MEHATb €ro KakuM-nnmbo MHbIM 06pa3oM, KpOMe Kak KOPpeKTMpoBaThb
ero pasvep unu macwtab, unu obpesatb ero Takum obpasom, 4Tobbl 3TO COOTBETCTBOBaNo obpeske,
BbINOMHEHHON Ans ApyrMx oTobpaxaembix n3obpaxeHun 3Haka B TOM Xe KOHTekcTe. Ecnu nonb3oBatens
NCNOoNb3yeT CNOBECHbBIN 3HAK, NOJTyYeHHbI U3 onybnnkoBaHHOro ceptudurkarta ¢ OTMETKON O MPOBEPKE, OH
OOMXKeH genaTb 3TO HeWTpanbHbIM 06pa3om, nocneaoBaTenbHO MPUMEHSIS €ro KO BCEM CITOBECHbIM 3HaKam
N3 BCeX cepTndUKaToB C OTMETKON O NPOBEPKE, KOTOPble OTOOpaXalTcs B OOHOM M TOM e BM3yallbHOM
KoHTekcTe. Nonb3oBaTtenb MOXeT oTobpaxaTb 3HaK, BKMOYEHHbI B CepTndukaT ¢ OTMETKON O MPOBEPKE,
6e3 oTobGpaKeHMs1 CNOBECHOrO 3Haka, BKIIIOYEHHOro B TOT e cepTudmkat, HO nonb3oBaTesflb HE MOXET
oTobpaxxaTb CITOBECHbIV 3HaK, BKMOYEHHbIA B CepTndmkaT ¢ OTMETKON O npoBepke, 6e3 oTobpaxeHus
3Haka, BKITHOYEHHOIO B TOT e cepTudumkar.

4.17.3.2. NapTHEPCTBO UMW OTHOLLEHWNS HE NOAPa3yMeBalOTCS.

Mpu Hanuuum cornalleHns Mexay nonb3oBaTeneM U 3asiBUTENEM NpaBa Ha TOBApHbIN 3HaK HU TOBapHbIE
3Haku, HU Noboe Apyroe cogepxmmoe cepTudmnkaTa ¢ OTMETKOM O MPOBEPKE HE MOTYT MCMOJb30BaTLCS UK
oToGpaxaTbCa Kakum-nnmbo obpasom, KOTOPbIN pasyMHO nogpasymMeBaeT kakne-nnmbo OTHOLLEHUS Mexay
nonb3oBaTenemM M 3asiBUTENEM MNpaBa Ha TOBAPHbIA 3HaK, MOMUMO MPOCTbIX OTHOLUEHWUA NULEH3Map-
NMLUEH3MaT, Co34aHHbIX 3TUMU TpeboBaHMAMMN.

4.17.3.3. MNMpoeepkn CRL nnn OCSP.

Monb3oBaTenu AOOMKHbI NMPOBEPATL CMMCKU OT3blBa CEPTUAMKATOB, KOTOpble BeaeT YOOCTOBEPSAHLLMNA
LleHTp, nnu BeINONHATE OHMNAMH-NPOBEPKY HE pexe YeM Kaxable 7 AHel cTaTyca oT3blBa ¢ noMoLbio OCSP,
4YTOOLI ONpeaennTb, ObiN N cepTudmKaT OTO3BaH.

4.17.3.4. JleranbHoe ncnonb3oBaHue
Monb3oBaTeny MoOryT UCMNonbL30BaTh N3obpaxkeHne 3Haka B CepTudumkaTe ¢ OTMETKON O MPOBEPKE TOSbKO
B COOTBETCTBUM C ENCTBYIOLNM 3aKOHOAATENbCTBOM.

4.17.3.5. Hannuune goctaTtovyHOro npaBa COGCTBEHHOCTU NN NIULLEH3NN.

Jlvuo, 3asBnsoWMe NpaBa Ha TOBAPHLIN 3HaK, rapaHTUPYET, YTO TOBapHbIe 3HaKkW, onybnMKoBaHHbIE C
nomolubio CepTudurkata ¢ OTMETKON O NpoBepKe, NpPeacTaBnsloT coO0M 3aperncTpUpPOBaHHbIM TOBAPHbIN
3HaK (1 CNOBECHbIN 3HaK, eCrnv TaKOBOW MMEETCS), KOTOPbIM BNageeT N1LOo N Ha KOTOPbIA NULO nonyyuna
COOTBETCTBYIOLLYIO MULIEH3MI0, ANA NpefoCcTaBneHus OrpaHUYeHHOW mULEeH3UM B COOTBETCTBUM C
HacToALWMMM TpeOOBaHMAMMN, N YTO KOMNAHWUA HeMearneHHo o0T3oBeT CepTudunkaT C OTMETKOM O MPOBEPKE,
ecnn komnaHusi 6onee He BrageeT COOTBETCTBYHLUUM 3apErMcTpUMpOBaHHBIM TOBApPHbIM 3HAKOM (Mnn
CMNOBECHbIM 3HAKOM) MUIN HE MMEEeT COOTBETCTBYHOLLIEN NULEH3MKN Ha Hero. Jlnyo ByaeT 3awmwatb U HeCTK
OTBETCTBEHHOCTb 3a It0Oble MPEeTeH3nn B OTHOLUEHWM MHTENNeKTyarnbHOW COBCTBEHHOCTM WUnu Agpyrue
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npeTeH3nn K NioGoMy Monb3oBaTento, NPOBepsoLLE CTOPOHE UMKN YA0CTOBEPSAIOLLEMY LIEHTPY, KOTopble
BO3HMKAIOT B CBSA3W C COAEpKaHMeM 3asiBKM Ha noslydeHne cepTudukaTa ¢ OTMETKOW O MpoBepKe.

4.17.3.6. Hukaknx o65a3atenbLCTB N0 OTOOpaXKeHuto.

INvuo, 3asenswowme npaBa Ha ToBapHbln 3Hak (MAE), npusHaeT, 4TO nonb3oBatenu He o6s3aHbl
pasMeLlaTtb MapkMpoBKy 3Haka B CBA3WN C NyBNUKYEeMblM KOHTEHTOM, CBA3aHHbIM C JOMEHaMu, KOTOPbIMM
Bnageet MAE unu kotopbimun ynpaenseT MAE B kadecTBe BnagensLa peructpauum gomeHa, gaxe ecnm
noaTBepPXXAeHO, 4To coobuieHne mexoaut ot MAE u COOTBETCTBYHOLUMA 3HAK MOXET ObiTb MOMNyYeH U
HagexHo oTobpaxeH M3 cepTudmkata ¢ OTMETKON O nposepke. BmecTto aToro nomb3oBatenu MoryT no
CBOEMY YCMOTPEHUIO OTobpaxaTb 3Hakm B COOTBETCTBUM C HacToawumu TpeboBaHMAMM WM He
oTobpaxaTb MX.

4.17.3.7. lNpeKpalieHne oencTams.

HemepnneHHo nocrne oT3biBa UK UCTEYEHNs1 cpoka aencteus Ceptudukara ¢ oTMeTKon o npoeepke MAE
npekpatut nybnukauuto unm ucnonb3oBaHWe cepTudukaTa, U OEeNCcTBUE NUUEH3UKN, NPEeLOCTaBEHHOW
nonb3oBaTtefisiM B COOTBETCTBMM C pasgenom 4.17.2 Bblwe, OygoeT npekpalleHo. JlMueHsus,
npefocTaBrneHHas MNonb30BaTenio, ykasaHHas B pasgene 4.17.2 Bblle, Takwke aBTOMaTUYECKM W
Heme[eHHO npekpaLlaeTcs Npy HapyLeHun Niboro nonoxeHus Hactoawmux TpebosaHnn MC co CTOPOHbI
none3osartens. [Nonb3oBaTteny JOMKHbI HEMEAMNEHHO NpPeKpaTuTb Mboe UCNoNb30BaHWE 3HAKOB Nocre
npekpaLleHnsi ENCTBUSA COOTBETCTBYOLLEN NULEH3NN.

4.17.3.8. BHeceHne nameHeHun B TpedoBanuns k MC.

* TpeboBaHus k MC moryT Bpemsi OT BpeMeHn 06HOBNATLCS. Bce CTOPOHbI cornatuatTes C TeM, YTO Bepcust
TpeboBaHui MC, pewncteylowas Ha MOMeEHT Bbligaum CepTudmkata ¢ OTMETKOM O npoBepke, byper
NPUMEHATLCA 00 AaTbl UCTEYEHMS CpoKa AencTBUS unm ot3biBa CepTudmkaTa ¢ OTMETKOW O npoBepke (a
ONsl TeX MOJIOXEHWIN, KOTOPbIE MO CBOEW NPMPOAE BbIXOAAT 32 paMKN AaTbl UICTEYEHUS CPOKa OENCTBUA UIK
0T3bIBa, 4O TEX MOp, MOKa 3TK NONOXEeHNUst He OyayT oTMeHeHbl). Kaxaasi opraHusaums, kotopas mony4yaer,
ucnonb3yet, nybnukyetr cepTudmkar C OTMETKOM O MpOBEpKe WM MnoriaraeTcad Ha Hero, HeceT
OTBETCTBEHHOCTb 3a TO, 4TOObl BpeMs OT BpPEMEHW MpocMaTpuBaTb M 3HAKOMUTBHCA C MOObLIMU
0BHOBMEHHbIMK Bepcuamn TpebosaHnii MC.

5.0 TMonHomMmouus

KomnaHus «GlobalSign» moxeT npenoctaBnsaTh yYeTHble JaHHble ANA A0CTyna W/Mnm UCNonb30BaHUs CIyx0
unun ceptucpmkatoB AGoHeHTOB mnu MNMapTHepa. Jluuo, nony4ymsLLee Takow JOCTYM, B TOM Yucine AGOHEHT nnm
MapTHep HeceT OTBETCTBEHHOCTb 3a COXPaHEHWe KOHMMAEHUMANbHOCTU U 0e30MacHOCTU BalUUX YYETHbIX
AaHHbIX M HECET NOJIHYI0 OTBETCTBEHHOCTb 3a BCE AENCTBMS, KOTOPbIE MPOUCXOAAT C STUMU YYETHBIMU AaHHBIMU.

6.0 Onnara
Ecnun Uundposon ceptudpmkar npuobpetaetca vepes NaptHepa KomnaHnum «GlobalSign», ABOHeHT gormkeH
ynnaTtutb [NapTHepy B COOTBETCTBUM C YCIOBUSIMU, COrnacoBaHHbIMK Mexay AboHeHTom n NapTHepom.

AGOHEHT npusHaeT u cornawaetcs, 4to (i) ecnu AGOHEHT He onnayvuBaeT COOTBETCTBYHOLUME MaTEXU
(Hanpumep, ecnm ABOHeHT npuobpén LudpoBon ceptudmkar 4epes [lapTHepa M He onnadvBaeT
cooTBeTCcTBYtOWMEe cbopbl), nnu (ii) ecnu MapTHep He onnauyuBaeT ycnyrm Komnanum «GlobalSign», 1o B
COOTBETCTBUU C cornaweHmem mexay KomnaHuen «GlobalSign» n MNapTHepoM, He3aBUCMMO OT TOro, onnaTun
nn ABoHeHT MapTHepy, AGOHEHT He MOXeT ucnone3oBaTb Lindposon ceptucdmkat, Komnanusa «GlobalSign»
MOXeT 0TO3BaTb HeomnnaveHHble LindpoBble cepTudukaThl.

7.0 Pa3speweHue Ha nybnukauuio nHcpopmaumm
AGOHeHT cornaceH ¢ teM, 4Yto Komnanusa «GlobalSign» moxeT onybnukoBaTb CepunHbii Homep Lindposoro
ceptndukata ABOHeHTa B CBA3M C pacnpoctpaHeHnem Cnucka oT3biBa Lindposbix ceptudmkatoB KomnaHum
«GlobalSign» 1 BO3MOXHbIX OTKITMKOB MPOTOKONa NpoBepku ctaTyca Liudposoro ceptucdmkara OCSP BHyTpuU
n 3a npegenamu nepapxum Komnaxsmu «GlobalSigny.

8.0 TecrtoBble LUudcdpoBble cepTucmrkatbl
KomnaHus «GlobalSign» moxeT npepoctaenatb Lindposble cepTudpmkaTbl ans TectupoBaHusa («TecToBble
Lindpposble cepTudmkathbl»). ABOHEHT MOXeT ucnonb3oBaTbk TecToBble LiMdpoBble cepTugumkaTbl TOMbLKO BO
BHYTPEHHEN, HENPOM3BOACTBEHHON Cpefe B paMkax HEKOMMEPHECKOrO TECTUPOBAHUS.

MpaBo Ha ucnonb3oBaHuMe TecTtoBoro LludppoBoro cepTudpmkata MoxeT ObiTb OrpaHMYEHO BO BPEMEHU U
OOMOMHUTENbHO OrPaHNYEHO B JOMONHUTENBbHbIX cornalleHnax mexay AboHeHToM 1 Komnanuen «GlobalSign»,
B 9TOM crny4yae npaBo AGOHeHTa Ha Mcnonb3oBaHve OyAeT MpeKpalleHo nocne ykasaHHow Aatbl. KomnaHus
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«GlobalSign» moxeT no coGCTBEHHOMY YCMOTPEHMIO MPEeKpaTUTb NPaBO UCMONb30BaHWS nbdoro TecToBoro
LincdpoBoro ceptuchnkata B noboe BpemMsi. ABGOHEHT o06s3aH npekpaTUTb MWCMONb3oBaHMEe TecToBOro
Lindposoro ceptudumkaTa.

Otkaz ot [apaHTun. ABOHEHT [MPU3HAET, 4YTO TECTOBbLIE UW®POBbIE CEPTU®UKATLI
MPEOOCTABNAIOTCA “KAK ECTb " U BE3 KAKUX-NIMBEO TAPAHTUW. B MAKCVMAJIBHOW CTEMEHW,
PA3PELIEHHOW TMPUMEHVMbIM 3AKOHOIATENLCTBOM, KOMMAHMA «GLOBALSIGN» TMPAMO
OTKA3bIBAETCA OT BCEX 3ABEPEHWMA W TAPAHTWAA JHOBOrO POLOA, SABHbIX WA
MOOPA3YMEBAEMbIX, BKIHOYASA, MOMUMO TMPOYErO, JIOBbIE TAPAHTMW  TOBAPHOWN
MPUrOAHOCTW, MPUrOAHOCTU ANA ONPEAENEHHOW LEENV WU HEHAPYLLEHUSA, OTHOCSALLMECA
K JIOBbIM TECTOBbIM CEPTU®UKATAM, WCMNOJIbBOBAHMIO ABOHEHTOM MWW NIOBOW
HEBO3MOXHOCTWN  UCIONb3OBAHNA  TECTOBbLIX CEPTU®UKATOB, PE3YIIBTATAM  UX
NCMONb30BAHNA N HACTOALWEMY OOrOBOPY.

Or'PAHNYEHWE OTBETCTBEHHOCTU. KOMMNAHWA «GLOBALSIGN» HE HECET OTBETCTBEHHOCTW
MEPEO ABOHEHTOM 3A JIOBbIE TMPETEH3MWN, TPEBOBAHUA WNW YBbITKN, BKINKOYAA BE3
OMPAHNYEHUA TPAMbBIE, KOCBEHHbLIE WINW OCOBLIE YBEbITKW, BOSHUKAIOWME B PE3YINLTATE
NCMNOJIb3OBAHUA JIIOBEbLIX TECTOBbLIX LIM®POBbLIX CEPTUOUKATOB N NCMOJIb3OBAHUA UIA
OTKA3A OT WCMONb3OBAHMA TECTOBOIO LIMGPOBOIrO CEPTUDKWKATA MO NIOBOW MPUYKHE,
HE3ABMCUMO OT TOrO, OCHOBAHbI NI TAKUE OENCTBMA HA JOFOBOPE WU MHBLIM OBPA30M,
BKINOYAA XANTATHOCTb.

9.0 OrpaHunyeHHas rapaHTua KomnaHum «GlobalSign»

3A MNCKITIOYEHMEM CIJTYYAEB, 3AMNPEWEHHBLIX 3AKOHOOATENBLCTBOM, WU 3A WCKITKOYMEHMEM
MONOXEHU/A HACTOALLErO [OOroOBOPA, B KOTOPbLIX MPEOYCMOTPEHO WHOE, KOMMAHKA
«GLOBALSIGN» HE MPEOOCTABITAET HUKAKUX TAPAHTUW, BKIMKOYAA T[APAHTUIO TOBAPHOW
MPUTOOHOCTN N (UNTN) TAPAHTUIO MPUOOHOCTW OnA NCNONb30OBAHUWA MO HASHAYEHUIO.

B UACTM BbIOAYN KOMMAHMEM «GLOBALSIGN» W YNPABNEHWA CEPTU®UKATOM B
COOTBETCTBMN C  TPEBOBAHUAMU  CPS KOMMAHNA  «GLOBALSIGN» HE  HECET
OTBETCTBEHHOCTW MEPE[ ABOHEHTOM, 3ABVUCMMOW CTOPOHOW WUN KAKOMN-NNBEO TPETLEWM
CTOPOHOW 3A KAKOW-NINBO YLEPE MM NOTEPW, MOHECEHHLIE B PE3YNIbTATE UCMOb30BAHUSA
N NONAFAHNA HA TAKON LIMOGPOBOW CEPTU®UKAT. B MPOTMBHOM CIYYAE, OTBETCTBEHHOCTb
KOMMAHWU «GLOBALSIGN» MNEPE[L ABOHEHTOM, 3ABUCMOW CTOPOHOW UNA TPETbVM JIULIOM 3A
MOOOBHbIV YWEPE MNW MOTEPU HU MPU KAKMX OBCTOATENLCTBAX HE MPEBLIWAET OOHOW
ThICAYM OONNAPOB CLUA (USD 1 000) HA ABOHEHTA, 3ABUCK/MYIO CTOPOHY HA OVH LIMdPOBOM
CEPTUOUKAT N OBYX TbICAY OOJIIAPOB CLWIA (USD 2 000) AnA CEPTU®UKATOB EV, EV CODE
SIGNING VN CEPTUSUKTA COTMETKOW O NPOBEPKE (MARK).

OTA BEPXHAA T[PAHVMUA OTBETCTBEHHOCTWU OIrPAHNMYMBAET OBBLEM BOCCTAHOBUMOIO
YWEPEA WNW MOTEPb 3A MNPEOENAMW KOHTEKCTA TFAPAHTUAMHOWM MOMUTWKN KOMMAHUMU
«GLOBALSIGN». HA CYMMbI, BbIMAYUBAEMBIE B PAMKAX TAPAHTUMHOW MONMUTUKN,
PACMNPOCTPAHAKOTCA COBCTBEHHbLIE BEPXHUVE MPAHNLIbI OTBETCTBEHHOCTU. HA TIPU KAKUX
OBCTOATENLCTBAX KOMMAHWMA «GLOBALSIGN» HE HECET OTBETCTBEHHOCTU 3A KAKOW-NNBO
KOCBEHHbLIN YLWEPB, HEMPEOHAMEPEHHbLIA VYLWEPB, ®AKTUYECKUW YLIEPE, OMPEOENAEMbIN
OCOBbIMV OBCTOATENLCTBAMW, UN NMOCNEAYIOWWIA YIEPE, BO3HUKAIOLWMIA 13 N B CBA3U
C MCMNOJIb3OBAHMEM, NPEOOCTABJIEHVEM, NOJNTATAHMEM, NMUEH3NPOBAHMEM, WCMNOJIHEHMEM
WM HEUCMONMHEHVMEM TPAH3AKUM/A C  WCMONMb3OBAHVEM LIMOPOBLIX CEPTU®UKATOB,
QNEKTPOHHbIX MOAMNWCEN, UMN NMPOYNMU TPAHSAKLUVAMU UNMN YCNYTAMU, MPELNATAEMbIMUA
N NOOPA3YMEBAEMbIMU B HACTOALWEM ABOHEHTCKOM OOMOBOPE.

HACTOAWEE OrPAHMYEHME OTBETCTBEHHOCTW OCTAETCA HEM3MEHHBIM HE3ABUCVMO OT
KONMMYECTBA QJJIEKTPOHHbLIX MOLMWCEW, TPAH3AKLUMA UNW MPETEH3UW, OTHOCALLMXCA K
LMPPOBOMY CEPTUDUKATY.

BbILUEN3JNIOXKEHHOE HE OIrPAHMYMBAET OTBETCTBEHHOCTb KOMIMAHUM «GLOBALSIGN» B
OTHOLWEHWN KBANMUOULUMPOBAHHLIX CEPTU®UKATOB B COOTBETCTBMM CO CTATbEW 13
PEMMAMEHTA EIDAS.

10.0 Cpok gencTBus 1 ycnoBusi pactopxeHus [lorosopa
10.1. Hactosawwmin JoroBop BCTynaeT B CUMy C MOMEHTa €ro akuenTMpoBaHUs Npu pasMelleHun 3akasa u
npekpallaeT OEVCTBUE B CMEAYOLNX CryYasX:
10.1.1. Npn HeBbINONMHEHMN ABGOHEHTOM Kakoro-nnmbo marepuanbHOro ob6sa3aTenbCTBa COrMACHO HACTOsILEMY
[oroBopy, ecnu Takoe HapyLLeHWe He yCTpaHAeTCs B TedeHne natu (5) QHEN C MOMEHTa NonyYeHnst yBe4OMIeHUst
06 atom ot KomnaHum «GlobalSign». B gaHHom cnydae KomnaHum «GlobalSign» vMmeeT npaBo oTo3BaTb
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HeonnayeHHble LindpoBkie cepTndmkaTthl 1 3a0NoKMpoBaTh NMYHbLIA KaOMHeT AGOHEHTa;
10.1.2. B ogHOCTOpOHHEM nopsiake CTOPOHOW Npu HanpaBfieHUN MUCbMEHHOIO YBeAOMITEHUS (B TOM 4ucne no
3NIEKTPOHHONM MOYTE, yKa3aHHOW B pekBuautax [oroBopa) B agpec gpyron CTOPOHbI He3amennuTeNnbHO B
crnegyowmx cny4vasx:
(a) cywectBeHHOe HapylweHne ppyron CTopoHoM ycroBui Hactosiwero [orosopa, ecnu nogobHoe
HapyweHue npogomnxaerca B TedeHne 10 (OecaTn) OHeW nocne HanpasBneHWs YBEAOMMEHUS O
HeBbINONHEHNN LOrOBOPHbLIX 06A3aTENbCTB;
(b) Appyraa CrtopoHa wuHUUUMpYeT npouecc 6aHKpOTCTBA,
OeATenbHOCTM N HaxoaMTCA B nNpouecce NUKBMAALUK; UNn
(c) opyras CrtopoHa He MMeEeT BO3MOXHOCTM MCMOMHATH CYLLECTBEHHYH 4acTb CBOMX 0653aTenbCTB,
YCTaHOBMEHHbIX HacTosLWwmM [JoroBopom, B pesyrbTaTte Kakoro-nmbo cobbitus (Mnm cobbiTuin), CBA3aHHOMO C
0bcTOoATENBCTBAMM HEMPEOAONIMMON CUIbI, NpoAoIMKaowumnca 6onee 1 (ogHoro) mecsaua.
(d) npv BBEAEHMM SKOHOMUYECKMX, (DUHAHCOBBIX M UHBIX CAHKLUIA B OTHOLLEHUN ADOHEHTa;
10.1.3. npu NpegbsaBNeHNN rocygapCTBEHHbIMU opraHamu unu yupeamntensmm KomnaHum GlobalSign TpeboBaHus
O MPUOCTaHOBKE U/UNKN NpekpaLleHn AesaTenbHOCTU Ha Tepputopun Poccuickon ®egepauun, B COOTBETCTBUM C
HononHuteneHbiM cornatweHem CTopoH, Nnbo pacTopXKeHne HacToSALWEero AoroBopa B TedeHune 2 (aByx) Hegenb,
nnbo nprmocTaHoBKa AENCTBUSA HacTosLwero [loroBopa Ha CPOK BBEAEHHbIX OrpaHNYEeHUA.
B ykaszaHHOM cny4ae Bce paHee BbinyLleHHble CepTudukaTsl TpogorKatoT CBOe AENCTBME B TEYEHNE CPOKA,
Ha KOTOPbI OHU BbIMYLLEHBI;
10.1.4. Jlio6as CtopoHa BnpaBe pacTOpPrHyTb OOrOBOP B OOHOCTOPOHHEM BHecyaebHOM nopsiake, yBeAOMUB
OpYryto CTopoHy, 3a 30 kaneHgapHbIX QHEN OO0 AaTbl PaCTOPKEHMS.

npekpawiaeT BedeHVWE 3KOHOMUYECKOM

11.0 NMocnepcTBUA pacTopxeHUs

11.1. Nocne pacTopeHnst HacTosiero [JoroBopa no kakon-nmoo npuymHe Komnarus «GlobalSign» nmeet npaso
oto3BaTtb Lludposon ceptudmkat ABOHeHTa cornacHo AdewncTBylowmum npoueaypam Komnanum «GlobalSigny.
Mocne ot3biBa UndpoBoro ceptudmkara AGOHEHTaA MO KakoW-MMOO MpuuMHE BCe MpaBa, NpPeaoCcTaBrieHHble
ABOHEHTY cornacHo NyHKTy 2, aHHYNMpYyroTCA. Takoe pacTtopXeHue HUKomm obpas3om He BnusieT Ha Pasgensl 4, 5,
6, 7, 8 n 11 HacTosiLero ABOHEHTCKOro AoroBopa, kKotopble ByayT HaXo0AMTbECA B Cure 1 AeNCTBOBaTb A0 NOMHOMo
UX BbINOSTHEHMS.

11.2. lMpu pacTopxeHun Hactoswero [oroBopa AGOHEHT He3amMeanUTENbHO BbIMNayYMBaeT B MOMb3y KOMMNaHUM
«GlobalSign» cymmbl, nognexawue ynnate 3a Nepuof, 3akaH4YMBAKLWMACA B AeHb MpekpaweHus wu/mmm
pacToOpPXeHUS.

12.0 Mpouue NonoxeHusa

12.1 Perynupyroliee 3akoHoAaTeNnbCTBO
[orosop perynupyeTcsa u TpakTyeTcs cornacHo 3akoHoaaTenscTBy Poccumnckon ®egepauun.
MecTom paccMoTpeHus CnopoB sABNATCA cyabl r.MockBbl.

3akoHbl (i), KOTOpble perynupyroT TONKOBaHUE, TOMNKOBaHNE U UCMONMHEHUe HacTodawero CornalleHuns u Bcex
BOMPOCOB, NPETEH3UN UNKN CMOPOB, CBA3AHHBLIX C HAM, BKITHOYAsA UCKM O NpaBoHapyLueHusix, u (i) cyapl,
obnagaroLme UCKNIYNTENBHOWN IOPUCOUKLMEN B OTHOLLEHUN NIOOBIX BOMPOCOB, NPETEH3WIA UMK CMOpPbI,
N3NOXeHbl B Tabnuue Huxe.

O61bekT GlobalSign B cBogKe 3aka3a

MpumeHnmoe npaso

Mecto n poBeneHuA

GMO GlobalSign K.K.

AnoHuna

OxkpyxxHon cyq Tokuo, AnoHus

GlobalSign China Co., Ltd.

Kutan

LaHxan, Kutan

GMO GlobalSign Ltd.

AHrNna n Yanbc

JloHaoH, AHrNus

GlobalSign NV

Benbrus

JleBeH, Benbrus

GMO GlobalSign, Inc. (US)

Hbto-Mamnwmp, CLUA

Cygbl wTtaTta n degeparnbHble
cyabl Heto-MNamnwmpa

GMO GlobalSign Pte. Ltd

CwuHranyp

CwuHranyp

GMO GlobalSign Inc.

dUNUNNUHbI

MakaTtn-Cutn, PununnuHbl

GMO GlobalSign Certificate Services
Pvt. Ltd

3akoHbl Pecnybnuku
NHouns

HOenn, Nuons

GMO GlobalSign Russia LLC

3akoHoaaTenbCTBO
Poccunckon ®egepaumm

MockBa, Poccus

GMO GlobalSign Solutions in
Technology S/A

Bbpasunus

Beny-OpusoHTu, Bpasunusa

GMO GlobalSign FZ LLC

O6benmnHeHHble Apabckue

[y6an, O6beguHeHHbIe
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‘ OmupaThl ‘ Apabckue dmupaTbl

B oTHOLWeHMM KBanMdpukaLMoHHbIX cepTudukato elDAS cnopsl, cBA3aHHbIE C (PUHAHCOBbLIMU UMK
KOMMepYeckumm Bonpocamu, byayT paspeLllartbcs B COOTBETCTBUN C MPUMEHUMbIM 3aKOHOAATENBCTBOM U
MECTOM, YKa3aHHbIM BbILLE, U ANS CNOPOB, CBA3aHHbIX C cepTudukaTamm, perynvpytoLiee npaso u Mecto
paccMoTpeHus ByayT TaknuMm xe, kak ykasaHo Boiwe ansd GlobalSign NV.

12.2 O6s3aTenbHbIN XapaKTep
Ecnn He ykasaHo uWHOe, HacToAwwmn [JoroBop HOCUT 0Os3aTenbHbI XapakTep W pacnpoCcTpaHsaeTcs Ha
NpaBONPEEMHUKOB, WCMOMHUTENEN, HAaCNeOHWKOB, NpeacTaBuTenen U agMUHUCTPATOPOB CTOPOH HACTOSILLEro
Horosopa. Hukakvne npasa, Bo3HuKawowme n3 Hactogwero [Jorosopa un Lincdposoro ceptudukata AGoHeHTa, He
MOryT 6biTb NepefaHHbIM1 ABOHEHTOM TpeTben CTOpoHe. Jliobasa yMbllneHHas nepegaya unu genermposaHme
npae sBMAsieTCA HegencTBuTenbHOW, a Takke AaéT KomnaHumn «GlobalSign» npaBo pacToprHyTb HacTosLLuiA
[oroesop B 04HOCTOPOHHEM MOPSIAKE.

12.3 WUcuepnbiBaowmmn xapakrep forosopa
HacTtoswuii [loroBop COBMECTHO CO BCEMM [OKYMEHTaMW, Ha KOTOPble MPUCYTCTBYIOT CCbINIKU B HACTOSILLEM
[oroBope, kakne-nMbo cornalleHns 0 NpPeaocTaBreHnM TOBApOB UMW YCIyr, UMK cornalleHne o nepenpoaaxe
(ecnun cTopoHa HacTosilwero [JoroBopa SBRSIETCS NMLOM, OCYLLECTBASIOWMM nepenpoaaxy), npeactaBnser
coboil nonHoe cornailleHve Mexagy CTOpPOHaMu W OTMEHSIET BCe Npeablayliue YCTHble UMM MUCbMEHHbIE
[0roBOpPEHHOCTN, 06sA3aTenbLCTBa, CornalleHust 0 B3aMMOMNOHUMaHMK, NepPenncky, OTHOCSLLYICS K npeameTy
HacTosiLero [lorosopa.

12.4 PasgenbHOCTb NonoxeHun [loroBopa

Ecnn ogHo u3 nonoxeHun Hactosiwero [loroBopa unvM ero npuMMEHEHWe CTaHyT MO Kakou-nnbo npuyunHe
HEeOEeNCTBUTENbHBIMA UM HEBLINOMHMMbLIMK,  OCTanbHble MOMOXEHUs HacToswero [oroBopa M wX
npMMeHeHne K JpyrMMm nuuam  wunu  obctoaTenbcTBam  OOMKHO  HaunydwuM  cnocobom nepefasaTbh
HamepeHns CTOpoH Hactosiwero [Horosopa. B [OOMOBOPE TPAMO VYKASAHO W COITIACOBAHO
CTOPOHAMU, 4YTO KAXXOOE TIONNIOXEHME HACTOAWEIO [OOIrOBOPA, KOTOPOE KACAETCA
OMPAHUYEHMA LOENCTBUA, OTKA3A OT TAPAHTUM WU UCKMKOYEHWA YLIEPBA, ABNAETCA
OTAENbHLIM 1 HEBABUCUMBIM OT OPYIUX MONOXEHWA 1 MOXET BCTYMATb B CUITY CAMO MO
CEBE.

12,5 YBepomneHus

Ecnn ABOHeHT enaet nnu OT Hero TpebyeTcs oTnpaBneHne yBegomneHus, TpeboBaHus wnu 3anpoca B
KomnaHuio «GlobalSign» oTHocutensHo Hactosiwero [oroeopa, nwboe nogobHoe obpalleHne cocTaBnsieTcs
B MMUCbMEHHOW OpME M CUMTAETCHA OTNPaBEHHbIM Haanexawmm obpasom npu  OTMNPaBEHUM KyPbEPCKOWN
cnyxo6omn, KoTopas MOXeT NoaATBEPAMTb (PakT JOCTABKU B NMMCbMEHHOM BMAE UMK MO NOYTE, 3aKa3HbIM MUCbMOM
C yBEAOMIIEHNEM O BPYYEHUWN MO a4pecy OAHOr0 U3 HMKENEPEUYUCTIEHHbIX MeXAyHapoAHbIX dunnanos
KomnaHun «GlobalSign»: https://www.globalsign.com/en/company/contact, ¢ nomeTtkon: onga Kpuanyeckoro
OTtpena.

12.6 CobGnrogeHue 3KCMOPTHOrO 3aKOHOZaTeNnbLCTBa
Kaxxpas ctopoHa 06s3yeTcsa cobnogath Bce NpMMeHMble defeparbHble, FoCyAapCTBEHHbIE U MECTHbIE
3aKOHbI M NOA3aKOHHbIE aKTbl B CBSA3W CO CBOEW AEATENbHOCTLIO NO HacToswemy CornalleHuio, BKoYas, Ho He
OrpaHN4MBasiCb, BCE NPMMEHUMbIE 3aKOHbl O CaHKLUSX, 3aKOHbI 06 MMNopTe 1 9KcnopTe, OrpaHudeHuns, Mepbl
KOHTPOMS HauMOHaneHoW 6€30MacHOCTU N HOPMATMBHbIE aKTbl (COBMECTHO MMeHyeMble “3akoHbl”). ADOHEHT He
OygeT umnopT1poBaTh, AKCMOPTUPOBATL, PEIKCMOPTUMPOBATL NN pa3peLlaTtb 3KCMOPT UK PEIKCMOPT KaKoro-
nnbo ceptndukaTa nnm ndoro Apyroro NPoAyKTa B HapyLLeHe Kakux-nnmbo 3aKoHOB.

12.7 O6paboTka M XpaHeHWe MnepcoHaribHbIX [AaHHbIX, NpeAocTaBneHHbix AGOHeHTOM KomnaHum
«GlobalSign»
Komnanus «GlobalSign» 065a3yeTcsa cobniogatb COGCTBEHHYO NOMUTUKY KOH(pMAEHUMANbHOCTU (pa3meLLeHHON
B https://www.globalsign.com/en/repository) npu nonyyYeHun uM MCnosnb3oBaHUM UHGPOpPMaLMn oT ABOHEHTa.
Komnanusi «GlobalSign» MOXeT BHECTM M3MEHEHWs B MOMWUTUKY KoHMAeHUmanbHocTM B noboe Bpems,
pPa3MeCTUB U3MEHEHHYIO NONMUTUKY KOHDUAEHUMANbHOCTN HA CBOEM BebG-caiTe.

Komnanus «GlobalSign» mMoxXeT npoBepsiTb Takne MyHKTbl Kak MMS 1 pamMunms usm4eckoro nuua, agpec u
APYIYI0 NWYHY0 MHAOPMAaLMIO, NPEeAOCTaBNEHHY0 BO BpeMs nofdadu 3asiBKM Ha OcHoBe 0a3 AaHHbIX TpeTben
CTOPOHbI. JTO HeOBXoOUMO ANs OKasaHwust ycnyru Bbinycka Lindposoro ceptudukata. Betynaa B HacToawmin
HoroBop, ABOHEHT cormawaeTcs Ha npoBefdeHue Takux nNpoBepok. Bo Bpemsi npoBegeHus Takmx NpOBEPOK
KOHuaeHunaneHas  nHdopmauus,  npegocTaBneHHas  ABOHeEHTOM, MoxeT  ObiTb  pasrnaiwieHa

17
JOrOBOP-O®DEPTA Ha okasaHue ycnyr Y40CToBepsitoLLero LieHTpa — Bepcus 5.4


https://www.globalsign.com/en/company/contact
https://www.globalsign.com/en/company/contact
https://www.globalsign.com/en/repository

3aperucTpmpoBaHHbIM areHTCTBaM KpeauTHOW MHbopmauumn, KoTopble MOryT BECTM YYET Takon uHdopMaumn.
[aHHble MpoBEepKM MPOBOAATCA C LEMbi MOATBEPKOEHMS NMYHOCTU, a KpeAuTHasi NpoBepKa Kak TakoBas He
npoBoauTcs. 3Ta npoueaypa HUKoMM 06pa3om He BNMSIET Ha KpeAUTHbIN penTuHr AGOHeHTa.

O6paboTka nepcoHanbHbIX AaHHbIX, BKMAYad ux cOOp, 3anucb, CUCTEMATU3aLMIO, HAKOMMEHWe, XpaHeHwue,
yTOYHeHne (OOHOBMEHWe, W3MeEHeHMe), U3BNeYeHne, WCMNonb3oBaHMe, nepegadvy (pacnpocTpaHeHue,
npegocTtasneHve, goctyn), obesnuumBaHne, GNOKMpOBaHWE, yOaneHue, YHUYTOXEHME OCYLLECTBMSETCS B
cootBeTcTBUU ¢ DenepanbHbiM 3akoHOM Poccunckon ®epepauum ot 27.07.2007 Ne152-d3.

Llencto 0B6paboTkn nepcoHanbHbIX AaHHbIX SBNSAETCS Haanexaliee WCMofHeHNe CTOpOHaMu YCroBuiA
HacTosawero [oroBopa. O6bem noanexawmx obpaboTke NepcoHanbHbIX OaHHbIX onpegensetcsa KomnaHuen
«GlobalSign» ¢ y4éTtom HeobxoaMmocTn maeHTudmKkauum nuu, obnagarwmnx NosIHOMOYMAMU OENCTBOBATh B
kayectBe ABoHeHTa nnu lMNpeactaButens AGoHeHTa, ecnn ABOHEHTOM SABMSIETCS HOPUAMYECKOE NMLO, a Takke
onpegeneHnsi X NOSIHOMOYUNA.

B cnydyae, ecnu nepcoHanbHble OaHHble NPELOCTaBMSATCA HENOCPEeACTBEHHO CYOBHEKTOM MepCOHaNbHbIX
OaHHbIX, NpeanonaraeTcsd, YTo gansHenwas nx obpabotka KomnaHuen «GlobalSign» ocylwectsnsaeTrca ¢ Lenbto
ucnonHeHns Hactodwero [loroBopa u He TpebyeT AOMOMHUTENBHOrO BbIPaXEHUS B TOW UNU MHOW ¢bopme
cornacusi cyobekTa nepcoHarnbHbIX AaHHbIX, €CRN OCYLLECTBNSAETCSH B COOTBETCTBUM C BhiLLEYKa3aHHOW Liefbio
006paboTkM NepcoHanbHbIX AaHHbIX.

B cnyyae, ecnv nepcoHanbHble JaHHble NPefOCTaBMATCA He CyObeKTOM NnepcoHarnbHbIX AaHHbIX, NMLO, WX
npegoctaBnstowee (AboHeHT, [lpeactaButenb AOOHEHTa), rapaHTMpyeT, 4YTO MNpaBoO NpPeLOCTaBMNEHUSA
nepcoHanbHbIX 4aHHBIX M UX NocreaytoLlen 06paboTku NpeaocTaBneHo CyObEKTOM NepCoHanbHbIX AaHHbIX AN
3aKIMYEHMs NN CMONHEHMA HacToswero [JoroBopa, NMbo um npegocTaBfieH AOCTYN HEOrPaHNYEHHOTO Kpyra
1L, K CBOUM NepPCOHanbHbIM AaHHbIM. B cnyvae, ecrnv gocTyn K nepcoHarnbHbIM AaHHBIM HE NPEeAOCTaBMEH UX
cybbektoM, KomnaHusi «GlobalSign» He HecéT OTBETCTBEHHOCTb 3a MOCHEACTBUS HECaHKLWUOHWPOBAHHOW
06paboTkM NepcoHanbHbIX AaHHbIX.

Jnuo, npepgocraendmoLllee nepcoHarnbHble JaHHbIe, HECET OTBETCTBEHHOCTb 3a UX NONTHOTY U OOCTOBEPHOCTDb, a
TaKkxXe, eClin OHO He ABNndeTCcA Cy6'beKTOM nepcoHanbHbIX AaHHbIX, 3a TO, YTO NpeaocTaBlieHne nepcoHanbHbIX
OaHHbIX OocyullecTBnAeTCA UM Ha 3aKOHHOM OCHOBaHUMW.

KomnaHus «GlobalSign» moxeT obpabaTbiBaTb, packpbiBaTb W/MnM nepegaBaTb 3Ty MHGOPMaLMIO CBOUM
adunUpoBaHHbIM NMLaM, areHTam u cybnogpsgvmMkaMm no Mepe HeoOXOAMMOCTM Ansi MPOBEPKU U BblAauu
CepTudmkara, Bkrtovass obpaboTKy, packpbiTve u/vnu nepegady B CTpaHbl, KOTOPblE MOMYT MMETb 3aKOHbI O
3alLUMTe OaHHbIX, KOTOpbIE ABMAIOTCA MEHEE 3aLLUUTHBIMW, YEM 3aKOHbI CTPaHbl, B KOTOPOW HaxoamTcs ABGOHEHT.

NOOAYA 3AABKN HA MONYYEHWVE UNMOPOBOIO CEPTUDGUKATA NMOATBEPXOAET MNPUHATUE BCEX
YCNOBUN HACTOSALWIEIrO JOrNOBOPA, B TOM YMCIE YKA3AHHBLIX B HACTOSAWEM NYHKTE W
MOJIMTUKE KOHOUOEHUUMAJIIBHOCTU (pasmewieHHon B https://www.globalsign.com/en/repository), A
TAKXKE NOOBEP>XOAET COIMNMACUE HA OBEPABOTKY, PACKPLITUE N/INNW MEPEJAYY MEPCOHAJBbHbIX
OAHHbBIX B TMNOPAOKE, MPEOYCMOTPEHHOM B HACTOAWEM [OOFOBOPE W MNOJIMTUKE
KOHOMONMUMATIBHOCTW.

12.8 ToproBble MapKu U NIOroTunbl
B uensax Hactosiwero [oroBopa unu BbINOMHEHUSA YycroBui Hactodwero [dorosopa, AGoHeHT 1 KomnaHusa
«GlobalSign» He nonyyalT HUKakMX npaB Ha TOProByld Mapky, UPMEHHOe Ha3BaHue, NoroTun unu
0603Ha4YeHNs1 U3Jenun Apyro CTOPOHLI, N HE CMOIYT UCMONb30BaTb MX ANA MoObIX Lenen, KpoMe Tex, Ha
BbINOSIHEHME KOTOPLIX ObINO MOMyYeHO MUCbMEHHOE paspelleHne OT CTOPOHbI, KOTopas BrnageeT BCEMMU
npaBaMu Ha Takue TOProBble Mapku, (UPMEHHbIE Ha3BaHMs, NOroTUMbI UM 0603HaYEHUS U3AENUNA.

13.0 Moppepxka KnueHtoB
Mo Bonpocam nogadepkkn AOOHeHT MoxeT obpawartbca B Komnanuiwo  «GlobalSign»  4yepes
support@globalsign.com nnu Yepes nobon 13 HalMX MexayHapOAHbIX OPUCOB, MEPEUYNCIIEHHBIX B CIUCKE, UMK
Ha https://www.globalsign.com/en/company/contact .

13.1 Nonutuka Bo3BpaTa AeHEXHbIX CPeacTB
Ecnun ABOHEHT He MOMHOCTBIO YAOBMNETBOPEH BbiAaHHbIM LindpoBeiM cepTudmkatom, ecnu Lindposon
cepTudukar Obinl 3akasaH HenocpeacTBeHHO y GlobalSign, AGOHEHT MOXET 3anpocuTb BO3BpaT CPEACTB B
TeyeHne cemu (7) gHen ¢ MoMeHTa Bbigaun Lindposoro ceptudukara. Jliobor Bo3spaT Oyaet npom3BeaeH 3a
BblYeTOM Ntobbix c6opoB, noHeceHHbIx GlobalSign.
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KomnaHusa GlobalSign: 000 «xun-9Im-0 Moban CanH Pawa»

Appec:

Poccuiickaa ®epepauus, 119435, r. Mockea, CaBBuHckasi HabepexHas, a. 15, 6-1 aTax, nomeweHne Ne1

WNHH: 7723863185
Krri: 770401001
OIPH: 1137746133370

p/c: 40702810500760003649 B ®ununane LleHTpanbHbii, Bank BTB (IMAQO), r. Mockea
BUK: 044525411

k/c: 301018101452500004 11
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