GlobalSign Customers

Enterprise PKI Client Authentication User Guide

Employing authentication as an additional security layer to the EPKI platform

e GlobalSign
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’ @ View Admin Menu
Options

| BACKGROUND INFORMATION

GlobalSign has implemented client authentication as the method to access areas within EPKI requiring
enhanced protection. Certificate management functions reside in a secure area that requires client
authentication with a GlobalSign EPKI Administrator Certificate. All other functions are accessible
without authentication. EPKI Administrator certificates will be automatically issued at initial log-in to
the EPKI tab found in the GlobalSign Certificate Center (GCC).

Il EPKIADMINISTRATOR CERTIFICATE ISSUANCE

STEP 1: LOGIN TO THE GCC

Go to https://system.globalsign.com/au/signon/gacp/usernamePasswordLogin.do and enter your
current username and password.

Ordering Certificates from GlobalSign is Quick & Easy

Log into your Certificate Center account for the quickest way to buy additional Certificates.

User Name : PARO05437_Adlilatest
*English o P

Password : = ssssessses

* English one byte characters

Q -

@Forgot your Password? Click here

STEP 2: SELECT EPKI TAB

To obtain your EPKI Administrator Certificate, click the View Admin Menu Options link under My
Certificates in the left hand menu to start the enrollment process.

0 GIOba|Sig Na PAR36113_training  Logout ®#Technical Support Cente
TEL | US +1 877 775 4562 | EMEA +3
ACCOUNT & FINANCE [ SSL CERTIFICATES MANAGEDSSL e Ll e ] ENTERPRISEPKI =

PKI Home License Selection

MY CERTIFICATES

Enterprise PKI - Home


https://system.globalsign.com/au/signon/gacp/usernamePasswordLogin.do

STEP 3: ENROLL FOR EPKI ADMINISTRATOR CERTIFICATE

Click on the Next button to begin the enrollment process.

ACCOUNT & FINANCE [ SSLCERTIFICATES [ MANAGEDSSL [ || CODESIGNING PERSONALSIGN ) ENTERPRISEPKI ~©

ePKlIHome

WY CERTIFICATES This operation requires an ePKI Administrator certificate.

© View Admin Menu Secure access to ePKI Certificate Management operations requires an ePKl Administrator Certificate.
Options

(R Click nextto begin the enroliment process.

© OrderLicenses

@ Search License Orders

@ Approve Pending
Licenses

MY PROFILES

© Profile Configuration Next
& Cirdar Additinnal Profilas

The
EPKI Administrator enrolls for the certificate by assigning a minimum 12 character alphanumeric
certificate password (also known as the PKCS12 private key password). You will need to remember this
password for step 5 — Certificate Installation.

CODE SIGNING, PERSONALSI

ACCOUNT & FINANCE SSLCERTIFICATES [ MANAGEDSSL [ D A N ENTERPRISEPKI

ePKlHome .
Certificate Password

MY CERTIFICATES
© View Admin Menu For further instructions see ePKl Authentication user guide.

Options hitp:/fwww.globalsign.com/supportiordering-guides/epki-authentication-user-guide. pdf
MY LICENSES Please create a cerificate password. You will be required to enter this password to install your certificate file into your browser.
© Order Licenses Mext you will receive an email with a link to pick up your certificate which will require you to use this certificate password

© Search License Orders
© Approve Pending
Licenses

Certificate Password: (LTI Y T

Certificate Password{Re-enter): ssssssssnse
MY PROFILES
© Profile Configuration
© Order Additional Profiles
© Approve Pending Profiles
@ Search Profiles

Next
MY ORDERING PORTAL



STEP 4: INSTALL CERTIFICATE

You will be sent an enroliment email containing an installation link. Click the link inside your enroliment
email to begin the installation process.

SidD 0 e 95 ENROLLMENT FOR FEISSUE/devd MPS201E05132558 : PARDIET2 Maskdfifcs - Messat
BRI ntestage ASsbe POF

= T EXE

§ iurk - Delete  Reply Reply Formars I
Ab

SRSl R N e A S 8 h SAARS B A WS R Aare

The enroliment period will expire:

Oeiete Erigond

O Extra e Dieaks in IS mestage wete remon 06/12/2011

Foom YOurwao uese Soobaisgn 00 0

To B ee Sgodalsgn . com

Ce

Lubyect uROLLMENT 1O Ritsutians Click on the link below to Initiate the Certificate generation and Installation process.

"""""""""""""""""""""""" https://devdgacp. globalsign.co.ip/cr/public/certificate /install. do?p=6afe134748fbaf07e 2c86798c98c36d5aa1ab297

Make sure the above link is unbroken and complete, Copy and Paste the entire link into your browser if necessary,
devd_MPS201105132558
Contact your ePKI Administrator for additional information.
Dear PAROXET2_Maskdfkids
Ooocoo
yoshinao kuwae @globalsign.co.jo
Web:http://www.globalsign.com

Your digol 1D & ready to be picked up #
HOW TO PICK UP & INSTALL YOUR CERT

You must complete ths process on the | —-eeeeee

STEP 5: IMPORT CERTIFICATE

First you will be prompted to enter the previously established Certificate pick-up password (from step
3).

Wi wll iy oo BhTgugh The Cermlicale genaranon and inslallalion process,
Hote that if you continue on this computer, your Cerfificate will be installed on this computes.

Step One: Enter your Plehup Password

Wiour Pickup Passwodd will hive been Sel By mour ePHI Adminairaler dufing e application

Enter T Pickup Fassword 10 conbinus
EREEERERE

Foigolien T Pitiup Pasiwddd? Contic Suppod Enmedalely fof Sa5iSEnoe

Next you will need to establish the PKCS12 Private Key password and accept the Subscriber Agreement.

Reminder: the PKCS12 password must be alphanumeric and 12 characters long. You will need to
remember this password to install your certificate.



Certificate Password Requir=d sRRRRRIRIINS
Password must be s minimum of 12 characters. Alpha-numeric values only (4-Z, 0-8)

Certificate Password (re-enter) Requirsd

ePKl Service Agreement

GlobalSign Subscriber Agreement -
=1

GlobalSign Subscriber Agreement PersonalSign: Version 1.3 1 of 6

GlobalSign Subscriber Agreement for PersonalSign Certificates Version 1.3

PLEASE READ THIS AGREEMENT CAREFULLY BEFCORE USING THE DIGITAL CERTIFICATE ISSUED
GlobalSign CPS is incorporated by reference hereto and is available at www.globa.
1. Definitions

<ol 3
| AGREE TQ THE SUBSCRIBER AGREEMENT




STEP 6: DOWNLOAD CERTIFICATE
Click the Download My Certificate button.

Install your Digital Certificate and the Intermediate CA Certificates

Your Certificate has been generated, click the Download My Certificate button to download the Certificate onto your computer.

We have detected that you are using Internet Explorer.
Please clickthe Downlozd My Certificate button to download your Certificate and all
appropriate Intermediate CA Certificates that enable the Certificate ta be trusted

Download My Certificate &

What to do next.
Now you have your Certificate please review the Product Guide support pages for instructions on how to use your Certificate.
» Go to Product Guide pages

Select open when the File Download window appears.

File Downlaad [

Do you want to open or save this file?

- Mame: dewd MP5201105132559.pfx
_,Q Type: Personal Information Exchange, 5.13KB
From: dev4gacp.globalsign.co.jp

Open ][ Save ][ Cancel J

l-' While files from the Intemet can be useful, some files can potentially
ham your computer. If you do not trust the source, do not open or
save this file. What's the rigk?

Enter the PKCS12 password (from Step 5) when the Certificate Import Wizard window appears.

Certificate Import Wizard - — -M

Password

l To maintain security, the private key was protected with a password.

Type the password for the private key.

I Password:

[] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn mere about protecting private keys

< Back ][ MNext = ][ Cancel




Note: You can mark the key as exportable if you wish to use the certificate on a different machine and/or
browser.

STEP 7: CERTIFICATE ISSUED

Note your EPKI Administrator Certificate will include the following identity elements:
e CN=Your PAR_Username (your username when you log in to the GCC)
e Email = The Administrator’s email
e O = GlobalSign EPKI Administrator Certificate (your organization name is removed)
e OU = Email control validated by GlobalSign — authenticated by LRA

The EPKI Administrator Certificate will have a validity period of 1 year from the date it was issued.

STEP 8: SECURE AREA ACCESSED VIA CLIENT AUTHENTICATION

The certificate management area of the EPKI portal is accessed via client authentication. When you try
to access the My Certificates menu items, you will be prompted to select a certificate — choose the one
that includes your PAR_Username.

‘Windows Security 1'

Select a Certificate

Evan's Test Cert
Issuer: GlobalSign PersonalSign 2 CA - G2
abe-FromT a7 207 20Tt e 2428

Issuer: GlubaIS\g_n PersonalSign 2 CA - G2
Valid From: 3/28/2013 to 3/29/2014

| PARS2316_EvanTest
| Issuer: GlobalSign PersonalSign 2 CA - G2
\ Valid From: 3/22/2013 to 3/23/2014

Note: There is only one active EPKI Administrator per PAR_Username. Any additional EPKI
Administrators will be issued unique Administrator Certificates.



STEP 8: ACCESS FULL EPKI FUNCTIONS

After selecting your certificate, you will have full access to all areas of the EPKI portal.

Note the expanded left menu in the screen image below.

' Globalsign. PARS52316_EvanTest  Logout #@Technical Support Center % Contact Us

ACCOUNT & FINANCE [ SSLCERTIFICATES [ MANAGEDSSL [l || CQPESIGNING PERSORALSICN, 7) ENTERPRISEPKI &
License Selection

Enterprise PKI - Home

| (‘ a=> @1 :
\E& = o Z

S
¥ -

ePKI Homs

MY CERTIFICATES
© Order Certificates
@ Order Certificate BULK
© Search Certificate Orders
© PKCS#12 Bulk
Registration and Pickup
@ Search PKCS#12 Bulk
Order History
© Approve Pending
Cerlificates

Find Orders. Configure Profile Manage Portal Edit Email Templates
MY LICENSES
© Order Licenses
© Search License Orders
© Approve Pending
Licenses Order Licenses

MY PROFILES

@ Profile Configuration (@] T

© Order Additional Profiles _g
@ Approve Pending Profiles

© Search Profiles

Personal Sign
Digital |Ds for secure email, authentication and digital signatures for Microseft Office Docs
Choose PersonalSign 3 Pro for Digital IDs to access Belgian Govemnment online services.

M. LOST OR EXPIRED EPKIADMINISTRATOR CERTIFICATES

In the event you have lost or expired your EPKI Certificate you may enroll for a replacement certificate.
Replacement certificates will make previous Administrator Certificates inactive.

STEP 1: CANCEL OLD CERTIFICATE

Simply click cancel when prompted to authenticate to a secured area of the EPKI portal (i.e., View
Admin Menu Options). Then click next on the following screen to begin the replacement certificate
registration process.

ACCOUNT & FINANCE [ SSL CERTIFICATES EI MANAGED SSL [l || CODESIGNING PERSONALSIGN, [5) ENTERPRISEPKI =

ePKIHome

MY CERTIFICATES This operation requires an ePKI Administrator certificate.

© View Admin Menu Secure access to ePK| Certificate Management operations requires an ePKI Administrator Certificate
Options

WY LCENSES Click next to begin the enrollment process.

© Order Licenses

© Search License Orders

© Approve Pending
Licenses

MY PROFILES

& (irdar Additional Profilac



STEP 2: ESTABLISH CERTIFICATE PICK-UP PASSWORD

The replacement certificate process requires the creation of a pick-up password. The password must be
alphanumeric and a minimum of 8 characters.

Note: This is not the same as the PKCS12 password.

I ACCOUNT & FINANCE SSLCERTIFICATES [ MANAGEDSSL Bl |  CODESShNG MR S ENTERPRISEPKI (=

ePKlHome

Certificate Password
MY CERTIFICATES

@ View Admin Menu For further instructions see ePKl Authentication user guide.

Options hitp:ffwww.globalsign.com/supportiordering-guides/epki-authentication-user-guide pdf
MY LICENSES Please create a certificate password. You will be required to enter this password to install your certificate file into your browser.
© Order Licenses Mext you will receive an email with a link to pick up your certificate which will require you to use this certificate password.
@ Search License Orders
© Approve Pending Certificate Password: LTI TYTTYY)

Licenses

Certificate Password{Re-enter): LTI

MY PROFILES

© Profile Configuration

@ Order Additional Profiles
© Approve Pending Profiles
© Search Profiles

Next
MY ORDERING PORTAL

STEP 3: INSTALL REPLACEMENT CERTIFICATE

You will be sent an enrollment email containing an installation link. Click the link inside your enrollment
email to begin the installation process.

Sid90 e 9|s ENROLUMENT FOR FEISSUE/devd MPS201105132558 : PARDIET2 Maskdfifds - Mestat
m Meztage ASsbe POF
A3 Moktee Anti-Spam 1 To Manager 33 S Rutes ¥ '

) fonere x " " R Meeting 3 e 4 ]

5 - BY) IN-’Wi  Dane -l Sonencte
& nm- [QUHE Reply Rioly Formaes By Mose~ | iy ncnkoum i Creste New o g2 T SO (B ori At ramai

sssagegp sveses plerirvert s
Oeirte Erigond Qu

© Extra bne Diedds in s Mestage wede removed.
Feom Yorao kuese Sgiobaisgn. 0. The enroliment period will expire:
To o iee Soglobalegn. com
Ce
Subject ENROLLMENT FOR REISIUL/rvd MPL0II0S1IISSE | PARDINTZ My 06/12/2011

Please note that this e-mal i automatically sent from a noreply madl  Click on the link below to Initiate the Certificate generation and installation process.

E X ign.co. > L.do?p=
de_Mapsaenion https://devdgacp. globalsign.co.jp/cr/public/certificate /install. do?p=6afe134748fbaf07e 2c86798c98c36d5aa1ab 297
Dear PAROXET2_Waskdfkfds Make sure the above link is unbroken and complete. Copy and Paste the entire link into your browser if necessary.

Contact your ePKI Administrator for additional information.
Your digiol 1D & ready to be piked up.Please follow the Instructions

Oooocoo
HOW TO PICK UP & INSTALL YOUR CERTIFICATE . .
................................................ hinao_kuw: alsign..

You must complete this process on the machine from which you Inte Web:http://www.globalsign.com

GlobalSign - Over 10 years of securing Identities, Web Sites and Transactions

10


http://www.globalsign.com/support

STEP 4: IMPORT CERTIFICATE

First you will be prompted to enter the previously established Certificate pick-up password (from step
2).

ou wil now the Cenmfical and process,
Hote that if you continue on this computer, your Cortificate will be installed on this compuber.

Step One: Enter your Plchup Password

Your Pickup Password will hive been S61 By your sPHI ASTIRSE 3156 ufing e Spplicalion

Enier e Pickup Password 1o coninue
I |

Forgotien e Pickup Passwond? Contact Support inmediately for assistanos

Next you will need to establish the PKCS12 Private Key password and accept the Subscriber Agreement.
Reminder: the PKCS12 password must be alphanumeric and 12 characters long. You will need to
remember this password to install your certificate.

Certificate Password R=quir=d

Certificate Password (re-enter) Requirsd esssseseseee

ePKl Service Agreement

GlobalSign Subscriber Agreement

i v

GlobalSign Subscriber Agreement PersonalSign: Version 1.3 1 of &

GlobalSign Subscriber Agreement for PersonalSign Certificates Version 1.3

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE DIGITAL CERTIFICATE ISSUED
GlobalSign CPS is incorporated by reference hereto and is available at www.globa
1. Definitions

< [

v

| AGREE TO THE SUBSCRIBER AGREEMENT

STEP 5: DOWNLOAD CERTIFICATE
Click the Download My Certificate button.

Install your Digital Certificate and the Intermediate CA Certificates

Your Certificate has been generated, click the Download My Certificate button to download the Certificate onto your computer.

We have detected that you are using Internet Explorer.
Please clickthe Downlozd My Certificate button to download your Certificate and all
appropriate Intermediate CA Certificates that enable the Certificate ta be trusted

Download My Certificate &

What to do next.

Naow you have your Certificale please review the Product Guide support pages for instructions on haw to use your Certificate.
> Go to Product Guide pages

11



Select open when the File Download window appears.

File Downlaad [

Do you want to open or save this file?

Mame: dewd MP5201105132559.pfx
_‘)/'z‘)) Type: Personal Information Exchange, 5.13KB
From: dev4gacp.globalsign.co.jp

Open ][ Save ][ Cancel J

l-" While files from the Intemet can be useful, some files can potentially
@ ham your computer. If you do not trust the source, do not open or
- save this file. What's the rigk?

Enter the PKCS12 password (from Step 4) when the Certificate Import Wizard window appears.

—
Certificate Import Wizard ' - -g
Password
| To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn mere about protecting private keys

< Back ][ MNext = ][ Cancel

Note: You can mark the key as exportable if you wish to use the certificate on a different machine and/or
browser.

12



V. GETTINGHELP

Every GlobalSign EPKI customer has a dedicated Account Manager who is on hand to help with any questions you

may have regarding the EPKI portal. GlobalSign urges EPKI Administrators to browse the GlobalSign support pages
and user guides for product-specific guidance.

e  EPKI support site: https://www.globalsign.com/support/EnterprisePKl.php

e  EPKI Administrator Guide: https://www.globalsign.com/support/ordering-guides/globalsign-epki-admin-

guide.pdf

If you can’t find the answer to your questions, please open a support ticket http://www.globalsign.com/help/.
GlobalSign also provides technical support through our Client Service departments around the world.

GlobalSign Americas
Tel: 1-877-775-4562
www.globalsign.com

sales-us@globalsign.com

GlobalSign EU
Tel: +32 16 891900
www.globalsign.eu

sales@globalsign.com

GlobalSign UK
Tel: +44 1622 766766
www.globalsign.co.uk

sales@globalsign.com

GlobalSign FR
Tel: +331 828801 24
www.globalsign.fr

ventes@globalsign.com

GlobalSign DE
Tel: +49 30 8878 9310
www.globalsign.de

verkauf@globalsign.com

GlobalSign NL
Tel: +31 20 8908021
www.globalsign.nl

verkoop@globalsign.com

‘ GlobalSign

13
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