How To Sign Java Code Applets

1/. Download and install the Java SE Development Kit (JDK) — We recommend you register to keep updated with the
latest releases and access to all support pages.
http://www.oracle.com/technetwork/java/javase/downloads/index.html

2/. You will find the installed files by default here - C:\Program Files\Java

3/. Run “Command Prompt” — make sure in Vista/Win7 you run as Administrator and go to the Java directory.
If you are already logged in as Administrator you can get to “Command Prompt” by clicking Start -> Run -> cmd

Eg. chdir c:\Program Files\Java\jdk{version}\bin

Microsoft Windows [Uersion 6.1.76881]
Copuright <c? 2007 Microsoft Corporation. HAll rights reserved.

C:sUserssStuart Richdir c:isprogram filessjavasjdkl. 6. @_28~bin

The Java JDK depends on which version you have installed. On this example it is folder jdk1.6.0_20 however this
number may be different on your machine.

4/. Using Keytool enter your details and create the private key.
The alias name is something you can choose.
On this example we have used MyCert2 (shown in the screenshot below)

c:“Program Files“Java“sjdkl. 6. @_28%bhin>keytool —genkey —kevalg rza —keysize 2848
—alias MyCert2
Enter keuystore password:
What is your first and last name?
[Unknownl: Stuwart Rugg
What is the name of your organizational wnit?
[Unknownl: Technical Support
What is the name of your organization?
[Unknownl: GMO GlobalSign Ltd
What is the name of your City or Locality?
[Unknownl: Maidstone
What iz the name of wvour State or Province?
[Unknownl: Hent
WYhat is the two—letter country code for this wunit?
[Unknownl: GB
Iz CH=S5tuart Rugg, OU=Technical Support, 0=GM0 GlobhalSign Ltd, L=Maidstone.
ent, C=GB correct?
[nol: yes

Enter key password for <{MyCerti>
CRETURH if zame as keystore password):

c :“~Program Files“Java“jdkl. 6. @_28%hin>_

5/. Then use the command to create the CSR.

c - Program FilessJavasjdkl.6.8_Z2@8~bin*keytool —certreq —alias MyCert2
Enter keystore password:

BEGIN NEW CERTIFICATE REQUEST
MI I CxDCCAawCAQAwf =ELMAKGA1IUEBWMCRBI xDTALBgNUBASTBEL 1bnQxEjAQBgHUBAcTCU1 hallR=
AGTuZTEBMBEKGALUECHMSRA1 P I Eds b2 JhhFHpZ2 4gTHREMRowGAY DUQQLExFUZWNobm 1 ¥ Wugll 30w
cG?yd DEUMBI GALUEAXMLUZR1YXJAI FJ1 Z2cwggEiMAAGCS gGS I h3DQEBAQUAA4 I BDuwAwggEKAG I B
AQGC/ »xEDuxxoledxk UguZe KBUPxZT DGy I ZRhUHYSJDAf 1 e5vBxMYLh?bhh417nw8 jjwilBkhHs1f
GEOPHHR 1o pE6mAHSEBE jdGenWEimFIuwSD1hiE /e D6l ub KhJKenZMbhlnks ge N1 Lt »JPcHBf Dx jBAG
c+Gtxnhy/+ES [APunDF4345 =20 BLnd kS jUt2e KHE mM? £ Ry BY Y pBZ2 pobmi 1 gYemZb 2 yxs  mi?8 ik
PhztTalh?0RC6AGL4A+D8 1Zcenf zrg/RBic ZuDyRORE NLAWZ i vang GOS0 RyQd4PGThizHp3LH1YA
Y?7a-nffBALBn +YekBZ+-Sgupg?tgoJ2a3?DhpujAgHBAAGgADANBykqhkiG?wABAQUFAAOCAQEA
JUFDIIDH 42 3nyf 1f hdkhb5pS 4K RdLl iUt hxg?CthokHb ¢ i +DEUZJ aJ 0z Gyt mG4uf e 0z X L4nt
UyHUA gz YRAEhr2wew?Is ygnl +ZNL2StanbalgZus i Kvt jmS pd pll +2 £ JLS1 9t DM ?hLhwGCCT My
Dpl1laTEW+EN 2 4 Gn 3wl tugo kHUSMNL yyhNHM Y s 0BAnUXE W2 +UJrdBKZZS fuIUPLEQF2 17 +
MFLT pJf pPYfBGHNiRBATusZx8e 5] wZrxFAzc EYF? jq7uwCl X6 8dmi0M@Y ImSJCGFOY azTwd +4F8 g2
bNaEZYKRp+ZF 7+ 3t D4UMn 888 2 gGQuPxQH Ju=zd Q==

EMD NEW CERTIFICATE REGQUEST



http://www.oracle.com/technetwork/java/javase/downloads/index.html

6/. You are now ready to use this CSR information
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to place the order on our system. Loginand goto | T coc rowrad
the page to start the ordering process.

7/. Go through the steps of placing your order.
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Install the ObjectSign Root Certificates

Click on each of the Binary DER cerificate links below and follow the anscreen instructions
to install the ObjectSign root and instermediate cerificates or click the Base 64 DER.pem for
a text version of the cerificates.

GlobalSign Root CA (Binary DER and Base 64 DER .pem)
GlobalSign Primary Object Publishing CA (Binary DER and Base 64 DER .pem)
Global Sign ObjectSign CA (Binary DER and Base 64 DER .pem)

Save the three certificates above to your computer and install them (Binary DER recommended).
Firstly, install the root (GlobalSign Root CA).
Keytool —import —v —trustcacerts —alias globalsignroot —file root.crt

WProgram FilessJavasjdkl.6.8_2@~bin>*keytool —-import —-v —trustcacerts —alias g
phalzignroot —file root.crt
nter keystore password:
Duner: CH=Globalf%ign Root CA, OU=Root CA,. 0=GlobalSign nv—sa, C=BE
[ssuer: CHN=GlobalSign Root CA,. OU=Root CA, 0=GlohalS%ign nv—sa. GC=BE
Eerial number: 2A000000BABd67EbL77465
alid from: Tue Sep A1 13:88:88 BST 1998 until: Tue Jan 28 12:80:88 GHT 2614
ertificate fingerprints:
MD5: AB:BF:EA:E3:6B:29:A6:CC:AG:78:35:29:EF:AD:2B:8A
SHAl: 2F:17:3F:7D:E?:96:67:AF:A%:7A:FB:BA:A2:D1:B1:2F:AC:83:83:38
Signature algorithm name: HDSwithREA
Version: 3

wtensions:

1 : ObjectId: 2.5.29.15 Criticality=true
eyllzage [

Key_CertSign
! Crl _Sign

t2: ObjectId: 2.5.29.17 Criticality=true
BazicConstraints:[

CA:-true

PathLen:2147483647
1

t3: Ohjectld: 2.5.29.14 Criticality=false

EubjectKeyldentifier [

eyldentifier [

AiAA: 68 YB 66 1A 45 AD 927 CA 89 58 2F VD B4 CD 34 n8 .fF.E....P-/...4.
pEi@A: FF FC FD 4B .--K

Trust this certificate? [nol: yes
ertificate was added to keystore
[Storing C:sUserssStuart Run.keystorel



http://www.globalsign.com/support/root-certificate/osroot.php
http://www.globalsign.com/support/root-certificate/osroot.php

Then install the two intermediate certificates.
(GlobalSign Primary Object Publishing CA and the GlobalSign ObjectSign CA)

Keytool —import —v —trustcacerts —alias interl —file PrimObject.crt
Keytool —import —v —trustcacerts —alias inter2 —file ObjectSign.crt

»Program FilessJavasjdkl.6.@8_28~bin>keytool —import —v —trustcacerts —alias i
erl —file PrimObject.crt

nter keystore password:

ertificate was added to kevustore

[Storing C:xUsers~Stuart R~.keystorel

»Program FilessJavasjdkl.6.@8_28~bin>keytool —import —v —trustcacerts —alias i
er2 —file OhjectSign.crt

nter keystore password:

ertificate was added to kevustore

[Storing C:xUsers~Stuart R~.keystorel

When your certificate is ready to download, you will receive an email with a link to download it.

—1 Inbox
! 01 B4, @ From Subject
| = no_reply@globals... Certificate Download Ready - 05201101154809: CodeSigning For Sun Java Certificate for GlobalSi..,

When you have received your certificate from GlobalSign you can then install it.

C:wProgram FilessJavasjdkl.6.8_Z2@8~bhin>keytool —import —alias MyCert —file YourG]
cert.cer

Enter keystore password:

Certificate reply was installed in keystore

You are now ready to use jarsigner to sign your JAR file. Please make sure your file is complied correctly before
signing. When ready use the following command to sign, and if no errors appear you can then confirm and verify the
jar files.

sProgram FilessdJavasjdkl .6 .8 _28~bin>jarsigner c:sclocktest.jar MyCert
nter Passphrase for keystore:

wProgram FilessJavasjdkl .6 .8 _28~bin>jarsigner —verify —wverhosze —certs cisclock
est. jar

282 13:12:46 META-IMF.MAMIFEST .MF
483 13:12:46 META-IMF.-MYCERT .5F
4611 13:12:46 META-IMF.MYCERT .RSA

a 13:88:56 META-INF.~
a 13:86:24 clocks
4939 12:41:38 clocksClock.class

signature was verified

entry iz listed in manifest

at least one certificate was found in kevstore

at least one certificate was found in identity scope

verified.

Remember alias names (our were MyCert, MyCert2) can be anything you want it to be, therefore if you receive any
errors, make sure you have not copied the alias names we used if you decided to use a different alias name at the
start of this process.

If you have any further questions please do not hesitate to contact the GlobalSign Support Team.



