How to Order PersonalSign 3 Pro Certificate

On Windows Vista/Windows 7 using Internet Explorer 8.

1* Page — Select the type of PersonalSign 3 Pro Certificate you will be using, here we select Belgian
Intervat for 1 year.
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2" Page — This will show you the breakdown of the ordering process and the button to start the
order.
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Belgian PersonalSign 3 Pro - 1 year Certificate Procedure

[ 15tep 1: Check Root [ 1 Step 5: Provide personal data [ 1 Step 9: Personal Appearance

[ ] Step 2: Submit your e-mail address [ ] Step 6: Provide payment info [ 1 5tep 10: Install your certificate

[ ]1Step 3: Check your mailbox [ 1 Step 7: Confirm information

[ 1 Step 4: Enter your password [ ] Step 8: Print Agreement

A Belgian PersonalSign 3 Pro - 1 year certificate costs 100.00 EUR (Excl. VAT).

* Please note that in order to complete your request, you will have to present yourself at one the
LRA's of Belgian Intervat.

Step 1. CHECK ROOT Step 6. PAYMENT INFORMATION
First, vou need to install GlobalSign's Root
Certificate. Step 7. CONFIRM INFORMATION

Confirm the information you provided above.
Step 2. SUBMIT E-MAIL ADDRESS

Submit your e-mail address and provide a password. Step 8. PRINT AGREEMENT

Print the subscriber agreement and sign it.
Step 3. CHECK YOUR MAILBOX

You will receive an e-mail from GlobalSign in your Step 9. PERSONAL APPEARANCE

mailbax. Check your mailbox and dick an the Present yourself at vour Local Registration Authority.
hyperlink. Step 10. INSTALL CERTIFICATE

Step 4. ENTER YOUR PASSWORD When receiving our mail, click on the hyperlink in
Enter the password you provided in step 2. order to install your certificate.

Be sure to backup your certificate
Step 5. PROVIDE PERSONAL DATA

Enter some personal and organisational data which
will be included in your certificate.



Step 1 —The Ordering system will check that you have the correct Root Certificate already installed.
This is needed for the order to be successful. If you see the page below it is safe to continue to the
next step.
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Belgian PersonalSign 3 Pro - 1 year Certificate Procedure

[*1 Step 1: Check Roat [ 1 5tep 5: Provide persanal data [ ] Step 9: Persanal Apoearance

[ 1 5tep 2: Submit your e-mail address [ ] Step G: Provide payment info [ 15tep 10: Install your certificate
[ ] Step 7: Confirm infermaticn

L] Step 4: Enter your pasywand [ ] Step B: Prink Agresment

STEP 1: CHECK ROOT CERTIFICATE

You are about to connect to Globalsign's secured web site. Te make sure you connect smoathly, your browser
have the roat certificate installed.

According to your browser type, the Root should already be installed.

I yra are having problems to ga to the next step, please click here

Ga la slep 2
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Step 2 — Please enter your e-mail address and password. You MUST remember this. You will be sent
a link to this e-mail address to verify you have access it to continue the order.

Secure SHL Certificates | Home | Site Map | Contact Us

@ giobaision- = @

Cenficates Enterprise Solutions Pariners |  CustomerSupport | About GlobalSign

Belgian PersonalSign 3 Pro - 1 year Certificate Procedure

[] Step 1+ Check Raot [ ] Step S: Provide persanal data [ 1 Step 5: Personal Appearance
L:Lsup 2 Submit your emall [y g 6: provide payment info [ 1 5tep 10: Install your certificate
[ ] Step 3: Check your mailho: [ ] Step 7: Confirm infarmatian

[ 15tep 4: Enter your passwoed L] Step 8: Frint Agreement

STCP 2: SUBMIT YOUR E-MAIL ADDRESS
E-mail address

Your email address: stuan ugg@Eglobatsign com

Password and Password Hinl
Yaur password: L
Again for verfication:  ssssssss

Yaur password hint: o

Note: This password willl be asked in STEF 4.
Your password hint will help you 1o rermember your password in case you forget i

Go lo slep 3
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Step 3 — Check your e-mail has arrived. You will need to click on the e-mail link to continue the order.
You may shut your window on your web browser.
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Belgian PersonalSign 3 Pro - 1 year Certificate Procedure
[x] Sep 1: Check Ract [ ] 5tep 5: Provide personal data [ ]5tep 9: Personal Appearance
[x] Sxep 2: Submit your a-mail address [ ] Step b: Provide payment info [ ] 5tep 10: Install your cartificate
] Step 3: Check your mailbox [ ] Sten 7: Confiom informatsan

Step 4: Enter ssword 8: Pri

: reement
STEP 3: CHECK YOUR MATLBOX

1n a fow seconds you will receive an o-mail from GlobalSign at the fallowing address: shuart.rugg@glohalsign.com.
This e-mail will carkam a hyperink o proceed with your request.

Please check your mailbox and click on the hyperlink!
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Click the link in the e-mail to continue.

o 9 » « % |5 YourPersonalised GlobalSign hyperlink for a Belgian PersonalSign 3 Pro - 1 year certificate - Message (.. AT -
i A== ; =
- Message AddIns Adobe PDF @
Gl x EL IR % & safe Lists - ? P bt [5’”

i e Ry ; 2 Related -
Reply Reply Forward || Delete Moveto Create Other Block | Nt Junk Follow Mark as Send to
to All Falder~ Rule Actions~ || Sender Up~ Unread by Select ~ OneNote
Respond Actions Junk E-mail P Options = Find Onehote
From: ca@globalsign.net Sent: Mon 25/01/2010 10:37
To: stuart.rugg@globalsign. com
Cc
Subject: Your Personalised GlobalSign hyperlink for a Belgian PersonalSign 3 Pro -1 year certificate
-
Dear User, =
You have just requested a Belgian PersonalSign 3 Pro - 1 year certificate through our website.
To proceed with your request, please click on the hyperlink below:
https://secure.globalsign.net/phoenixng/request.cfm?id=3459659767&pin=184564731%&reset=yes
Please remember that this hyperlink is only valid for 3@ days.
If you're unable to continue your request within this time-frame, please feel free to start the =
procedure over again!
Thank you for trusting GlobalSign.
Globalsign,
http://www.globalsign.net
No e-Business without Trust
G-

Step 4 — Enter the password you created in Step 2 and continue to Step 5.
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Belgian PersonalSign 3 Pro - 1 year Certificate Procedure
[x] Step 1: Check Roat [ ]5tep 5: Provide persanal data [ ] 5ten 9: Persanal Appearance
[x] Step 2: Submit your e-mail address | ] Step 6: Provide payment info [ ] Stew 10: Install your certiicate
[x] Stop 3: Check yaur mailbax [ 152ep 7: Confirm informaticn
[*] Step 4: Enter your [ 1 5tep 6: Print Agresment

STEP 4: ENTER YOUR PASSWORD

Please enler the password you provided in step 2.

Your password:

If you can't rermember your password, please dick here to vee your password hint.

Golo slep 5
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If you see the following pop-up box you MUST click “YES” otherwise the installation of the certificate
will FAIL, and you will need to place a new order and start again.

r

~
Web Access Confirmaticn l-‘-]

©  This Web site is attempting te perform a digital certificate operation on
£ l . your behalf:

https://secure.globalsign.net/phoenixng/request.cfm?id=9203562803&
uid=6526366C %2DELAC2 DEFB2 %2 D4 20931 ACC39COC0T Bisi=6526609
T32DF5CES2082E4 362 DT FAGARD 2521491 20 &ri= 752174

You should only allow known Web sites te perform digital certificate
operations on your behalf.
Do you want to allow this operation?

Step 5 — Enter your details that you want to appear in your Certificate. Please make sure you see the
option for Cryptographic Service Provider displaying “Microsoft Enchanced Cryptographic Provider”.

If this option is not shown and a blank box is seen YOU MUST STOP the order and go back and

change your security settings, before placing a new order. If you see a page similar as shown below
this shows you must install the ACTIVE X control.

Without this vital part installed on your system your computer cannot create the code to
successfully install your certificate.

/~ SSL Certificate GlobalSign S5L Secure Web Site Certificates - Windows Internet Explorer

@‘.\._ i~ |8. Hebps:jjsecure. ghabalsi Ik i i d=FC4EEATE S 2D L 3723 A0S A3 06T 1 E6550557CH] ¥ | 5 Ghdegn-[BE] Thes] x| | 1L~
w 8 55L Certiic ate GlobalSgn S50 Secure Web Sk Certii... I B~ B fm o~ b Page - L Took -
1 This wedsice wants to nun the Following add-on: Microsoft Certficate Enrolment Contral from Tcresoft Corporanor, IF you trust the website znd the add-on and want to alow i to run, didchere. .. x
| SN Ramira 21 Catifieatas | H. a | Cita Man | Faskaes e e

Information Bar documents
Il your certificate
Pl Did you notice the Information Bar?
= The Information Bar alerts you o secuip-elated diti
[fon example, if 3 potentially unzafe file o pop-up was just
blockad). If 2 webpage doas ot diplay propedy, loak fol e
Irfcemation Bar at the lop of the page and click i
D Doom't show this meszage again ry SErvers.
Leam abeut the Irfomation Bay

Country: |{PIEasE select your country) 5

(1) Your common name should be firstname + lastname for persanal certificate.

The infarmation below specfies how your certificate is crested and how your private key will be protected.
(Tf you choose to protect your private key, you won 't be able to sxport your certificate and use it on othar
computers).

The defaults are in most cases the correct choice.

Cryptographic Service Prowider (2):

sl

Protect private key (3): MNo '+

(2) This option is only useful when you have special software and hardware installed (e.g. smart card base
companents). This will allow you to store your new private key and certificate you are about to reguest on the smart
card; this means cutside your local PC in the safest and portable way.

(3) If this option is checked, the private key will be additionally protected. The predise behavier of this additional
protection depends on the Cryptographic Service Provider you have chosen. Be aware that by choosing YES, you cannot
‘export’ your private key for archiving purposes afterwards.




If you do not see a pop-up box and see the following screenshot below with the Cryptographic
Server Provider showing “Microsoft Enhanced Crytographic Provider” then you can continue the

order.

Belgian PersonalSign 3 Pro - 1 year Certificate Procedure
(] Step 1: Check Roat [*] 5tep 5: Provide personal data [ ] Step 5: Personal Appearance
() Step 2: Submit your e-mad sddress [ ] Step 6 Provide payment info [ 1 Step 10 Tnstall your cestificate
(x] Step 3: Check yoisr mailbas [ ] Stmp 7: Canirm infarmation
[x] Step 42 Enter yaur passward [ ] Step &: Print
STEP 5: PROVIDE PERSONAL DATA

Infurmation fur your certificate

The fallow 40 mfomanor will be menticned in \«on. cerh"lca‘e

T mll b sranclie puabsbes (1 e e el availatle nlir i Gloka dirmeterey wrones.
E mal address: stuart. ruggiglabalsign.cam
Crganizatian; GlobatSign Lid
Comman Name (1):  Stuant Rugg
Cauntry: BE =

{1} ¥our comman name should be firstname + lastname for perscnal certificate.

The infurmatin belaw specifies haw your cenificate is crested and how your private key will be proteced,
(1f you choase to protect your private key, you wan t be able to expon your certificate and use it an other
computers),
The defaults are in most cases the correct choice.

o :phc Service Micrasoft Enhanced Cryptographic Provider v1.0 -

Ne =

are imstalicd (e.g. smart card base
tificate vou are sbout to request on the smarnt

@ special saftmare and ha

¥
||” stected. The precss bohaveor of this o
ou have chosen. Be aware that by chumrq YES, you cannct

= checked, the prvale Icrr will b
tection depends on the Cry) :kOQrarhlc Service Pro
“mxpart’ your enats kry for archiving pairposes afte:

Tnformation for the verification

Step 6 — No payment is taken at this stage for a PersonalSign 3 PRO therefore you can go straight to
the next step.
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Belulan PersonalSign 3 Pro - 1 year Certificate Procedure
heck [x] Step 5: Frovide personal data [ ] 5tep %: Fersonal Appearance
ubn-tvuur e-mail address [*] Step &2 Provide payment info [ ] Step 10: Install your certificate
[x] Step 3: Check your mailbox s ]
rel Ste|

STCF 6: QUI'!MTI' PJ\YMFNT TNFORMATION

This tab is nat important far your case. You can directly click on the ga-button to continue the procedure.

| Gotostep?
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Step 7 — Please check all your details have been entered and are correct. Only when you have check

this information is correct you can move on to the next step.
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Belgian PersonalSign 3 Pra - 1 year Certificate Procedure
[x] Step 1; Check Roat [x] Stew 5: Provide personal data [ ] Step 9: Personal Appearance
[x] Step 2: Subimil your eomail addeess [x] Step §: Prowide payment sl [ ] Step 10: Tnstall your eerdicate
[x] Step 3: Check your mailbens: [*] 5tep 7: Canfirm Information
[x] Step 4: Enter your password [ ] Step 9: Print Agreement

STEP J: VERIFY INFORMATION

Plrase, verify whether all infarmatian yau have filled out is correet.
1 you wish to make a correction, go back to the previcus page(s) ta change it

L-mail address: stuart.rugg Eglcbalsign.com

‘Crganization; Globalzegn Ltd

Camman Name : Stuart Rugg

Country: B

Cryptographic Service Provider © Microsaft Enhanced Cryptographic Provider v1.0
Frotect private key : No

A Pop-Up Window will appear — You Must Accept this and click on “Yes”. Failure to do this will
prevent your certificate being installed and the whole process will need to be done again.



If you do not see this pop-up box, YOU MUST STOP and start again making sure you have changed
your security settings BEFORE starting the ordering process.

(Pop-up Box in Vista)

Web Access Confirmation 3%

This Web site is requesting a new certificate on your behalf. You should
i l . allow only trusted Web sites to request a certificate for you.

Do you want to request a certificate now?

Yes
(Pop-up Box In Windows 7)
Web Access Confirmation L=
1 This Web site is atterpting to perform a digital certificate operation on 1
Fi l‘g your behalf:
https://secure.globalsign.net/phoenixng/request.cfm?id=9203562803 &
| uid=6526366C562DELACS:2 D8FB2 %204 20931 ACC39C9C0T Bisi=6529344
i 7%2DB40C2D4FET %2 DA0FBF2672E4350C3 Buri=4279990
| You should only allow known Web sites to perform digital certificate I
operations on your behalf.
Do you want to allow this operation? |
|l
1 Yes |
|
[— ——

If you see the following box — you must click “OK”

I
Creating a new RSA signature key M

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to Medium Set Securty Level... |

0K | [ cancel |[ Detais.. |

o =




Step 8 — You must now PRINT this page, BEFORE you click on Step 9. If you DO NOT print this page
we cannot process your order and you will need to start again. When you have successfully printed
this page you can go to the final step.
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Belgian PersonalSign 3 Pro - 1 year Certificate Procedure
[x] Step 1: Check Rook [x] Step 5: Pravide persanal data [ ] Step 9: Personal Appearance
[x] Step 2: Submi your e-mail address [x] Step 6: Frovide payment info [ 15tep 10: Install your certificate
[x] Step 3: Check your mailbox [x] Step 7: Canfirm infarmation
[x] Stes 4: Enter your paceward [7] Steg 8: Print Agresment

STEP 8: PRINT AGREEMENT

Please print this page belore gaing o the next step!

| Gotosteps

Your new key pair has been genaerated, and a certifieate request for yrur public key is about to be forwarded ta
GlobalSign with the information you filled i the previcus ste
In peder to have complete assurance ahout yeur identity, yoa need to pre ith
thes subscriber agreement and regetraban ferm,
Print gut this and form and get it signed by someone who can
legally bind your company.

Belgian PersonalSign 3 Pro - 1 year subscriber agresment

PLEASE AEAD THIE SUBSCRIBER AGREEMENT AMD THE GLOBALEIGN CERTIFICATION
PRACTICE STATEMENTS CAREFULLY BEFORE APBLYING FOR, ACCERTING OR USING A

.
with several documents including

DIGITAL CERTIFICATE, BY USING THE DIGITAL CERTIFICATE, YOU AGREE TO BE
RAIRGP BY THE TERMS AF THIS ARREEMENT

Step 9 — Your order has now been ordered and the details stored on our system. You must now read
this page carefully since it contains all the required information including your order number at the
bottom of the page.

DO NOT PLACE another order on your computer until you have receieved your Certificate. You can
only place one request at a time. Starting a new order will prevent your certificate being installed.

When it is ready to be issued you will receive an e-mail with a link to install the certificate on your
machine.
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Belgian PersonalSign 3 Pro - 1 year Certiflicate Procedure

Root [x] Step 5: Provide personal data [*] $tep 9: Personal Appearance

Submit your &-mad address [x] Step B: Provide payment info [ ] 52ep 10: Install your cartificate

Check yaur maillax Ca
rd

Step 9: Personal Appearance

¥our certificate request has been successfully forwarded to us.

‘Yau naw have to physically appear befare your Local Registration Authority (Far example, in Belgium this would be
the Chambers of Commerce) with the required documents:

The Dnr\'ed & signed Subscriber Rﬂ '!emeﬂk and ‘EQ :rak wan Form

& copy of yaus wdenby card, de

Pract of the croaniztions ecarence: (Ocial documant eanficming the seganizstions xissncs and manceing the
iderdity of the persan wha can legally hind the arganization)

In the case of & business, & copy of the Artdes of Assocation of your CUMmpany or its !UIL ratn in the Trade Register.
1n the case of a govesamental rgarzation or university, an offieal ketter seating vaur link with this organzation,

Loak here for an address of your local Chamber of Commerce,

on receipt ..r the necessary ducuments and payment, the Local Re r| Aatharity will start the venflulu.n
proces: your persanal identity and the bind with your o the pro
|||. matien by complebng the registraban form and wil send this .Junllr atun to GlebalSgn,

we strongly recommend that you make a backup of your certificate.
As span as your certificate request has been verified, we will contact you by e-mail on haw to proceed in order 1o
domnlcad your certihcate.
Once your certificate request has been verified, we will contact vou by €-mail an how to procesd in order to download

your certifcate. T¢ you da not receive your certficate, feed free to contact us at Ntpe//support. glabalsign.netcantact. cim
and provide us the reference number 2126744440,
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Done i@ Internet | Protected Mode: On fa - Riow -

Once you have received your certificate, you should BACKUP YOUR CERTIFICATE.

Details on how to do this can be found here:
http://www.globalsign.com/support/fag/misc/16.php

This will also show you on how to move your certificate from one browser or machine to another.



http://www.globalsign.com/support/faq/misc/16.php
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