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WHO SHOULD READ THIS DOCUMENT?

Any organization wishing to electronically submit one of the following forms to the FDA via the Electronic
Submission Gateway (ESG) WebTrader.

Center Submissions
AERS - Adverse Event Reports

AERS Attachments

BLA - Biologics License Application (eCTD and eBLA format)
eCTD - Electronic Common Technical Document

H1N1 Lot Release

IDE - Investigational Device Exemption

CBER
IND — Investigational New Drug Application (eCTD and eIND format)
DMF — Drug Master File

Promotional Materials

Lot Distribution Data

510K

SDTM
AERS — Adverse Event Reports

AERS Attachments

ANDA — Abbreviated New Drug Application

CDER BLA - Biologics License Application (eCTD and eBLA format)

eCTD - Electronic Common Technical Document (includes DMF - Drug Master File)
NDA — New Drug Application (eCTD and eNDA format)

IND - Investigational New Drug Application

Adverse Events
CDRH

Electronic Submissions

Adverse Events Reports
CVM

Electronic Submissions

oC SPL - Structured Product Labeling (includes NDC Labeler Code Request, Establishment Regi ion and Drug Listing)

Center for Tobacco Products | Electronic Submission

See Table 2: Electronic Submissions Supported by the FDA ESG in the FDA ESG User Guide:
http://www.accessdata.fda.gov/esg/userguide/webhelp/default.htm

INTRODUCTION

As stated by the FDA, “The FDA ESG enables the submission of regulatory information for review. The overall
purpose of the FDA ESG is to provide a centralized, agency-wide communications point for securely receiving
electronic regulatory submissions.

The FDA ESG is the central transmission point for sending information electronically to the FDA. Within that
context, the FDA ESG is a conduit along which submissions travel to reach their final destination.”

A prerequisite to establishing a WebTrader account, the on-line mechanism participants use to upload their
electronic submissions to the FDA, is to acquire an x.509v3 digital certificate. GlobalSign’s Digital Certificates are


http://www.accessdata.fda.gov/esg/userguide/webhelp/default.htm

recommended by the FDA as a suitable x.509v3 digital certificate for ESG submissions and this guide is intended to
clarify the process in obtaining a digital certificate from GlobalSign and preparing the certificate for use with
WebTrader account.

SETTING UP A WEBTRADER ACCOUNT CHECKLIST

In the “Setting up a WebTrader Account Checklist” provided by the FDA you are asked to “Obtain a personal digital
certificate”. The following procedure in this guide will provide you with detailed instructions on how to setup a
WebTrader account, including setting up both your ESG test and production accounts.

Reference: http://www.fda.gov/Forlndustry/ElectronicSubmissionsGateway/ucm114831.htm

Before you Start

1. Send an email to esgprep@fda.hhs.gov requesting a WebTrader test account
Provide the following information: Company name, your name, phone number and

submission method (WebTrader).

2. Send a Letter of Non-Repudiation to FDA. Click here for more info.
3. Obtain a personal digital certificate. Click here for more information on certificates.

4. Prepare a guidance compliant test submission. Each Center (CBER, CDER, etc.) has
published guidance on the preparation of electronic submissions. Refer to the specific
center web site for information about guidance compliant submissions. If using FDA
eSubmitter for the Center for Tobacco Products, you are not required to send a
guidance compliant test submission.

S. Read the User Guide and tutonals on the FDA ESG web site. Review System
Requirements. Note: only Internet Explorer 6, 7, 8 and Firefox 2.0.x are compatible with
ESG.

BEFORE YOU BEGIN
EXPLANATION OF DIGITAL CERTIFICATE

A digital certificate, sometimes referred to as a digital ID, is the electronic equivalent of an identity credential such
as a driver’s license. Since face to face or even examination of “wet-ink” signatures is not practical in the paper
intensive work-flow that surrounds the healthcare and other FDA regulated industries, organizations like the FDA
rely on electronic credentials issued from trusted Certificate Authorities to verify the authenticity of the participant
in an electronic transaction. Public certificate authorities such as GlobalSign, create electronic “trust” by verifying
the individual and organization through established methods. If all checks out, then an electronic identity - - digital
certificate will be issued. Because this digital certificate is issued from a Trusted Root found in most popular
operation systems and browsers such as the Microsoft Root store organizations like the FDA can safely rely on the
legitimacy of the electronic identity.

GlobalSign issues digital certificates using the practices outlined in its WebTrust audited Certificate Practice
Statement (CPS) http://www.globalsign.com/repository/.



http://www.fda.gov/ForIndustry/ElectronicSubmissionsGateway/ucm114831.htm
www.globalsign.com/repository/

SYSTEM REQUIREMENTS

Because the FDA requires that your public certificate (aka p7 or .cer) and corresponding private key (aka PKCS12)
be exported into a file and saved on your hard-drive, GlobalSign recommends you enroll using the Internet
Explorer browser.

PROCESS SUMMARY

Admittedly, the process to enroll for a digital certificate for use with the FDA ESG Gateway WebTrader includes
many detailed steps. If you follow the steps in the exact order suggested the process from ordering to installing
shouldn’t take more than 2 or 3 days. The following is a high-level summary of the steps that surround the digital
certificate set-up of WebTrader:

Order your digital certificate from GlobalSign

Install you digital ID using Internet Explorer browser

Make a copy of the public certificate (.cer / p7) and submit to FDA

Make a copy of the public / private certificate (PKCS12) and submit to FDA

i

ORDERING YOUR FDA ESG DIGITAL CERTIFICATE
PRODUCT SELECTION

When you are ready to register for an ESG WebTrader X.509 V3 digital Certificate, start the order process by
clicking on the following link. https://www.globalsign.com/fda-esg/

1. Select the PersonalSign Certificate of your choice and click Buy Now.

| PersonalSign 1 PersonalSign 2 Pro I

Class 1 Class 2
Online only Email, online & live chat

Email address, individual identity &
company identity (John Smith, Abc
Company, joe.smith@abc.com)

Email address only
(joe.smith@abc.com)

$20 $90
= $120
$49 $150



www.globalsign.com/fda-esg/

2. The following screen will appear. Confirm your product selection and click Select and Continue.

Purchase FDA ESG Certificates
Select your Product:

1Year

PersonalSign 1
General purpose Digital Certificate offering email verification only. No identity $20
assurance.
. s 1Year
© PersonaIS|gn 2
Professional-grade Digital Certifiate that proves ownership of email address, $90

identity assurance of individual, plus assurance of Organization existence.

P
Select and Continue

Please note: You will select the validity period (1-3 years) alter in the application process.

CREATING A GLOBALSIGN ACCOUNT AND PLACING YOUR ORDER

After selecting your product, you will be taken to the following screen where you can enter the information for
your new GCC Account.

1. Onthe Account Setup screen, provide information about you as the Account Holder. Please note: further
in the process you will have the opportunity to enter a different name that you wish to include in the
digital certificate in the event you are enrolling on behalf of someone else.

Certificate Application -

1. Account Sstup 2.Pr t Dot D
= |

Account Details

Please speciy cetalis 10r your 3000unt. Your 3000unt 0ontact will recele notices regarding your Centificate application
and will 2 2 main CoNtact 3550013080 Wit your GlodaiSign Centificate Center (GCC) acoount. If you are applying on
DEN3N Of SOME0Nne else, enter Melr cetalls, 3nd yOou €30 speciy 3 3oamional Technical Contact for yourselr iater n

™2 2pplication Process.

» User Information
First Name Recures

Miaaie Name or Initial
Last Name Recures

Emall AGdress Requres




2.

Next, establish a username and password that you’ll need to remember to access your account. Click the
Next button when finished.

GlobalSign Certificate Center (GCC) Login Details
Your GCC account allows you to manage all your GlobalSign Certificates and provides fast access to ordering additional
products and renewing, reissuing and revoking current Certificates. Please create a memorable Username and Password.

Username Required

Password Required

Password(re-enter) Required

Note: a pre-fix will be added to the user name you establish (i.e. “PAR###it#_YourUserName”). Therefore
when you log back into your GCC account you will need to enter the full user name and password when
authenticating to the GCC portal.

PLEASE NOTE- Your username will be e-mailed to you once your account has been set up, please
remember/save the password you have created.

Review the account details you entered and the GCC Terms of Service Agreement. Check the box next to |
agree to terms of service and click the Next button.

Terms of Service Agreement

>

GlobalSign Certificate Center (GCC) Terms of Service

Version 1.3

m

1 ACCEPTANCE OF TERMS

1.1 Your use of GlobalSigns GlobalSign Certificate Centre (GCC) and any related
system or software (collectively, the Service), is subject to the terms and
conditions of this GCC Terms of Service (the GCC T&C) between you and
GlobalSign. GlobalSign means GlobalSign Inc and any entity which directly or
indirectly controls, or is controlled by, or is under common control of
GlobalSign Inc., including GlobalSign NV, GlobalSign K.K., and GlobalSign Ltd.

1.2 Unless otherwise agreed in writing with GlobalSign, your agreement with
GlobalSign will always include, at a minimum, the GCC T&C. In addition, when
using the Service, you and GlobalSign shall be subject to any posted guidelines
or rules applicable to GCC T&C, which may be posted from time to time (the
Additional Terms) at http://www.globalsign.com/repository/ All Additional Terms
(including but not limited to our Privacy Policy) are hereby incorporated by
reference into the GCC T&C. GlobalSign may also offer other services that are
governed by different Terms of Service.

1.3 If there is any contradiction between the Additional Terms and the GCC T&C,
then the Additional Terms shall take precedence in relation to that Service.

1.4 You agree to use the Service only for purposes that are permitted by (a) the
GCC T&C and (b) any applicable laws and regulations, including any laws
regarding the export of data or software.

2 DESCRIPTION OF SERVICE

[¥]1 AGREE TO TERMS OF SERVICE




4. On the Product Details page, choose the validity period for your certificate and enter any campaign or
coupon codes you want to apply. Click Next when finished.
a. The FDA recommends a certificate with a 3-year validity period. Shorter validities will require
more frequent registration with the FDA ESG.

1. Account Setup 2. Product Details 3. Completed

LUSTREETY )  Certificate Identity Details 3> Payment ) Confirm Details

Product Details - PersonalSign 2 Pro

Certificate Validity Required $90

Multi-year offers significant per annum $120

savings ©3year $150

Campaign Code , Redeem code
If you have a Campaig e ter and click "Redeem Code”. This page will be
reloaded with your app

Coupon Code Redeem code

If you e for a particular promotion please enter and click

reloaded with your approp scount.
I have an externally generated CSR
Check only if you are an Advanced User and

have an externally generated Certificate [Flyes. | have an CSR users only)
Signing Request (CSR) k&

Otherwise click Next...

PKCS12 Option

This option will create the public and private
key on behalf of the subscriber.

This is an alternative to the key generation
taking place in the Subscriber's browser later
in the application process.

[Cves, use PKCS#12 Option

TOTAL COST (inc. Tax) $150

5. Enter the email address and identity information of the person who will be the certificate holder. Note:
For PersonalSign 1 orders, you will only need to enter the email address of the person who will be the
certificate holder.

Product Detalis > [Shad SR EaVbEEEY 3> Payment 3> Confirm Detalls -

Autofill Options
You may choose 10 USe Jour $3ved 0ompany Intormation 10 2801l Vaikues 1n jour Corncate, such 35
Organization Name, Locaily, State, and Country.
D Use s3ved company Information
©  primary acoress

Certificate Identity Details

These cetalis will D2 vemad 303 INCIIOEC 35 T2 C2MIMEd Koently Wil jour Issued Cerficate. Miake sure T Cetalls enered
are correct - we will vet the 02talis you Incluce. To 25815t jOu, S0Me C2talis will D2 pre-populated oM Previous Pages or from
0ur GCC 30000t 02talis, j0u May overwrie Mhese I neeced

Your Name Reaures Uoe Smith
Sosce your Frst ea A= oorons
Organization Requres ABC Corp J
Specity Me Organization Regisiered Name In A NCUging Inc, LX, NV, Pic exc
Locaity optns: New York
Speci; ;e Oy of Town I Which e Grgenzs
Stats or Provines options NY )
E A Which e Organizs For US sppiicanons
oY MUS LY
Country Recures [ United States - US =
Spec; Counry In Which e Orpenzaton 15 Regisred
Emall AGGress Recures jsmith@abcoorp.com




7.

Establish a one-time only certificate pickup password. Subsequent to order approval, an email will be
sent to the email address specified in the Certificate Identity Details. The email will include a URL to install
the digital ID into your local system via Internet Explorer. You will need to record, save, and remember
the Pickup Password in order to install the certificate.

PLEASE NOTE- This will be the password you use to “pickup/install/obtain” your Certificate. This is
different then the password you created earlier to login to your GCC Account.

If you are applying on behalf of someone else, you may specify an additional Technical Contact in this
step.

Click Next when finished.

Create Temporary Pickup Password
Please creae a lemporary pickup password. You will only need tis during he Instaliation process.
This I N0t 2 $3M2 35 JOUr 3000UNt PISSWOND.

If you orget Tis p3sSWOrd you will need 10 resudmR your orcer. Piease Copy R somewnere sa%.

Pickup P2ssword Recures [

Pickup Password (re-enter) Recures sesssssnnes
Specify an Additional Technical Contact

 j0u 3re 3pplying on DN Of SOMECN2 else, JOu M3y SECtYy 3 aooRonal Technical Contact

The Tecmical Contact is pically e person who 15 responsivie r e 2001Ic3t0N Drocess and collection of e ssuid Cenmeate
Click me Enter Tecmical Contact Detalis Iink 10 create e a00monal oontact

i you are g or yourselt, you 60 not need an acaRional Technical Contact, 50 piease Click Next

NOTE: For PersonalSign 3 Pro 300iications T 155usa cermoate will not D2 58t 1 e Technical Contact

Enter Technical Contact Informatior

ie-:. rec | nave copled Tis P3SSWOND 10 3 53% Iocation

o Back [ et ]

Enter Credit Card details and click Next when finished. GlobalSign does not accept Purchase Orders for
products under $500.

Product Detais 2> Certifcate ioentity Dstats 5> M) > Confirm Dstas -

Payment Details

Purchase Order Number

Paymeant Methoa
Credit Card Details & Billing Address

-
ver i

Enter M2 First Name (or Intial) and Last Name exactly 35 wrinen on your CredR Card
Emer Me card hoider's Address, CRy, ZipPostal Code, State, and Country 35 Getalied 0n your Credk Carg statement

First Name or Initials Recures

Last Name Requres

Card Typs Recures @visa
Owassercars
) American Express

Card Number Recures

Card Expiration Date Recures

Card Vaiidation Number Recures

=2




8. Confirm payment details, review and accept PersonalSign Subscriber Agreement. Click Next when
finished.

9. Take note of your GCC User Name and Order number. Saving your GCC User ID and previously established
password (step 2) will be helpful later on when you wish to log into your account to check status, maintain
your digital ID, or optionally, order additional digital certificates.

Application Almost Completed

Thank you for completing the first part of your application. We recommend you print this information for your records.We will shortly
send a confirmation email containing this information, however should you not receive the email and need to contact the
Technical Support team, you will need your Order Number.

GCC User ID

CC account has been created

PAR26113_happydays

Order Number PC201002051158

What happens next?
An order confirmation will be sent from no_reply@globalsign.com.

Also an automated Approval Email will be sent to the Email Address you have specified.
You must be able to receive this Email at this Address and follow the instructions within the email

Your application will now be vetted.. You do not need to do anything else at this time.
Should we require additional verification information a Vetting Agent will contactyou

10. Check your email for an Approval Request. GlobalSign sends an Email Challenge Request to the email
that was used in the Certificate Identity Details to ensure the request for a digital certificate is legitimate
and authorized. An order confirmation will be sent from a no_reply email: support@globalsign.com.

Note: The recipient of this email must click on the URL and then Approve the order. Until this step takes
place, GlobalSign cannot begin the organization vetting process. Click on the URL, review the details, and
if accurate, click “I Approve”

Application Details

Order ID PC201002051158
Common Name Jeff Jones
Contact First Name Joan

Contact Middle Name

Contact Last Name Smith

Contact Phone 5

Contact Email lila.kee@globalsign.com

Organization (O) Get Healthy Inc

Locality (L) Boston

State (S) MA

Country (C) us

Application Email lila.kee@globalsign.com

Application Date 2010-02-05 19:40:07.702
IAPPROVE |[  IDONOTAPPROVE |

Please contact support if you require further assistance

10



11. GlobalSign vetting agents will now review and vet your order. All orders placed go through a vetting
process to confirm the identity details of the Certificate holder. When the vetting process is complete,
you will receive an email notifying you that your certificate is ready for “pick up” with an installation link.

Certificate Type Average Issuance Time
PersonalSign 1 Same business day, issued as soon as the
automated approval email has been approved.
PersonalSign 2 Pro Issued within two to three business days unless
supporting documentation is needed during the
vetting process.

INSTALLING YOUR CERTIFICATE
BEFORE BEGINNING INSTALLATION

Due to the added security Microsoft has added to newer version of Internet Explorer, you will need to make sure
the following steps are completed before installing your Certificate. Missing even one step can cause an error at
the final stage of installing the Certificate, which will result in the entire process needing to be restarted.

1. Open Internet Explorer, click the Tools dropdown (located in the upper right corner of your window), and
select Internet Options from the very bottom of the list.
2. Click the Security tab at the top of the Internet Options window and select Trusted Sites under the green
checkmark.
3. Using the sliding rule, adjust the Security Level to Low.
Click the Sites button and add the following addresses as trusted websites. Click Close when complete.
a. https://system.globalsign.com
b. https://systemeu.globalsign.com
5. Click Apply on the Internet Options window to finalize the settings and then click OK.

Internet Options ? =

[ General | Security [privacy [ Content | Connections | Programs | Advanced|

!

S§gtings. | Trusted sites l. @

Select a zone to view or chang

¢ o
» You can add and remove websites from this zone. All websites in
Internet  Local intrane} Trusted sites J Restricted v this zone will use the zone's security settings.
sites
e
/' This zone contains websites that you Add this website to the zone:
v trust not to damage your computer or |
your files.
You have websites in this zone. Websites:
Security level for this zone A | https://system.globalsign.com Remove
A d levels for this zone: All https://systemeu.globalsign.com

Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run
- Appropriate for sites that you absolutely trust

[V]Require server verification (https:) for all sites in this zone

Jable Protected Mode (requires restarting Internet Explorer)
[ customlevel... | [ Defeutievel |
—

[ Reset all zones to default level ]

11



INSTALLING YOU CERTIFICATE USING MICROSOFT INTERNET EXPLORER

GlobalSign recommends using Internet Explorer to facilitate the installation process.

1. Using Microsoft Internet Explorer, click on the URL provided in the pickup email. You will be prompted for
the Certificate Pickup Password that was established during registration.

&R |Yahoa‘ Search

ile Edit View Favorites Tools Help

¢ &% [33]+| @ GlobalSign Certificate Cen... "@slobalﬁgncmﬁme,.. x| | o~ v e v [:hPage v {
’ GIObaISIQn' Technical Support Center @) GlobalSign Home

TEL | US 1-877-SSLGLOBAL | EMEA +32 16 891900 | UK +44 1622 766764

Install Certificate _

You will now go through the Certificate generation and installation process.
Note that if you continue on this computer, your Certificate will be installed on this computer.

Step One: Enter your Pickup Password

Your Pickup Password will have been set by the applicant during the application.

Enter the Pickup Password to continue.

Forgotten the Pickup Password? Contact Supportimmediately for assistance.

2. Vista and Windows 7 users will be prompted with a Web Access Confirmation. Click Yes to allow the
digital certificate creation operation to proceed.

Web Access Confirmation R

This Web site is attempting to perform a digital certificate operation on
7'; your behalf:

https://system.globalsign.com/pc/public/certificate/install.do;jsessioni

d=AEF88EB656DBD4476F329BA653DCE4CT

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

w | ]

3. Next you will see the Select the Cryptographic Service Provider screen.

a. Ensure the box next to Yes, make this Certificate exportable is checked.
Ensure Microsoft Enhanced Cryptographic Provider v1.0 is selected as the Cryptographic Service
Provider.

c. Review the Subscriber Agreement and check the box.
Click Next when finished.

12



Yes, make this Certificate exportable

Make Certificate Exportable? Check if you wish to allow the Certificate and associated cryptographic
keys to be exportable. This means you can back up the Certificate or
move itto another computer at a later time.

Cryptographic Service Provider :Microsoﬂ Enhanced Cryptographic Provider v1.0 E]

GlobalSign Subscriber Agreement for PersonalSign Certificates Version 1.3 -

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE DIGITAL CERTIFICATE ISSUED TO YOU
OR YOUR ORGANISATION. BY USING THE DIGITAL CERTIFICATE, YOU ARE AGREEING TO BE BOUND BY
THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, PROMPTLY
RETURN THE UNUSED DIGITAL CERTIFICATE OR CANCEL THE ORDER WITHIN 7 DAYS OF I[SSUANCE TO
GLOBALSIGN FOR A FULL REFUND. IF YOU HAVE PROBLEMS UNDERSTANDING THIS AGREEMENT, E-MAIL
US AT legal@globasign.com

This GlobalSign PersonalSign Subscriber Agreement ("Agreement”) is effective as of the -
| AGREE TO THE SUBSCRIBER AGREEMENT

Please click Next and wait. Do not click Next again and do not close the browser, the process may take a few seconds.

4. Click the Install My Certificate button on the following screen to install your certificate and Intermediate
CA Certificates.

Install your Digital Certificate and the Intermediate CA Certificates

Your Certificate has been generated, click the Install My Certificate button to install the Certificate onto your computer.

We have detected that you are using Internet Explorer.
Please click the Install My Certificate button to install your Certificate and all
appropriate Intermediate CA Certificates that enable the Certificate to be trusted.

Install My Certifi “

5. You will receive another Web Access Confirmation request. Click Yes to continue.

.
Web Access Confirmation - ———

This Web site is attempting to perform a digital certificate operation on
L3 yourbehalf:

\ https://system.globalsign.com/pc/public/certificate/install.do
N You should only allow known Web sites to perform digital certificate

operations on your behalf.
Do you want to allow this operation?

Yes No

13




6. You have completed the installation process when you see the following message.

~
Message from webpage E

! \ Install Success.

APPLYING FOR A FDA ESG TEST ACCOUNT

Before setting up a product account for the ESG, the FDA requires you to apply for a test account and successfully

complete a test submission. The following sections outline how you will need your certificate to complete the

process.

PREPARE FOR FDA ESG TEST ACCOUNT- EXPORT PUBLIC KEY

As described in step 6 of the FDA's “Setting up a WebTrader Account Checklist”,
http://www.fda.gov/Forindustry/ElectronicSubmissionsGateway/ucm114831.htm, and section 4.1 of the FDA User

Guide, http://www.accessdata.fda.gov/esg/userguide/webhelp/default.htm, a copy of the digital certificate, (aka.

.cer or .pb7) you recently installed will need to be exported and delivered to the FDA as part of the test account

setup. Below are step-by-step instructions on how to create your .cer or .p7b file.

1. Open Internet Explorer, click the Tools dropdown (located in the upper right corner of your window), and

select Internet Options from the very bottom of the list.

2. Click the Content tab at the top of the Internet Options window and then click the Certificates button.

-
Internet Options

hE T (2 |

| General | security | Privacy | Content | Connections | Programs | Advanced |

Content Advisor

Certificates

g\ Ratings help you control the Internet content that can be
viewed on this computer.

Use certificates for encrypted connections and identification.

| ClearssLstate ||

Certifcates || Publishers |

3. Highlight the appropriate digital certificate and click the Export button.

14
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Certificates

- ——

Intended purpose:

[ <Al>

2

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior * | > |

Issued To
[3anine Marchi

Issued By

Expiratio...
6/29/2012

Friendly Name
Janine Marchi's ...

4. This will start the Certificate Export Wizard. Click Next to continue.

5.

6.

— —
Certificate Export Wizard

- [E=]

=

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Select the No, do not export the private key option and click the Next button.

oo e Coma)

You can choose to export the private key with the certificate.

I Export Private Key

Private keys are password protected. If you want to export the private key with the

certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() Yes, export the private key

@ No, do not export the private key

Select the Export File Format options as shown on the screen below. Click the Next button when done.

a. Cryptographic Message Syntax Standard — PKCS #7 Certificates (.P7B)

b. Include all certificates in the certificate path if possible

15




 Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(©) DER encoded binary X.509 (.CER)

() Base-64 encoded X.509 (.CER)

@ Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
[¥] Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
[TJindude all certificates in the certification path if possible
[ ] Delete the private key if the export is successful
[T]Export all extended properties
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

[ <Bak | Next> | [ cancel |

Click the Browse button to navigate to where you would like to save your certificate file. We recommend
you save the file in a location where you can easily find such as your desktop or Documents folder. Enter
a File Name and click Save.

Specify the name of the file you want to export

Organize v New folder

-

< L=,
X Favorites ‘ Libraries
48 Downloads | System Folder

%] Recent Places
47 Dropbox Homegroup
B Desktop ' System Folder

N Julie Olenski
d@}lbnn& System Folder
Documents

& Music Computer
[ Pictures - System Folder

File name: |

Save as type: [PKCS #7 Certificates (*.p7b)

& Hide Folders
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8. Back on the Certificate Export Wizard window, click the Next button to continue with the export.

9. Click the Finish button on the following screen to complete the export.

Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the following settings:
Export Keys No
Indude all certificates in the certification path Yes
File Format Cryptor

<gack [ Finish ] [ cancel

10. You will know the export is complete when you receive the following confirmation.

Certificate Export Wizard u

The export was successful.

11. You will need to remember the location where you just saved your public key in order to set up your
WebTrader Test Account, as required by the FDA
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SETTING UP YOUR WEBTRADER TEST ACCOUNT

Complete instructions for setting up your WebTrader Test Account can be found in section 4 of the FDA User
Guide: http://www.accessdata.fda.gov/esg/userguide/webhelp/default.htm

Part of the setup process involves locating the certificate file you exported in the previous steps of this guide.
Click Browse and find the certificate file you exported and saved in the previous step.

e ————————————————————— ——

Welcome
Select community
Company information

Select certificate file
Review certificate
User account information

Review registration

Locate the certificate file

Enter the name of the certificate file to import. The file must have an extension of .cer, .p7b, or .p7¢c.

Certificate fie:e . Browse

Concel| «Back| Nextn|

Next the View Certificate Details page is displayed. Review the certificate information to make sure all data fields
are correct. Click Next after revewing.

Welcome

Seloct community
Compony information
Seloct certificote file

R ————————————————————————

Review certificote

View certificate details

Paview the certificate detads below. Cick the next button if ths certificate is comect or chck the back button to select &
afferent certificate

Certificate details

Fleld Value
Verson 3
Issuer emadiddress=dsynk @onsi.com, CN=Darsel Synk, OU=Damel Synk, O=GNSI, L=Rockvile,
STeMaryland, C=US
Senal number 92¢10060478c0366
Subject emaliddress=dsynk @onsi.com, CN=Darvel Synk, OU=Damel Synk, O=GNSL, L=Rockvile,
STeMarviand, C=US v

Certificate path
Darvel Syrk

aack| Nemtn]

The next steps will allow you to complete the setup process for the test account.

PREPARE FOR SENDING A TEST SUBMISSION — EXPORT PRIVATE KEY

Once your Test WebTrader Account for submissions has been completed, the FDA requires you to send a test
submission. For this process, the FDA needs the “private” key of your certificate. You already exported and
uploaded your “public” key in the previous steps so now you must repeat those steps to export your “private” key.
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1. Open Internet Explorer, click the Tools dropdown (located in the upper right corner of your window), and

select Internet Options from the very bottom of the list.

2. Click the Content tab at the top of the Internet Options window and then click the Certificates button.

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Content Advisor
Ratings help you control the Internet content that can be
viewed on this computer.
Enable... [ 4y Settings
Certificates

Use certificates for encrypted connections and identification.

| ClearssLstate ||

Certificates || Publishers

3. Highlight the appropriate digital certificate and click the Export button.

Certificates

- ——

Intended purpose: [<AI>

2

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ | * |

Issued To Issued By

Expiratio...  Friendly Name
[5lanine Marchi GlobalSign PersonalSi...  6/29/2012  Janine Marchi's ...

4. This will start the Certificate Export Wizard. Click Next to continue.

— —
Certificate Export Wizard

- ey

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

[<ees|[Chext> ]
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5. Select Yes, export the private key and click the Next button.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
@ Yes, export the private key
() No, do not export the private key

Learn more about exporting private keys

<Back [ Next> | [ cancel |

Select the Export File Format options as shown on the screen below. Click the Next button when done.
a. Include all certificates in the certification path if possible.
b. Export all extended properties.

Certificate Export Wiza
Export File Format
Certificates can be exported in a variety of file formats.
Select the format you want to use:
DER encoded binary X.509 (.CER)
Base-64 encoded X.509 (.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
["1indude all certificates in the certification path if possible
@) Personal Information Exchange - PKCS #12 (.PFX)
[¥] Indude all certificates in the certification path if possible
["] Delete the private key if the export is successful
Export all extended properties
Microsoft Serialized Certificate Store (.SST)
Learn more about certificate file formats
[ <Bak |[ Next> | [ concel |

20

6.




7. Enter a password for your private key and click the Next button. If you forget the password, you can
export the private key again and create a new password.

C .
Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.
Password:

Type and confirm password (mandatory):

[ <Back ]| mext> | [ cancad |

8. Click the Browse button to navigate to where you would like to save your certificate file. We recommend
you save the file in a location where you can easily find such as your desktop or Documents folder. Enter
a File Name and click Save.

File to Export
Spedify the name of the file you want to export

Organize v New folder

- —
X Favorites D Libraries
8 Downloads System Folder

% Recent Places

37 Dropbox ' % Homegroup

I Desktop System Folder
"3 Librari Julie Olenski
9 Libraries System Folder

@ Documents

J’ Music B Computer

=) Pictures > System Folder

File name: |

Save as type: [ PKCS #7 Certificates (*.p7b)

'~ Hide Folders
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9. Back on the Certificate Export Wizard window, click the Next button to continue with the export.

10. Click the Finish button on the following screen to complete the export.

vy e

Completing the Certificate Export

Wizard
y
7 You have successfully completed the Certificate Export
= wizard.
w You have specified the following settings:

Export Keys Yes
Indude all certificates in the certification path Yes
File Format Person;

J [ concel ]

11. You will know the export is complete when you receive the following confirmation.

Certificate Export Wizard (SRS

The export was successful.

“ |

12. You will need to remember the location where you just saved your public key in order to complete a test
submission, as required by the FDA.

COMPLETING A TEST SUBMISSION

You will use your private key (.p12 or .pfx) file when you send documents to the FDA. Below is a screen shot of
what the screen will look like when you are sending/uploading a document to submit to the FDA via the ESG.
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—
LRy G G webTrader Lo JHEID Logout

Send document

Select who will receive the document
Gateway: FDAVM

Center:e GWTEST ¥

Select the contents of the submission

Enter a path to a file or a directory. If 3 directory is entered, then the entire contents of the directory will be included in the submission. All the paths stored in the
submission will be relative from the provided directory path unless an alternate root directory is entered.

Path:e C:/Documents and Settings/dsynk/My Documents/testSubm
Root directory:  |C:/Documents and Settings/dsynk/My Documents

Submission type:s Connectivity Test v
Select a signing certificate
Current file: C:\Documents and Settings\dsynk\My Documents\Desktop docs\Desktop items\DanielSynk.pfx

C:\Documents and Settings\dsynk\My Documents\Desktop c b

MyCertificate.pl2 or MyPrivateKey.pfx

New file:

Send|

Under the Select a signing certificate section, you need to locate your private key file (.p12 or .pfx) that you
exported in the previous section of this guide. Click Browse to locate the file.

For more detailed information on sending test submissions to the FDA, please see section 4.3 of the FDA’s user
guide at http://www.accessdata.fda.gov/esg/userguide/webhelp/default.htm .

Once your test submission has been reviewed by the FDA, you will be able to move forward with setting up a
product account and making submissions.

GETTING HELP

GlobalSign provides technical support through our Client Service departments around the world. You can find
additional technical support using our PersonalSign products to submit documents to the FDA ESG at:
https://www.globalsign.com/fda-esg/faq.html.

GlobalSign Americas
Tel: 1-877-775-4562
www.globalsign.com

sales-us@globalsign.com

GlobalSign EU
Tel: +32 16 891900
www.globalsign.eu

sales@globalsign.com

GlobalSign UK
Tel: +44 1622 766766
www.globalsign.co.uk

sales@globalsign.com

GlobalSign FR
Tel: +331 828801 24
www.globalsign.fr

ventes@globalsign.com

GlobalSign DE
Tel: +49 30 8878 9310
www.globalsign.de

verkauf@globalsign.com

GlobalSign NL
Tel: +31 20 8908021
www.globalsign.nl

verkoop@globalsign.com
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