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INTRODUCTION

This guide outlines the steps for installing your GlobalSign PersonalSign Certificate. Before following the steps given
below, you must first purchase a PersonalSign Certificate. You can view the full range of GlobalSign PersonalSign
Certificates at http://www.globalsigh.com/authentication-secure-email/digital-id/index.html|

To use your Certificate, you must first make it available to the applications on your computer by installing it in the
Certificate Store. As there is no direct interface for the Certificate Store, you must use a web browser (such as
Internet Explorer or Mozilla Firefox) to accomplish this task.

INSTALLING YOUR CERTIFICATE USING INTERNET EXPLORER

(Firefox users, please visit page 9)

BEFORE YOU INSTALL

There are a few steps that need to take place before you will be ready to install your Certificate. Please review the
sections below to facilitate your installation process.

SECURITY SETTINGS

Due to the added security Microsoft has added to newer version of Internet Explorer, you will need to make sure the
following steps are completed before installing your Certificate. Missing even one step can cause an error at the
final stage of installing the Certificate, which will result in the entire process needing to be restarted.

1. Open Internet Explorer, click the Tools dropdown (located in the upper right corner of your window), and
select Internet Options from the very bottom of the list.

2. Click the Security tab at the top of the Internet Options window and then click the Custom level... button in
the middle of the window.

f ; - ——— a— % .
Internet Options b—— [ o]

' Gmud_. Security | Privacy ]Cmnmt [Cormm [thm [Mvarx.ed |

Select a zone to view or change security settings. ‘
@ & v/ O
v
SIS Localintranet Trusted sites  Restricted
sites
Internet

This zone is for Intarnet websites,
except those kstec in trusted and
restricted zones.

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level,

| Enable Protected Made (requires restarting Internet Explorer)
| Custom level... [} Defaultlevel |

Reset al zones to defautlevel

(o J[ come ]




3. This will bring up the Security Settings — Internet Zone window. Scroll to the ActiveX controls and plug-ins
section.

F
| Security Settings - Internet Zone ﬁ

Settings

¥ ActiveX controls and plugns -
¥ Allow previously unused ActiveX controls to run without prom
Disable
@ Enable
¥ Alow Scriptiets
Drsable
@) Enable
Prompt
¥ Automatic prompting for ActiveX controls
9 Disable
Enable
¥ | Bnary and script Dehaviors
Administrator approved
Disable
@) Enable
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*Takes effect after you restart Internet Explorer

Reset custom settings
Resetto:  [Medum-high (default) -] | Reset..,

4. Please ensure that your settings match those listed below.
a. Allow previously unused ActiveX controls to run without prompt: Enable
Allow Scriptlets: Enable
Automatic prompting for ActiveX controls: Disable
Binary and Script behaviors: Enable
Display video and animation on a webpage that does not use external media player: Disable
Download Signed ActiveX controls: Prompt
Download unsigned ActiveX controls: Prompt

Sm 0 o0 T

Initialize and script ActiveX controls not marked as safe for scripting: Prompt
i.  Only allow approved domains to use ActiveX without prompt: Enable

j. Run ActiveX controls and plug-ins: Enable

k. Script ActiveX controls marked safe for scripting: Enable

5. Click OKin the Security Settings — Internet Zone window and then Apply in the Internet Options window.

6. Close and re-open your Internet Explorer window.

APPROVAL EMAIL

Since all PersonalSign Certificates are tied to an email address, you will first need to approve the use of the email
address for the Certificate. After placing your order, you will receive an email at the address listed in the Certificate
asking for approval. Click the link provided in the email and follow the instructions to approve the email address.
Please ensure that you complete the email approval step, as vetting and Certificate issuance cannot begin until after
we receive approval of the email.



Fram support §globalson.com
Ter ¢ senthPmak com
(<=

Sent: Wed 142012 10:28
Subiject et ID PCIOLX0104157S GlobalSign Perionstign 1 «Teits . Appeove Application

Dear Customer,

An application for a PersonaiSign 1 <Test> Certificate has been placed with GlobatSign for john.smith@mail.com (-} and Order I PC201201041575.

In arder for GlobalSign to ssue the Certficate, the email address must be validated, Please follow the below link to choose to APPROVE or NOT APPROVE the
application,

Only o ycu approve the application will the Certificate be issued.

hitps://regist globaksign com'ra/ peroval/arrivaittallapprovall ArrvalMailiperoval do?
pee 1Ee=22451656099] Ec=ac3D] 103aal7

PICK UP EMAIL

To being installation, you will need to open your “pick up” email notification. If you have no yet received a pick up
email notification, this means your order is still in the vetting process. All orders placed go through a vetting process
to confirm the identity details of the Certificate holder. Once the vetting is completed you will receive an email
notifying you that your Digital Certificate is ready for “pick up”.

Certificate Type Average Issuance Time
PersonalSign 1 Same business day, issued as soon as the
automated approval email has been
approved.
PersonalSign 2 Issued within two to three business days

(dependent on the user providing the signed
order request and a copy of a government
issued ID card).

PersonalSign 2 Pro/Department Issued within two to three business days
unless supporting documentation is needed
during the vetting process.

INSTALLING YOUR CERTIFICATE

1.
2.

Click the installation link provided in your “pick up” email.

Enter your Pickup Password. You created this password during the application process. Click Next once
complete.

Install Certificate -

You will now Qo ENrough the Certfcate generanon ard instalation proCess.
Mote that if you continue 08 this compeler, your Certficate will be installed on this comouter

Step One: Enter your Pickup Password

our Pickup Password will iave besn e by e Spplicant dunng he apeication
Enter he Picizp Password 10 continge.

shup PasswetE? Conast Supson immedatsly for assistanse.

Next, enter the Certificate Password (this is different than the pickup password you created in the step

above), which was also created during the application process, review the Subscriber Agreement, and check
the ‘1 agree’ box. Click Next once complete.



Install Certificate I

[

© ——

SLOBALSTGN FOR A TULL REFUND.
T35 AT legaliglcbasige.com

IF 120 KAVE FROBLIMI UNDERSTANCING TNIS AGREDMINT, [-MAIL

This GlobalSign Fersccalfign Subecriber AqTeemest ("Agresment”] is effective ax of cthe
| AGREE TO THE SUBSCRIBER AGREENEN"

Pl chch It and wast Do ot CHch Hed 33360 and 60 NoL 48 T DIowher, e BrocRSS My Eake 3 hw S65onas

4. You will then be prompted to download your Certificate. Click Download My Certificate.

Install Certificate .

Install your Digital Certificate and the Intermediate CA Certificates

Your Cerificate has been generated, cick the Download My Certificats button 1o download the Centficate onto your computer

We have detected that you are using Internet Explorer.
Please click the Download My Centificate bufion to download your Centificale and all
CAC hat enable the Centificate 1o b trusted

Download My Certificate €

A File Download window will appear. Click Save. When the Save As window appears, navigate to the location on

your computer where you would like to save the Certificate file and click Save.

7
File Download

Do you want to open or save this file?

- Name: PC201201041589.pfx
e Type: Personal Information Exchange, 3 86KB
From: system.globalsign.com

Iwm][mljlwl

‘Whils fles from the Intemet can be useful. somefiles can potentially
ham your computer. ¥ you do not tnust the source. do not open or
save this file. What's the risk? |

L

5. The download process will begin. Once it is complete, click Open.
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Downioad Completz

PC201201041589.pfx from sy:tem.globalsign.com

Downloaded: 386KBin 1sec
Dowrdoad to: C:\Users'julieo GLOB. \PC201201041589 pfx
Transfer rate: 3.86KB/ Sec

] Close this dialog box when download completes

icwki[ﬂmwl Close

J

Fiter checked this download and did not report any
EBa an ursale

A

6.

An Internet Explorer Security window will appear.

Click Allow.

Explorer Secunty

1 A website wants to open web content using this

de. Internet Explorer’s
protect your computer. If you de not trust this
ths program.

Protected moge helps 1o
website, do not open
& —ll Name: Crypto Shell Extensions
8 | puisher:  Microsoft Windows

[] o not show me the warning for this program again

(=) Detads

N

7.

You will now be guided through the Certificate Import Wizard. At this point your Certificate has been

downloaded to your computer, but before you can use it, you need to import it into a Certificate Store.

Click Next to begin the import process.

Certificate Import Wizard ﬂ
Welcome to the Certificate Import
Wizard
~ i [ Tis wizard helps you copy certificates, certificate trust 'i
- lsts, and certficate revocation ksts Fom your dek to 8
Pt - store.
A certficate, which i msued by & centfication authority, = I
:Ej your entity
A cerbiic where i
certificates are kept.
o contrnue, chck Next.
|
|
0
m:-bl! Cancel

8. The next screen prompts you to select the file you want to import.

pulled in, but you can browse for another file if you need to.

selected.

The correct file should automatically be

Click Next when you have the appropriate file



9.

Centificate Import Wizard =

il to Import
Speafy the fie you want to import.

e

Mote: More than one certificate can be stored in a sngle flle In the folowng formats:
Personal Information Exchange- PRCS #12 (PRI, PLY)
Cryplogr essage Syrtax PYLS #7 Certificates {P78)
Microsoft Serialized Certificate Store (,55T)

Learn more about perfificate fis fornats “

[-:M'M){Q[W}

Next you will be asked to enter the password for the private key. This is the same as the Certificate
Password used in Step 3. You also have a few Certificate options.

" private key i used by an sopication (f you ensbie ths option.

(] Mark this key &3 exportable, This wil alow you to back up o transport your
keys at a later tme.

] inchude all extended properties.

Learn more about protectng prvate keys

[tmlm:hl'w]

a. Enable strong private key protection: If you select this option you will be notified each time an
application uses your Certificate. If you have multiple Certificates installed on your computer, you
will see a list of all available Certificates, with the option to select which one you would like to use.

Select a Certificate

julie.clenski@globalsign.co...
Issuer: GlobalSign PersonalSign1 C...
Vi From: L4/2002 te 2372002

julie.clenski@globalsign.co..

suer. Globatiign Pessonattign1 €
Vald From: L4/2012 to 2/3/2012

Julie Olenski
Eisuer: i

CIEIE]




b. Mark this key as exportable: This allows you to back up or transport your keys at a later time. We
recommend selecting this option so you do not lose your Certificate in the event of computer
problems.

c. Include all extended properties: This ensures that all details of the Certificate are included during the
import. We recommend selecting this option so you do not lose any Certificate functionality.

Once you have entered the password and selected the desired Certificate options, click Next.
10. Next you will be prompted to select the certificate store where you would like to keep your Certificate. We

recommend using the default ‘Automatically select the certificate store based on the type of certificate’, but
you can browse for another store if necessary. Click Next when finished.

Certificate Import Wizard o]

Cantificate Store
Certifi ¥ meas where certifs are kept.

Windows can automatically select a certificate store, of you canspecify a location for
the certificate.

9 Automatcaly select the certificate store based on the type of certificate
| Place all certificates in the folowing store:

Learn mare about certificate stores

| <Back | mnavb'_ Cancel

11. To complete the Certificate Import process, click Finish on the final screen.

-

f Certificate Import Wizard &‘

Completing the Certificate Import
Wizard "

| The certificate will be imported afier you dick Finish.

i g -.';'w’ You have spedfied the following settings:

Autemateally detemined by {
Content PFX

File Name C:Vsers jubeo. GLOBALSIGNY




12. You will receive a notification that the import was successful.  Your Certificate has now been properly
installed on your computer and is ready to use with all Digital Certificate compliant programs.

Certificate Import Wizard M

'o The import was successful.

OKE

For help using your PersonalSign Certificate to digitally sign Microsoft Office document and emails, please see our
Guide to Signing Microsoft Office documents:
http://www.globalsign.com/resources/userguides/guide-to-signing-microsoft-documents.pdf

INSTALLING YOUR CERTIFICATE USING MOZILLA FIREFOX

(Internet Explorer users, please visit page 3)

BEFORE YOU INSTALL

There are a few steps that need to take place before you will be ready to install your Certificate. Please review the
sections below to facilitate your installation process.

APPROVAL EMAIL

Since all PersonalSign Certificates are tied to an email address, you will first need to approve the use of the email
address for the Certificate.  After placing your order, you will receive an email at the address listed in the Certificate
asking for approval. Click the link provided in the email and follow the instructions to approve the email address.
Please ensure that you complete the email approval step, as vetting and Certificate issuance cannot begin until after
we receive approval of the email.

From: support @globalsign. com Sent: Wed 142012 10:28
To: ohn smithimad com

Ce

Subject Order ID PC201201041575 GlobalSign PersonalSign 1 <Test> - Approve Application

Dear Customer,
An application for a PersonalSign 1 <Test> Certificate has been placed with GlobalSign for john.smith@mail.com (-) and Order ID PC201201041575.

In order for GlobalSign te issue the Certificate, the email address must bz validated. Please follow the below link to choase to APPROVE or NOT APPROVE the
application.

Only if you approve the zpplication will the Certificate be issued.

https://regist.globalsign.com/ra/arrivalMailapproval/arrivalMailapproval/ArrivalMailapproval.do?
r=91500f2d8.e=224516560991 &c=ac301109aaf7

10



PICK UP EMAIL

To being installation, you will need to open your “pick up” email notification. If you have no yet received a pick up
email notification, this means your order is still in the vetting process. All orders placed go through a vetting process
to confirm the identity details of the Certificate holder. Once the vetting is completed you will receive an email
notifying you that your Digital Certificate is ready for “pick up”.

Certificate Type Average Issuance Time
PersonalSign 1 Same business day, issued as soon as the
automated approval email has been
approved.
PersonalSign 2 Issued within two to three business days

(dependent on the user providing the signed
order request and a copy of a government
issued ID card).

PersonalSign 2 Pro/Department Issued within two to three business days
unless supporting documentation is needed
during the vetting process.

INSTALLING YOUR CERTIFICATE

1. Click the installation link provided in your “pick up” email.
2. Enter your Pickup Password. You created this password during the application process. Click Next once
complete.

Install Certificate -

You will now go through the Certificate generation and installation process.
Hote that if you continue on this computer, your Certificate will be instalied on this cemputer.

Step One: Enter your Pickup Password

Your Pickup Password will have been set by the applicant duting the application
Enter the Pickup Password to continua

Forgolten the Pickup Password? Contac! Suppon immeciately for assistance

3. Next, enter the Certificate Password (this is different than the pickup password you created in the step
above), which was also created during the application process, review the Subscriber Agreement, and check
the ‘l agree’ box. Click Next once complete.

11



Install Certificate -

This GlobalSign Fersocalfign Subscriber Agreement (“Agreement®) is effective s of the
11 \GREE TO THE SUBSCRIBER AGREEMENT

Please chick Iext and wait. Do nol clict Mert 303in 2nd 00 Rt close ik Diowser, e Drocess muy take 3 few Siconds.

4. You will then be prompted to download your Certificate. Click Download My Certificate.

Install Certificate -

Install your Digital Certificate and the Intermediate CA Certificates

Your Certficale has been generated, click the Downiload My Certificate bufion to downlaad the Cartificate onfo your compuler.

We have detectsd that you are nol using Internet Explorer.
Plaase follow the beiow instructions to dowmboad yoar Certificate.
Chick the Download My Certificate bution to download yous Cemiicale

Download My Certificale

The Downloads window will appear. Double-click the Certificate file (extension .pfx).

‘ Downlosds o
1201041575, pix
globaligncon K

5.  You will now be guided through the Certificate Import Wizard. At this point your Certificate has been
downloaded to your computer, but before you can use it, you need to import it into a Certificate Store.
Click Next to begin the import process.

12



Welcome to the Certificate Import
Wizard

This wizerd hels you copy certificates, certificate trust
lsts, and certificate nevocation ksts from your dek to 8

artficate store.
Ansg&ar.d!d-hmbr.mmm.h
your
wed p iy
it i e
certificates are kept.

Tor conbrue, chck Next.

The next screen prompts you to select the file you want to import. The correct file should automatically be
pulled in, but you can browse for another file if you need to.  Click Next when you have the appropriate file
selected.

Certificate Import Wizard Lz ]

Fike b0 Impart
‘Speafy the fie you want to ort.

PC20 1201041589, px = 'J

Note: More th e d e the folk o
Personal Information Exchange- PXCS #12 (FFX, P12)
= PHCS 27 (7}
Mcrosoft Serislred Certficate Store (.55T)

Learn more sbout portificate fie fematy

[ <eax | Nm,\w[ Cancel

6. Next you will be asked to enter the password for the private key. This is the same as the Certificate
Password used in Step 3. You also have a few Certificate options.

Type the password for the private key.
Password:

| Erabh A o wllb o every thne the
private key is used by ar applcation if you enable this apsion.

(] Mark this key as exportasie. This wil allow you to back up o ransport your
keys at a later time.,

[#] Inchude all extended properties.

Leam more about protectng private kevs

[ <gack ][um»@ic-u]

13



a. Enable strong private key protection: If you select this option you will be notified each time an
application uses your Certificate. If you have multiple Certificates installed on your computer, you
will see a list of all available Certificates, with the option to select: which one you would like to use.

Windows Security ==

Select a Certificate

d| julieclenski@globalsign.co..
f. Tsuer: GlobalSign PersonalSign 1 C
o Vabd From: 1/4/2002 to 2372012
| julieclenski@globalsign.co.
r Issuer: GlobatSign PersonalSign 1 €
- Walid From: LA4/2012 to 2/3/2012

3 Julie Olenski
k lssuer: GlobalSign PersenalSign Clas_
5 Valid From: 1/20/2011 to 1/21/2012
H Bk hare 0 vt contiiwute proge.. b

oK Cancel

b. Mark this key as exportable: This allows you to back up or transport your keys at a later time. We
recommend selecting this option so you do not lose your Certificate in the event of computer
problems.

c. Include all extended properties: This ensures that all details of the Certificate are included during
the import. We recommend selecting this option so you do not lose any Certificate functionality.

Once you have entered the password and selected the desired Certificate options, click Next.
Next you will be prompted to select the certificate store where you would like to keep your Certificate. We

recommend using the default ‘Automatically select the certificate store based on the type of certificate’, but
you can browse for another store if necessary. Click Next when finished.

Certificate Import Wizard ]

Cartificate Store
Certificate stores are system areas where certificates are kept.

Windows can automabcally select a certificate store, or you can spedfy a locaton for
| the certificate.

@) Automatically select the cartificate store based on the type of certificate
| Place al certificates in the following store

Leamn more about certificate stores

<Back || Mext> [ [ concel

14



8. To complete the Certificate Import process, click Finish on the final screen.

[=F

1

Certificate Import Wizard "

Completing the Certificate Import |

The certificate will be imported after you dick Finish.

=" You have specfied the folowing settngs:

| Automatcaly etermined by t
| Content PFX
| File Name C:\Usersipubeo. GLOBALSIGNY

9. You will receive a notification that the import was successful. Your Certificate has now been properly
installed on your computer and is ready to use with all Digital Certificate compliant programs.

Certificate Import Wizard M

Io- The import was successful.

=y

For help using your PersonalSign Certificate to digitally sign Microsoft Office document and emails, please see our
Guide to Signing Microsoft Office documents:
http://www.globalsign.com/resources/userguides/guide-to-signing-microsoft-documents.pdf

15



GETTING HELP

GlobalSign provides technical support through our Client Service departments around the world.

technical support for our PersonalSign product at: www.globalsign.com/support/personalsign.php

GlobalSign US & Canada
Tel: 1-877-775-4562
www.globalsign.com
sales-us@globalsign.com

GlobalSign EU

Tel: +32 16 891900
www.globalsign.eu
sales@globalsign.com

GlobalSign UK

Tel: +44 1622 766766
www.globalsign.co.uk
sales@globalsign.com

GlobalSign FR

Tel: 433182880124
www.globalsign.fr
ventes@globalsign.com

GlobalSign DE
Tel: +49 30 8878 9310
www.globalsign.de

verkauf@globalsign.com

GlobalSign NL

Tel: +31 20 8908021
www.globalsign.nl
verkoop@globalsign.com
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