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SafeNet Authentication Client Quick Start Guide

Getting Started

You will have been provided a copy of this QuickStart User guide along with

your iKey 2032/4000 token when you applied for a DocumentSign Digital ID.

This section of the QuickStart guide is applicable to both the PersonalSign
and DepartmentSign products that utilize a USB token for Acrobat desktop

digital signatures.
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Stage 1 - Installation — SafeNet Utilities

and iKey Drivers

Please download and run the utility installation files from the GlobalSign
website.

http://www.globalsign.com/support/adobe/SafeNetAuthenticationClient-x32.msi
http://www.globalsign.com/support/adobe/SafeNetAuthenticationClient-x64.msi

Please do not select the BSec install option!

When prompted to do so, insert your iKey token into a free USB slot on your
PC. Your operating system will then find the relevant drivers for the iKey
token and install them. Once installed you will see the iKey token icon
appear in you task tray with the Status of the Token (Inserted) appearing as
shown below.
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Stage 2 - Initialise your token and change your
iKey Passphrase

The token is sent to you in a blank format and first needs to be initialised (As
shown in the screenshot below).
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For more details on being safe online with DocumentSign contact GlobalSign:
www.globalsign.com
support@globalsign.com
US: 877-775-4562
UK:+44 1622 766766

EU:+3216 89 19 00
JP:+8103 5728 1551

We then recommend that you modify the passphrase which is initially set
to Password#1.Click “change token password”on your iKey token homep-
age. The Passphrase will be used to authenticate you as the user of the
iKey token each time you sign a document, so please ensure you select a
strong Passphrase and that you do not forget it.

sessessnse

Current Token Password:

New Token Password: ooccssce

Confirm Password: ssessnes
100%
The new password must comply with the password quality settings defined on the token.

Secure passwords have at least 8 characters, and contain upper-case letters, lower-case
letters, numerals, and spedal characters (such as |, 8, =, %).

Current Language: EN
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Ten Incorrect entries of the Passphrase will deactivate your token and any
certificates which will require you to go through the certificate install
process again.

What Software & Hardware do | need?

Certified Document Services (CDS) is one of the services enabled by the
Adobe Root Certificate Authority. CDS enables document authors to sign
Portable Document Format (PDF) files, using standard digital certificates,
which automatically validate when authors are using free Adobe® Reader®
software. No additional client software or configuration is required.

In order to create a PDF to be signed you will need either a product from the
Adobe Acrobat family (Standard, Professional or 3D) or from the Adobe
LiveCycle Enterprise Suite.

Software requirements for Adobe Acrobat Reader.
http://www.adobe.com/products/reader/productinfo/systemregs/index.html
Software requirements for the Adobe Acrobat Family.
http://www.adobe.com/products/acrobatpro/productinfo/systemreqs/

Software requirements for the SafeNet iKey 2032/4000 USB TOKEN
Your computer must contain one of the following Microsoft operating
systems:

*Windows 2000 Professional SP4

*Windows 2000 Server SP4

*Windows Server 2003 SP2 (32 or 64bit)

*Windows Server 2008 SP2 (32 or 64bit)

*Windows Server 2008 R2 (64 bit)

*Windows XP Professional SP3

*Windows Vista SP2 (32 or 64 bit)

*Windows 7 (32 or 64 bit)

-Microsoft Internet Explorer 6 or higher

-Firefox 3.6

Hardware requirements for the SafeNet iKey 2032/4000 USB token
Your computer should be well within the processor and memory require-
ments of your operating system (not the bare minimum), and have an
available USB port for your USB iKey token.
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