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A Step-by-step guide to enrolling and using a FDA ESG GlobalSign PersonalSign 1 Digital Certificate

Who should read this document?

Any organization wishing to electronically submit one of the following forms to the FDA via the
Electronic Submission Gateway (ESG) WebTrader:

AERS - Adverse Event Reports Lot Distnbution Data

AERS Attachments ANDA - Abbreviated New Drug Application

HiN1 Lot Release BLA - Biologics License Application (gLJL) and gBLA format)
IDE - Investigational Device Exemption aCT0 - Electronic Commaon Technical Document (ncludes DMF)

IND - Investigational Mew Drug Application (eCTD and gJiD) MDA = New Drug Application (gL and glDA format)
DMF - Drug Master File I’-"xd'.f!r*se Events

Promotional Materials Electromic Submissions

See FDA- Table 2: Electronic Submissions Supported by the FDA ESG
http://www.accessdata.fda.gov/esg/userguide/webhelp/default.htm

Introduction:

As stated by the FDA “The Food and Drug Administration (FDA) Electronic Submissions Gateway
(ESG) is an agency-wide solution for accepting electronic regulatory submissions. The FDA ESG
enables the secure submission of regulatory information for review.

The FDA ESG is the central transmission point for sending information electronically to the FDA.
Within that context, the FDA ESG is a conduit along which submissions travel to reach their final
destination.”

A prerequisite to establishing a WebTrader account, the on-line mechanism participants use to
upload their electronic submissions to the FDA, is to acquire an x.509v3 digital certificate.
GlobalSign’s Digital Certificates are recommended by the FDA as a suitable x.509v3 digital
certificate for ESG submissions and this guide is intended to clarify the process in obtaining a
digital certificate from GlobalSign and preparing the certificate for use with WebTrader
account.

FDA-User-Guide-rv1.2
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Setting up a WebTrader Account Checklist

In the “Setting up a WebTrader Account Checklist” provided by the FDA you are asked to
“Obtain a personal digital certificate”. The following procedure in this guide will provide you
with detailed instructions on how to setup a WebTrader account including setting up both your

ESG test and production account.

Before you Start

1. Send an email to esgprep@fda.hhs.gov requesting a WebTrader test account,

Provide the following information: Company name, your name, phone number and

submission method (WebTrader).

[F 2. Send a Letter of Non-Repudiation to FDA. Click here for more info.

3. Obtain a personal digital certificate, Click here for more information on certificates.

[ 4. Prepare a quidance compliant test submission. Each Center (CBER, CDER, etc.) has
published guidance on the preparation of electronic submissions. Refer to the specific
center web site for information about guidance compliant submissions. If using FDA
eSubmitter for the Center for Tobacco Productks, you are not required to send a

guidance compliant test submission.

5. Read the User Guide and tutonals on the FDA ESG web site. Review System
Requirements. Note: only Internet Explorer 6, 7, 8 and Firefox 2.0.x are compatible with

ESG.

Reference: http://www.fda.gov/Forindustry/ElectronicSubmissionsGateway/ucm114831.htm

Before you begin:

Explanation of Digital Certifricate:

A digital certificate, or sometimes referred to as a digital ID is
the electronic equivalent of an identity credential such as a
driver’s license. Since face to face or even examination of
“wet-ink” signatures is not practical in the paper intensive
work-flow that surrounds the healthcare and other FDA
regulated industries, organizations like the FDA rely on
electronic credentials issued from trusted Certificate
Authorities to verify the authenticity of the participant in an
electronic transaction. Public certificate authorities such as
GlobalSign, create electronic “trust” by verifying the

m Certification Path

Certification path

_ﬁj GlobalSign
p _ﬁ] GlobalSign

GlobalSign Extended Validation CA
&3] v globalsign. com |

Certificate status:

View Certificate

Fﬁis certificate is OK.

Learn more about certification paths

individual and organization through established methods. If all checks out, then an electronic

identity - - digital certificate will be issued. Because this digital certificate is issued from a

Trusted Root found in most popular operation systems and browsers such as the Microsoft

Root store organizations like the FDA can safely rely on the legitimacy of the electronic identity.
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GlobalSign issues digital certificates using the practices outlined in its WebTrust audited
Certificate Practice Statement (CPS) http://www.globalsign.com/repository/.

System Requirements

Because the FDA requires that your public certificate (aka. p7 or .cer) and corresponding private
key aka PKCS12 be exported into a file and saved on your hard-drive, GlobalSign recommends
you enroll using the Internet Explorer browser. Vista users should note special security settings
that are required to support the certificate installation process. These settings are outlined in
the PersonalSign enroliment guide found http://www.globalsign.com/support/ordering-

guides/PersonalSign GCC Certificate Enrollment Guide.pdf.

Quick Step - Process Summary

Admittedly, the process to enroll for a digital certificate for use with the FDA ESG Gateway WebTrader
includes many detailed steps. If you follow the steps in the exact order suggested the process from
ordering to installing shouldn’t take more than 2 or 3 days. The following is a high-level summary of the
steps that surround the digital certificate set-up of WebTrader:

Order your digital certificate from GlobalSign

Install you digital ID using Internet Explorer browser

Make a copy of the public certificate (.cer / p7) and submit to FDA

Make a copy of the public / private certificate (PKCS12) and submit to FDA

P wnNhe

Ordering your FDA ESG Digital Certificate:
When you are ready to register for an ESG WebTrader X.509 V3 digital Certificate, start the
order process by clicking on the following link: http://globalsign.com/authentication-secure-

email/digital-id/buy-personalsign-1.html

Step 1: Select Region

FDA-User-Guide-rv1.2
08/25/2010


http://www.globalsign.com/repository/�
http://www.globalsign.com/support/ordering-guides/PersonalSign_GCC_Certificate_Enrollment_Guide.pdf�
http://www.globalsign.com/support/ordering-guides/PersonalSign_GCC_Certificate_Enrollment_Guide.pdf�
http://globalsign.com/authentication-secure-email/digital-id/buy-personalsign-1.html�
http://globalsign.com/authentication-secure-email/digital-id/buy-personalsign-1.html�

A Step-by-step guide to enrolling and using a FDA ESG GlobalSign PersonalSign 1 Digital Certificate

Digital ID Application

Select the Region your organization
resides in a click “Continue with
Certificate Application”

Applying for your GlobalSign Digital Cerificate is guick and easy.

Please complete the online application process and contact Sales Support at
1-877-S5LGLOBAL if you have any questions during the process.

Select your Region
To serve all our worldwide customers, GlobalSign has numerous of Global offices. Please
select your Country or Region to ensure you receive the best support from our staffin the
most appropriate local office.

@ MNorth America - United States & Canada (US pricing in USD)
South & Central America
) Europe {EU pricing in Euro}
@ United Kingdom (UK pricing in GBP)
= Australia & New Zealand
~1 Asia & Pacific
= Other

[ Continue with Certificate Application |

Step 2: Establish your GlobalSign Certificate Center (GCC) account
Start your GCC set-up by completing the following form:

Complete the GCC Account registration by providing information about you as the Account
holder. Please note, further in the process you will have the opportunity to enter a different
name that you wish to include in the digital certificate in the event you are enrolling on behalf

of someone else.

Certificate Application
e 4 ) )

Account Details > S il = G

Account Details

Please specify details for your account. Your account contact will receive notices regarding your Certificate application
and will be the main contact assoeciated with your GlobalSign Certificate Center (GCC) account. If you are applying on
behalf of somecne else, enter their details, and you can specify an additional Technical Contact for yourself later in
the application process.

First Name Requirsd
Middle Name or Initial
Last Name Rzquirsd

Email Address Required

Phone Number Requirzd

Joan

Smith

Jsmith@gethealthy.com

Please chedk email is accurate, this email address will be used in the application process

b55-b55-5555

e.g. B02-570-7080 or 01822 785768 -User-Guide-rv1.2 n
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A Step-by-step guide to enrolling and using a FDA ESG GlobalSign PersonalSign 1 Digital Certificate

Next establish a user name and password that you’ll need to remember to access your account.
*Note a pre-fix will be added to the user name you establish e.g. “PAR12334_YourUserName.”
Therefore when you log back into your GCC account you will need to enter the full user name
and password when authenticating to the GCC portal.

PLEASE NOTE- Your username will be e-mailed to you once your account has been set up,
please remember/save the password you have created.

Optin to Receive Global Sign

Notices?
Global Sign respects your privacy - es, aptin to receive important GlobalSign notices and offers

please see Privacy Policy for further
infermation

Global Sign Certificate Center (GCC) Login Details
Your GCC account allows you to manage all your GlobalSign Cerificates and provides fast access to ordering additional
products and renewing, reissuing and revaking current Cerificates. Please create a memaorable Username and Password.

Username Rsquirsd happydays

Password Requirsd

Password(re-enter) Required |uuuu|

Specify an Additional Billing Contact

You can add a new Billing Contact to administer invoices and receipts for your account.

Click the Enter Billing Contact Details link to create the additional contact.

[fyou are applying for yourself, you do not need an additional Billing Contact, so please click Next.

[Enter Billing Contact Inﬁ:}rmation]

MNext o

FDA-User-Guide-rv1.2
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Step 3: Confirm your registration details and Accept Service Agreement
Review the account details you entered and if accurate, accept the terms of the GCC service
agreement and continue

Review the Terms of Service Agreement and if you agree please click “l agree to the terms of
service” and click “next”

Terms of Service Agreement

GlobalSign Certificate Center (GCC) Terms of Service -
Version 1.3

1 ACCEPTANCE OF TERMS

1.1 Your use of GlobalSigns GlobalSign Certificate Centre (GCC) and any relate
1.2 Unless otherwise agreed in writing with GlobalSign, your agreement with Glok
1.3 If there is any contradiction between the Additional Terms and the GCC T&C.

1.4 You agree to use the Service only for purposes that are permitted by (a) the

2 DESCRIPTION OF SERVICE

2.1 GCC provides users with access to a collection of functions and resources, ir
2.2 You understand and agree that GlobalSign assumes no responsibility for the
3 YOUR REGISTRATION OBLIGATIONS

3.1 In consideration of your use of the Service, you agree to: (a) provide true, ac
4 GLOBALSIGN PRIVACY POLICY

4.1 Registration Data and certain other information about you is subject to our P
5 ACCOUNT, PASSWORD AND SECURITY

5.1 You will receive an account designation upon completing the Service'gregist

& COMMUNICATION TOOLS -

| AGREE TO TERMS OF SERVICE

ECT T
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Step 4: Select the certificate validity

The FDA recommends a certificate with a 3-year validity period. Shorter validities will require

more frequent registration with the FDA ESG. Please check off PKCS12 option

Product Details - PersonalSign 1

Certificate Validity Segums 1 year 520
Mt =l OfTers & 'L}"!T':-EFT P ETLMELETY ESVITIEE '_é:lg year 240

Campaign Code

and click Next.

Coupon Code
This page
| hawve an externally generated C5R
Chveck ondy If poos =re am Advancad Lisar and have
n axbernaly penarated Cortificata Sgning FegLes 3
R ST e R S D‘]’E-, | have an externally genersted TSR (adw users only)

|C3R)

Otherwise click MNext. ..
PKC 512 Option &

TOTAL COST [inc. Tax) 5 49

Step 5: Enter the Certificate holder’s identity information.
Enter the Email address of the person who with be the certificate holder.

Certificate |dentity Details

These detalls wiil be velied and Included 35 e certified idently wilhin your lssusd Cenificate. hake sune he detalls entered
are cormect - we wiil vet fhe defalls you include. To asskst ywou, some defalls will be pre-pomtated from previous mages of from
oar 15CC 30Nt detalls, you may ;uenerie Tese I needed.

EMmal 4005 Recures ljanine. marchi@globaisign.com

TR STl Wil DE ISIn0S WS T '55-.!'.’.".;!'.':!:! M T 0ETEION PoaEme
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Step 6: Establish a one-time only certificate pick-up password

Subsequent to order approval, an email will be sent to the email address specified in the
Certificate Identity Details. The email will include a URL to install the digital ID into your local
system via Internet Explorer. You will need to record, save, and remember the Pickup Password
in order to authenticate to the GlobalSign service.

When the vetting is complete we will send an email to the Applicant to pickup the Cedificate. For security, please specify a
Pickup Passwaord that will be required to release the issued Cerificate. NOTE, the usaage for this passwaord is different from
the GCC login password provided previously, the Pickup Password is used only for this Certificate application.

Pickup Password Required el

Pickup Password (re-enter) Required sssseee

PLEASE NTOE- This will be the password you use to “pickup/install/obtain” your Certificate.
This is different then the password you created earlier to login to your GCC Account.

Step 7: Enter Credit Card details

GlobalSign does not accept Purchase orders for products under $S500, therefore enter credit
card details.

Enter the First Mame (or initial) and Last Mame exactly as written on your Credit Card.
Enter the card holder's Address, City, Zip/Postal Code, State, and Country as detailed on your Credit Card statement.

First Name or Initials Required
Last Name Regquird
Card Type Required @visa

C'MasterCard
(' American Express

Card Number Requirsd

Card Expiration Date Reguired i

Card Validation Number r=quirzd

e |
LR

Statement Street Address Requir=d

o

Statement City Requird

Ctatamant Tin ! Dnctal Cndo 0enie--

m
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Step 8: Confirm details and Accept PersonalSign Subscriber Agreement
Click “l agree to the Subscriber Agreement” and then “Next”

Step 9: Take note of your GCC User Name and Order number

Saving your GCC User ID and previously established password (step 2) will be helpful later on
when you wish to log into your account to check status, maintain your digital ID, or optionally,
order additional digital certificates.

Application Almost Completed

Thank you for completing the first part of your application. We recommend you print this information for your records We will shortly
send a confirmation email containing this information, however should you not receive the email and need to contact the
Technical Support team, you will need your Order Number.

GCC User ID

Your GCC account has been created,

PAR26113_happydays

this User ID and the Password
ed when creating the account.
Order Number PC201002051158

What happens next?
An order confirmation will be sent from no_reply@dglobalsign.com.

Also an automated Approval Email will be sent to the Email Address you have specified.
You must be able to receive this Email at this Address and follow the instructions within the email.

Your application will now be vetted.. You do not need to do anything else at this time.
Should we require additional verification information a Vetting Agent will contact you.

Step 10: Check your email for an Approval request

One step that GlobalSign takes to ensure the request for a digital certificate is legitimate and
authorized is to send an email challenge request to the email that was used in the certificate
identity details. An order confirmation will be sent from a no_reply email:
support@globalsign.com. The recipient of this email must click on the URL and then “Approve”
the order. Until this step takes place, GlobalSign cannot begin the organization vetting
process. Click on the URL, review the details, and if accurate, click “I Approve”

L R L g f S S ey kg

Application Details

COrder ID PC201002051158
Common Name Jeff Jones
Contact First Name Joan

Contact Middle Name

Contact Last Name Smith

Contact Phone 5556-555-5555

Contact Email lila.kee@aglobalsign.com

Organization (O) Get Healthy Inc.

Locality (L) Boston

State () MA

Country (C) us

Application Email lila kee@globalsign.com FDA-User-Guide-rv1.2

Application Date 2010-02-05 19:40:07.702 08/25/2010
IAPPROVE || DO NOT APPROVE

Please contact support if you require further assistance
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Step 11: Install your FDA ESG PersonalSignl x.509v3 digital certificate.

Subsequent to approval, you will receive another email notifying you that your digital certificate
is ready to be “picked up”. Before you can start the installation process, take note of the
previously mentioned system requirements and have the certificate pickup password you
previously established in step 6 handy. Using Microsoft Internet Explorer, click on the URL
provided in the email and it will prompt you for the Certificate Pick up Password that was
established at registration:

File Edit View Favorites Tools Help

WG (4 -] @ Globalsign Certificate Cen,., | # GlobalSign Cerificate .

a GlobalSign.

Install Certificate

You will new 0o through the Cerficate and process.
Mote that if you continze on this comauater, your Certificate will be installed on this computer.

Step One: Enter your Pickup Password

Yot Pickug Password will hise beon sed by the applicant during the application

Enter the Pickup Password 1o continue.

Forgatien the Fickup Password? Cantact 3

pood immediately 1o assistance.

Step 12: Allow the digital certificate creation operation to begin.
Vista users will be prompted with an “Web Access Confirmation” request. Click “Yes” to
proceed.

“\
Web Access Confirmation l s J
This Web site is attempting to perform a digital certificate operation on
I_l your behalf:
i
https://system.globalsign.com/pc/public/certificate/install. do;jsessioni
a d=AEFBSEBG56DBD4476F329BAB53DCEACT

You should only allow known Web sites to perform digital certificate
L operations on your behalf,
| Do you want to allow this operation?

Yes ‘ Mo |

FDA-User-Guide-rv1.2 n
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Step 13: Select the Cryptographic Service Provider
Click Next, maintaining the default settings of “yes, make this Certificate exportable” and
“Microsoft Enhanced Cryptographic Provider v1.0”.

Install Certificate

Step Two: Select the Cryptegraphic Service Provider (CSP)

The CSPis used to generate the cryptographic keys within your Certificate.
‘We have listed the CSPs found on your computer. For further assistance on using C8Ps and which may be appropriate
if you are installing your Certificate onto a hardware device such as crypto USB, view the CSP Support Guide.

Please note! Depending on your browser / Operating System setup, there may
be ainformation bar or Pop Up asking you to install *Microsoft Certificate
Enrolment Control” displayed at the top of this page

If s0, you MUST allow this to run. It is a safe program that your browser

uses to install your cerificate. To run it, click on the information bar

or Pop Up and follow the instructions.

Click “Yes, make this Certificate exportable”

Yes, make this Certificate exportable
Make Certificate Exportable? Check if you wish to allow the Certificate and associated cryptographic
’ keys to be exportable. This means you can back up the Cerificate or

maove itto anather computer at a later time.
\ Choose “Microsoft Enhanced

Please click Next and wait. Do not click Mext again and do not close the browser, the process may take a few seconds

ﬁ Cryptographic Provider v1.0 as your

Cryptographic Service Provider.

Cryptographic Service Provider Microsoft Enhanced Cryptographic Provider v1.0

Step 14: Allow the Certificate operation to take place.

Click “Yes” at the Web Access Confirmation Prompt

g g m e iy =
L e

Web Access Confirmation l — J

. This Web site is attempting to perform a digital certificate operation on
_J; your behalf:

https://system.globalsign.com/pec/public/certificate/install.do;jsessioni
d=AEFB8EBGS6DBD4476F320BAG53DCE4CT

You should only allow known Web sites to perform digital certificate
operations on your behalf. |
Do you want to allow this operation?

Yes | Mo | )

FDA-User-Guide-rv1.2 E
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Step 15: Install you certificate
After the certificate processing is complete, click “Install My Certificate”

Ma LI Ll SURRUIL e

TEL |US 1-877-S5LGLOBAL | EMEA +32 16 891900 | UK +44 1622 TGETEE

Install Certificate

Install your Digital Certificate and the Intermediate CA Certificates

Your Certificate has been generated, click the Install My Certificate button to install the Certificate onto your computer.

We have detected that you are using Internet Explorer.
Please click the Install My Certificate button to install your Certificate and all
appropriate Intermediate CA Cerificates that enable the Cerificate to be trusted

Install My Certificate [ ]

And once again allow the digital certificate operation by clicking “Yes”. You have completed the
installation process, when you see the following Prompt: Click “OK”

Web Access Confirmation l-:J !

Message from webpage ﬂ

. This Web site is attempting to perform a digital certificate operation on
£ ls your behalf:

https://system.globalsign.com/pc/public/certificatefinstall.do I Install Success.
i

You should anly allow known Web sites to perform digital certificate

operaticns on your behalf,

Do you want to allow this operation? i |

FDA-User-Guide-rv1.2
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Prepare for ESG Test account- Exporting Public Key

As described in the FDA's “Setting up a WebTrader Account Checklist”
http://www.fda.gov/ForIindustry/ElectronicSubmissionsGateway/ucm114831.htm and FDA
User Guide http://www.accessdata.fda.gov/esg/userguide/webhelp/default.htm section 4.1
step 12 the establishment of a test account will require you to browse for your digital

certificate.

A copy of the digital certificate, (aka. .cer or .pb7) you recently installed will need to be
“exported” and delivered to the FDA as part of the test account set-up. Below are step-by-step
instructions on how to create your .cer or .p7b file.

Step 1: Open Internet Explorer
Click Tools>Internet Options

o S - . -

g
- | & 43| X || Bing Pl g

Profile  Mail Photos Calendar MSN  Share | 5 ~ [T « ap | Sign in % @ Convert + [ Select
% -m - [PL The “tool” menuis located on the
e *| - right hand side, you must click on the
lzr Page b B
#) Sfety +| |- arrow (>>) and then Tools will be
r-| F Tools - .
- 5 Reopen Last Browsing Session @ Help 3 Iocated n the drOp doWn menu.
U i~ Blog This '
b & Pap-up Blocker < ,EE: Send to OneMote
[ Manage Add-ons £ Rescarch
¢ Work Offline
k% Compatibility View
Compatibility View Settings
Full Screen -
Google Search | I'm Feeling Lucky s ~

Toolbars

Explorer Bars L4
<hr Developer Tools
Suggested Sites

Send to OneNote
Blog This in Windows Live Writer

Internet Options

Next the Internet Options window will appear, Click on the “Content” tab and then click the
button “Certificates”

FDA-User-Guide-rv1.2 -
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Internet Opticns . A

| zeneral | Security | Privacy | Content | Connections | Programs | Aduanr_edl

Parental Controls
% Control the Internet content that can [@'Parema] Controls ]
LY

be viewed.

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer.

[ I&'Enalz;-he... Ay Settings

Certificates
IUse certificates for encrypted connections and identification.

[ Clear 551 state ] [ Certificates ] [ Publishers

button.

Highlight the digital certificate you recently enrolled for and click “Export”
Certificates [
- -
/
Intended purpose; [*:AJI:— / -

Personal |Dﬂ"|v.=_-r People | Intermediaﬂerﬁﬁmtinn Authorities | Trusted Root Certificatior| * i

Issued To sued By Expiratio...  Friendly Name
@Janine Marchi GlobalSign PersonalSi...  6/29/2012  Janine Marchi's ...

Step 2: Public Certificate
A welcome window will appear, click next

-

| Certificate Export Wizard |
Welcome to the Certificate Export
Wizard
Y This wizard helps you copy certificates, certificate trust
o lists and certificate revocation lists from a certificate
Ey store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

FDA-User-Guide-rv1.2 m
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Step 3 Certificate Export Wizard

1. Select No, do not export the private key option and click on the Next button.

Certificate Export Wizard E]

Export Private Key
You can choose to export the private key with the certificate,

Private keys are password protected, IF you want to export the private key with the
certificate, yvou must type & password on a later page,

Do you wank to export the private key with the certificate?

\ () ¥es, export the private key

g, da nok sxpork the private key|

|- = Back ql__N_axt} ] |- Cancel 1

2. Select the options as shown on the screen below. Click on the Next button.

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file Formats,

Select the format you want to use:
() DER encoded binary £.509 ((.CER)
() Bage-64 encoded ¥,509 {,CER)

(@ Ervptographic Message Svnkax Standard - PECS #7 Certificates (,P7B)|
Include all cartificates in the certification path iF possible

I = Back |L [et > ][ Cancel

3. The following screen will appear for you to name your file and choose where to save it.
Click Browse.

Certificate Export Wizard |2 1

File to Export
Spedfy the name of the file you want to export

File name:
C:\Jsersljaninem'\Desktop\Janines PersonalSign Certificate. cer

FDA-User-Guide-rv1.2 -
08/25/2010



A Step-by-step guide to enrolling and using a FDA ESG GlobalSign PersonalSign 1 Digital Certificate

4. Give a file name and select the location where you want to save the file. We
recommend you save the file in a location where you can easily find such as your
desktop or “documents” file. To choose the folder, simply click on the location. Once
finished, Click save.

& Save As
@\\lel == » Libraries » Documents » - | 6¢| | Search Documer,
Organize v New folder
¢ Favorites - Documents library it
Bl Desktop Includes: 2 locations

1=l Recent Places

m

microsoft
s My Adobe Captivate Projects
[i2] My Data Sources

4 Downloads

% Dropbox

9 Libraries
__j Documents
.—‘Ei Music
k= Pictures

H videos
«d Homegroup

1% Computer
£ nsra

—» Filename: Janines-Public-Key
Save as type: | PKCS #7 Certificates (*.p7b)

* Hide Folders Save

Now that you have saved the file in a familiar location you will need to remember this location
until you setup your “Test WebTrader Account” which is required by the FDA.

Complete instructions for setting up your Web Trader Test Account can be found in the FDA
User Guide at http://www.accessdata.fda.gov/esg/userguide/webhelp/default.htm

FDA-User-Guide-rv1.2 -
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Web Trader Account Test Setup Process

During the setup process of the Web Trader Account it will ask you to “Locate the Certificate
File” (This is referring to the public key file that you exported in the previous step”)

/

Click Browse and find the

Locate the certificate file Certiﬁcate f||e that you
| gi%g%r:‘;::::m Enter the name of the cartificate file to import. The fa must have an extension of .cer, .pTb, or .pTe exported and saved in the
s e previous step.
| maview cartificats ““w

Next the “View Certificate Details” Page is displayed, this page is to review the Certificate
Information and to make sure all data fields are correct. Click next after revewing.

View certificate details

Wl Pargsiw ths cortfe sla detads Balow, Chol the next bulton if the cartificate B cofrect of chcl the Back button 1o slect &
Saloct community afferent cortificate
Comgany informalian
Holoct cortficote file Certificate detals
[lfll\-iu'n cortificats Field Valisr -
RN 3
14 tushr enailiddngs t=dirml Gond.com, Ch=Daresl Synk, OU=0arsl Synk, O=GHELL L=Rodvile,
Fr=Myrylard, C=li
Saral nasmbar G2t 100604 TR0 b4
Subict enailtadreiy=duyrk@igrn com, CN=Darmsd Synk, CUisOamsl Synk, O=GhGE, L=Rogvils

ST=parvland, C=155

Certilicate path

Diareed Syri

aback| pest

The next steps will allow you to complete the setup process for the test account.

FDA-User-Guide-rv1.2
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Once your Test Web Trader Account for submissions has been completed, the FDA requires you
to send a test submission.

For this process, the FDA needs the “private” key of your certificate. You already exported and
uploaded your “public” key in the previous steps so now you must repeat these steps to export
your “private key”

Prepare for Sending a Test Submission- Exporting Private Key

Step 1: Open Internet Explorer
Then Click on Tools>Internet Options

'
v || 4| X | Bing |
Profile  Mail Photos Calendar MSM  Share or B~ oag ‘ Sign in X %Convart - @Select
-8 -= [
& Print *[71- The “tool” menu is located on the
@ safety »| - right hand side, you must click on the
Ir-| CF Tools - .
: 1 ReopenlatiousingSession | @ Help »| |- arrow (>>) and then Tools will be
0 (.)8 e B Pop-up Blocker , é oo . | |- located in the drop down menu.
[ Manage Add-ons & | Rescarch
¢ Work Offline
4 Compatibility View
Compatibility View Settings
Full Screen :
GnmgIeSearch| I'm Feeling Lucky| TenTers " -

Explorer Bars L4
<k Developer Tools
Suggested Sites

Send to OneMote
Blog This in Windows Live Writer

Internet Options

Internet Opticns . e A

-

Next the Internet Options window will
appear, Click on the “Content” tab and

| General I Security | Privacy | Content | Connections | Programs I .ﬂ.duancedl

Parental Controls

= . “" H ”
R T then click the button “Certificates
@M be viewed,

Content Advisor

ql Ratings help you control the Internet content that can be
viewed on thiz computer.

Certificates -

lUse certificates for encrypted connections and identification.

[ Clear 55L state ] l Certificates ] [ Publishers
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Highlight the digital certificate you recently enrolled for and click “Export”

1. Select the certificate and click on Export, Click on next on the next screen

Certificates s
- T =

Intended purpose: [<.|5.JI:=- -

Personal |D1i1er Feople | Intermediate Certification Autharities I Trusted Root Certification * | *

Issued To Issued By Expiratin...  Friendly MName
L__dJJanine Marchi GlobalSign PersonalSi... 6292012  Janine Marchi's ...

2. Step 2: Export Wizard- Select Yes, export the private key and click on the Next button.

Certificate Export Wizard @

Export Private Key
ou can choose ko export the private key with the certificate,

Private keys are password protected. IF you want ko export the private key with the
certificate, you must type a password on a later page.

w wou wank to axpart the private key with the cartificate?

() Ma, do nat expart the private key

[ < Back ][ Mext > ][ Cancel ]

3. Select the options as shown below and click on the Next button.

Certificate Export Wizard @

Export File Format
Certificates can be exported in a wariety of file Formats,

Select the Format you want to use;

(& Personal Information Exchange - PKCS #12 ( PFX)
[“IInclude 2l certificates in the certification path if possible]

Enable strong protection (requires IE 5.0, NT 4.0 SP4 or abowve)
[]Delete the private key if the export is successful

I < Back “ Next » ]l Cancel

FDA-User-Guide-rv1.2
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Step 3: Create a password for your private key.

1. Confirm the password and click on the Next button. If you forget the password you can
export the private key again and create a password.

Certificate Export Wizard ﬁ]

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:
[:«a«*w«mw

Confirm password:
[:kanmuml

[ = Back “ Mext = ] [ Cancel J

2. The following screen will appear for you to name your file and choose where to save it.
Click Browse.

&

Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

File name:

C:\Users\janinem\Desktop\Janines PersonalSign Certificate. cer

FDA-User-Guide-rv1.2 m
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3. Create a file name and select the location where you want to save the file and click on
the Next button. We recommend you save the private key file in a location you are
familiar with such as “documents” file or “desktop”. You will need to locate this file on

your computer once you are ready to setup your production account.

@ Save As
@le:ﬂ » Libraries » Documents » . | “"}| | Search Documer
Crganize = Mew folder
7 Favorites — Documents library SVl
B Desktop Includes: 2 locations

= Recent Places

m

. microsoft
4 Downloads

“ Dropbox

3 Libraries
__j Documents
@!", Music
&= Pictures

B2 Videos
#d Homegroup

1M Computer
8 ngrea

File name: Janines-private-key

. My Adobe Captivate Projects
(5] My Data Sources

Save as type: | PKCS #7 Certificates (*.p7hb)

* Hide Folders

On the next screen, click on Finish and then click on OK.

Save

FDA-User-Guide-rv1.2
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Now your public key and private key of your certificate have both been exported. You will use
your private key (.p12 of .pfx) file when you send documents to the FDA. Below is a screen shot

of what the screen will look like when you are sending/uploading a document to submit to the
FDA.

—_—
Lﬁ_ G @) webTrader ‘_: Help Logout

Send document

Select who will receive the document
Gateway: FDAVM
Canter:s |GWTEST ¥

Select the contents of the submission

Enter a path to a file or a directory. If a directory is entered, then the entire contants of the directory will be included in the submission. All the paths stored in the
submission will be relative from the provided directory path unless an altermate root directory is entered,

Path:s C:/Documents and Settings/dsynk/My Documents/testSubm
Root directory: C:/Documents and Settings,/dsynk/My Documents Browse. ..

Subrnission typeie Connactivity Test

Select a signing certificate

Current file: C\Documents and Settings\dsynk\My Documents\Desktop docs\Desktop [tems\DanielSynk.pfx
New fle:  |Ci\Documents and Settings\dsynk\My DocumentsiDesktop ([ Browse.. ]

MyCartificate.pl2 or MyPrivasteray.pfx

send|

“Select a signing Certificate” this is asking you to locate the .p12 or .pfx file that you exported
in the previous step, the private key. Click “browse” and locate the file in your computer’s hard
drive wherever you saved it in the previous step.

For more detailed information on setting up a test account and sending submissions to the FDA,
please view the FDA's user guide at

http://www.accessdata.fda.gov/esg/userguide/webhelp/default.htm

FDA-User-Guide-rv1.2
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GlobalSign Resources
Submitting to the FDA FAQs
http://www.globalsign.com/authentication-secure-email/digital-id/fda-fag.html

Getting Help

Every GlobalSign Enterprise customer has a dedicated Account Manager who is on hand to help
with any commercial and technical queries you may have about managing your Digital
Certificates. GlobalSign also provides technical support through our Client Service departments
around the world. www.globalsign.com/support

Support: Open a support ticket http://www.globalsign.com/help/
Sales: sales@globalsign.com | 1-877-775-4562

GlobalSign, Inc

2 International Drive
Suite 105

Portsmouth, NH 03801

Toll Free: 1-877-SLL-GLOBAL

http://www.globalsign.com

o GlobalSign
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