DocumentSign™

Additional Certificate Services

GlobalSign.

GMO Internet Group

Digital IDs for the Adobe PDF Platform: Certified Document Services (CDS)

N

Not possible to sign.
L3 2

Certification without Additional Services
The validity of the signature expires with

the validity of the Digital ID A
used to sign the document. 2
AT, —) T
A certification @ A - % /JQ
Signature is 4 2 |
Applied K% S, I
LTOZ ©
P I =
R |
I
D [
2007 A 2008 2009 ‘

No Services and a Revocation Event
The validity of the signature expires with the
revocation of the Digital ID.

| & & [ ror S
G I R @ yoeni 3 A
“/—V' # I I ‘:;\ m}‘
WA 2 ® 4
o Is 1% o
& 13 F
13 Is
A\ ¥ I*
2007 A 2008 2009 A2
) A
With Additional Services ¢
The validity of the signature applied to the o N 2 Not:posaible to sign
document does not expire even if e "
there is a revocation event as both (\Ur b oft I R }«:
time and validity are embedded [ R L™

at the point of signature.

t_i)

'\

s a2
$ I
= - Documents Certified
E prior to expiry and
@ g |§ Revocation remain trusted
A\ |
2007 é 2008 2009 A 20

US Office - Two International Drive | Suite 330 | Portsmouth | NH 03801
EU Office — UbiCenter | Philipssite 5 | 3001 Leuven | Belgium

How does Long Term Signature Validation work?
Time is a critical component in establishing the sequence of activities in real life. It is an equally
important aspect of the value proposition of digital signatures that establishes the authenticity and
integrity of a document or transaction. Certificates have a significantly shorter life span than
archival requirements place onto a document (Especially the needs of e-invoicing and e-archiving)
so a Long term Signature Validation service is essential. Adobe designed the PDF reader to utilize
information embedded within a PDF document to make solid trust decisions. The default option
within the Adobe PDF reader is to view documents in ‘Secure Time’, meaning that Long Term
Validation (LTV) trust decisions can be made by PDF reader only if both a secure Time Stamp and
Certificate Validity response is embedded within the document at the time of signature. It is these
two additional certificate services which GlobalSign offers DocumentSign customers to aid LTV,
namely RFC 3161 time stamping and 3 hourly CRL generation. This is also the reason why it is
necessary to know if the annual volume of signatures falls into a Low, Medium or High category for
the particular product chosen. Adobe covers (LTV) in more detall here:-
www.adobe.com/manufacturing/pdfs/PDF elec
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Which version of the Adobe PDF Reader is supported?

The technology to allow digital signatures to be incorporated into PDF documents first appeared
with version 5.0 of the Adobe Acrobat product suite. The ability to support long term signature
validation was introduced with version 6.0 of Adobe (including the free reader).
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Remember! for the highest assurances of WhO created a document,
look for the Blue Security Bar and Blue Rosette.
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